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Representative Console for iOS

BeyondTrust enables you to support your customers remotely by connecting to them through the BeyondTrust Appliance B Series.This
guide is designed to help you install BeyondTrust onto your iOS device and understand the features of the iOS representative console.

Use this guide only after an administrator has performed the initial setup and configuration of the B Series Appliance as detailed in the
BeyondTrust Appliance B Series Hardware Installation Guide at www.beyondtrust.com/docs/remote-support/getting-
started/deployment/hardware. Once BeyondTrust is properly installed, you can begin supporting customers immediately. Should you
need any assistance, please contact BeyondTrust Technical Supportat www.beyondtrust.com/support.
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Install the Representative Console on iOS

The BeyondTrust representative console for iOS is available for free download from the Apple App Store. From your iOS device, search
the App Store for "BeyondTrust Representative Console" and then install the app.

If your company uses an Enterprise App Store to distribute apps, contact BeyondTrust Technical Support to make the BeyondTrust
representative console app available through your Enterprise App Store.

To run the BeyondTrust representative console on your device, your iOS device must be running iOS 14+.

Note: Only the BeyondTrust representative console can be used with a Remote Support site. The BeyondTrust representative
console cannot be used to connect to a Privileged Remote Access site, nor can the BeyondTrust access console be used to
connect to a BeyondTrust Remote Support site.

T
(1) IMPORTANT!

Your B Series Appliance must be equipped with a valid SSL certificate signed by a certificate authority. BeyondTrust does not
support using self-signed certificates for the iOS representative console. Once you have applied a CA-signed SSL certificate to your
B Series Appliance, contact BeyondTrust Technical Support. Your support representative will create a new software build that
integrates your SSL certificate. With this updated build installed on your B Series Appliance, you can run the BeyondTrust
representative console on your device to provide remote support from virtually anywhere.
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Configure Mobile Device Management for Apple iOS

BeyondTrust supports management of iOS devices with mobile device management (MDM). The MDM configuration profile may be
configured so that the URL of a support site is pre-populated in the Site Address field. The profile may also be configured to prevent this
field from being edited.

The method by which you configure your profile will vary depending on your MDM product. Consult your MDM documentation for exact
steps.

Below are the configurable keys that you will need to add to your MDM payload:

Key Type/Description
ApplianceURL String: The BeyondTrust support site address. For example, support.example.com.
URLLocked Boolean: If true, then editing the site address within the customer client is disabled.
SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 5
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024

depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



REMOTE SUPPORT

lEI BeyondTrust I0S REP CONSOLE 3.1.3

Log in to the Representative Console for iOS

From the login screen, enter your BeyondTrust site hostname, such as support.example.com. Enter the
username and password associated with your BeyondTrust user account. You can choose to have the
BeyondTrust representative console remember your login credentials. Tap Login.

}{ Note: If you are using a local account and two-factor
authentication has been enabled for it, enter the email code you
have received. If you enter the email code incorrectly three
consecutive times, you must re-enter your credentials and get a
new email code.

Username and Password 3

}{ Note: Your administrator might require you to be on an
unrestricted network to log in to the console. This network
restriction might apply only the first time you log in or every time.
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Alternatively, if you have been invited by another representative to join a session one time only,
tap Authenticate Using and select Rep Invite Key.

Authenticate Using

Username & Password v

Rep Invite Key

SAML
——
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Enter the rep invite key provided with your invitation and then tap Login.

Site Address support.example.com

Authenticate Using
Rep Invite Key

Rep Invite Key 0218083

Login

v2.2.12 (26923) —
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Authentication Methods for the Remote Support iOS Representative
Console

Log in to the iOS Representative Console Using Face ID

Face ID is a face recognition system found on the following iOS devices:

« iPhone X, XR, XS, XS Max, 11, 11 Pro, 11 Pro Max, 12, 12 mini, 12 Pro, 12 Pro Max, 13, 13 mini, 13 Pro, 13 Pro Max
« iPad Pro 12.9 (3rd and 4th generation)
o iPad Pro 11 (1st and 2nd generation)

Face ID allows you to unlock your device or authorize other actions on your iPhone or iPad using visual recognition as a passcode.

To set up Face ID on your device:

1. Goto Settings > Face ID & Passcode. Settings Face ID & Passcode
Select which devices and features you want to use Face ID for.
Check the Require Attention for Face ID and/or Attention Aware General

Features if you require those extra features. &) Control Center

Display & Brightness iPhone Unlock
! Home Screen iTunes & App Store

Accessibility Apple Pay

Wallpaper Password AutoFill

Siri & Search

j Face ID & Passcode

Emergency SOS
Exposure Notifications
= Battery

Require Attention for Face ID

Privacy

App Store
Attention Aware Features
Wallet & Apple Pay

4. Open the BeyondTrust Mobile Representative Console app.
5. Enter your BeyondTrust site hostname, such as support.example.com, as well as your credentials.
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6. Verify that the Remember Me option is enabled.
7. Toggle the Use Face ID button to enable the feature.
8. Tap the Login button to finish logging into the representative console.

For more information about Face ID and how to enable it on your
device, please see the following:

o About Face ID advanced technology at
https.//support.apple.com/en-us/HT208108

o Use Face ID on your iPhone or iPad Pro at
https://support.apple.com/en-us/HT208109

Username and Password

Log in to the iOS Representative Console Using Touch ID

Touch ID is the fingerprint identity sensor found in the following iOS devices: _ s
« iPhone 5s, 6, 6 Plus, 6s, 6s Plus, 7, 7 Plus, 8, 8 Plus, SE (all generations) @
Airplane Mode .

« iPad with a Home button

B wi Bomgar

iPad Unlock [ @)
« iPad Air 4 or later Bletoon ey o)
o iPad mini 6 Notifications App and iTunes Stores
B control center E
With this feature, you can unlock your device or authorize other actions on your iPhone or iPad S
using your fingerprint as a passcode. @ cenera @ o Fingemint
Display & Brightness
If you are using one of the devices listed above, you can use Touch ID to log in to the mobile Waloager fumpeesceseor
. . . . . . ) sounds Change Passcode
representative console.The same fingerprint authentication used to unlock your device can be S
used to gain entry into your representative console. Follow the steps below to enable Touch ID satery ot asscoe
authentication for your mobile representative console. O reer
Today [ @)
Open the BeyondTrust Mobile Representative Console app. ‘d - ©
@) Appand iTunes Stores
2. Enter your BeyondTrust site hostname, such as support.example.com, as well as your O vt & appiopay Feoee ——
credentials. e e
3. Verify that the Remember Me option is enabled.
Tap Yes on the Touch ID prompt that appears upon login.
Tap the Login button to finish logging into the representative console.
;{ Note: At any time, you can log in using your username and password by tapping Back to Login.
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Preferences Done
x Note: From the Preferences section of the mobile representative stomataty showchs vindon o o soos r'e)
console, you can turn off the Touch ID functionality by disabling Shake dovce or b nsssion v ©
the Require Touch ID to use stored credentials for this site Disbleatamai sessionassgnenton oo ‘
X Require Touch ID to use stored credentials for this ite. O
Optl on. Audible Alerts ©
Absolute Mouse Pointer Position C

i For more information about Touch ID and how to enable it on your device, please see the following:

o About Touch ID security on iPhone and iPad at https.//support.apple.com/en-us/HT204587
e Use Touch ID on iPhone and iPad at https://support.apple.com/en-us/HT201371

Log in to the iOS Representative Console Using SAML for Mobile

SAML for mobile provides an easy and secure method for authenticating to the mobile iOS representative console. Follow the steps below
to log in to the mobile representative console using SAML.

x Note: Before attempting to log in to the iOS representative console using SAML, verify that a SAML provider has been
configured for your /login administrative environment by going to Users & Security > Security Providers. If SAML is not
configured in /login, SAML is not available as an authentication method for the iOS rep console. To learn more about
integrating SAML single sign-on into your BeyondTrust Remote Support environment, please see Create and Configure the
SAML Security Provider at www.beyondtrust.com/docs/remote-support/how-to/integrations/security-
providers/saml/configure-settings.htm.

1. Tap the representative console app on your iOS device.
2. From the login screen, tap Authenticate Using.
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3. Select SAML.

Authenticate Using

Username & Password
Rep Invite Key

SAML v
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4. Tap Login. You are then presented with your SAML provider's page.

Site Address support.example.com

Authenticate Using
SAML

Login

v2.2.12 (27031)
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5. Onyour provider's page, enter your credentials.
6. Tap Log In to access the representative console.

SAML Login

okta

Sign In

Username

| |

Password

() Remember me

Need help signing in?

Powered by Okta Privacy Policy

For more information about SAML single sign-on, please see Security Assertion Markup Language at
https://en.wikipedia.org/wiki/Security Assertion Markup Language.
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Change Preferences in the iOS Rep Console

To change your preferences, tap the gear icon in the upper-left corner of the screen. It may be )

necessary to scroll down to see all the preferences. 14:43
ow

Toggle preferences to enable or disable. Availability of some preferences depends on your " {2 Remote Support

device and your permissions. Preferences are organized by category. P —

Site Preferences

Auto Assign allows you to enable or disable auto assignment. You must have the user ey

L . . . . . . . show chat
permission to glpt put of session assgnments for this optlop to be avalla_t?le. Auto a33|gnm.ent is Tty T o
used with Equilibrium to route a session to the representative best qualified to handle the issue. sessions
You can choose if your display name should appear in the list of logged in representatives on Auto Assign ‘3
the public site.You also can log out of the representative console. Disable
automatic
~ session .
For more information about Equilibrium and session assignment, assignment on
see the following: login.
Show On Public ‘,"’i
o "View Queued Support Sessions in the iOS Rep Console" Site —
on page 20 Require Face ID
— . . . to use stored
o Equilibrium for Automatic Session Routing at credentials for

www.beyondtrust.com/docs/remote-support/how- this site
to/equilibrium/.

App Preferences

The Audible Alerts preference allows you to play audible alerts for certain events that occur
within the representative console.

Mouse Pointer Preferences

If Absolute Mouse Pointer Position is turned off, you must place your finger on the mouse

pointer and drag to move the mouse. Tap and hold to locate the mouse pointer when absolute positioning is turned off. If it is turned on,
you can place the mouse pointer wherever your finger touches the screen. When absolute positioning is turned on, tap and hold to open a
fly-out menu from which you can choose to left-click, right-click, or double-click. Traditional click methods still apply.

i For more information about Equilibrium and session assignment, see the following:

o "View Queued Support Sessions in the iOS Rep Console" on page 20
o Equilibrium for Automatic Session Routing at www.beyondtrust.com/docs/remote-support/how-to/equilibrium/.
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Generate a Session Key to Start a Support Session in the iOS Rep
Console

One method to start a support session is for your customer to submit a one-time, randomly

generated session key on your public site. Depending upon your account permissions, you can

generate session keys for this purpose. O {3 Remote Support
2

14:46

On your iPhone, tap the key icon at the top of the screen and then the Generate Session Key

. - . . . G te Session K
button. This opens a Generate Session Key menu from which you can edit the session key enerate Session ey

details.
Session Key
URL
Expiration
Public Site
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Set how long you want this session key to remain valid. The expiration time applies only to the 17:57
length of time the key can be used to start a session and does not affect the length of the
session itself.

°+" {E} Remote Support
Ainutes

10 Minutes

15 Minutes

30 Minutes

1 Hour

2 Hours

4 Hours

8 Hours

12 Ho

1Day
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You can also select the public portal through which you want your customer to enter the

session. o
Public Site
Default: support.example.com v
Walden: walden.support.example.com
——
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Direct your customer to go to either to the unique URL or to enter the session key on your public 8:25 )
site. You can copy the URL to your clipboard to send it to your customer in a text message.
Cancel Remote Support Invitation f...
You can also send your customer an email invitation that contains the unique URL.
To:
After running the customer client, the customer appears in your personal queue.
Cc/Bcc:

Subject: Remote Support Invitation from
Henry Thoreau

Henry Thoreau would like to start a support
session with you. To do so, please click on
the link below and follow the online
instructions.

https://www.support.example.com/

BeyondTrust Remote Support enables a
support representative to view your screen
in order to assist you. Session traffic is fully
encrypted to protect your system's data.
Once a session has begun, you will be able
to end it at any time.

Powered by BeyondTrust Remote Support
https://www.beyondtrust.com/

Sent from my iPhone
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View Queued Support Sessions in the iOS Rep Console

Queues

Session Queues Personal Session Information

Personal =- Customer 00:00:23

Session queues provide information about and Time In Quee
access to customers who are waiting for 00:00:30
support. The Personal queue contains Total Time
customers with whom you are currently in

session or who are waiting for a session with

you specifically. A waiting session appears in ot

your personal queue if it was transferred to 1P Address

you, or if the customer initiated it by entering a Customer Name
session key you generated, by selecting your Customer

name from the public site, or by clicking a Patorm
Support Button tied to you. This queue also bl Site
contains invitations for you to join a shared Defauit

session. Language

English (US)

You also have queues for any teams of which

you are a member. If a customer initiates a

session by selecting an issue type from an Transfer Accept
issue submission form, that customer enters a

specific team queue based on which team

owns that issue. A customer also enters a

team queue if they click a Support Button tied

to a team. A session may also enter a queue if it is transferred intentionally or due to waiting session rules, or if the representative's

connection is lost in the middle of a session. These queues also contain invitations for any representative in the team to join a shared
session.

Click the star to the left of a team name to mark that queue as a favorite. If a team chat message is sent, an orange chat bubble appears in
place of the star.

Customers can also request assistance directly from a web page which contains a help link. This initiates a browser sharing session,
which allows a representative to chat and view the customer's web page. Administrators can generate custom links in order to direct
browser sessions to the correct representative or team queue. In the queue, browser sharing sessions are identified by the [Browser]
prefix next to the customer's name.

If allowed to use the feature, start supporting the oldest queued session from among your team queues by selecting the next session from
the Get Next button.

View Sessions

Tap a queue name to view its sessions. Tap a session entry to view details about the support request. To begin supporting the selected
session, tap the Accept button. Accepting a session opens a new page for that session.
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Session Assignment Rules

You can also accept sessions that are assigned using Equilibrium. When a Q. sesrch lterns..
session enters a queue that has Equilibrium enabled, that session is Quene Uptime Priority Timein uese | Name Computer
automatically assigned to the best qualified and least busy representative, Remote Support 255436 Medium (D 00031 Mario Fratelli  RMTPLWTOGH

based on matching skills, the number of sessions that representative is
supporting, and how long they have been available.

When a session is assigned to you, you are given a prompt to accept or
reject the session, along with an audible alert if enabled. If you reject the
invitation or the invitation times out, the session is reassigned to the next
best qualified and least busy representative in that queue.

" §) Session Assignment Alert X =

The next available session has been automnatically assigned to you. Would you

Hostname .
like to accept the session?

. . . . . . RMTPLWTL
Arejected session is never assigned to the same representative twice nagsen
unlessitis man.ually t.ransferred into'another queue for which .that TC-DEFENI recept || Rejet
representative is available. If a session cycles through all available RMTPLWTL ‘

representatives for the queue and is not accepted, it remains in queue until
someone manually accepts or transfers it.

Alternatively, if your administrator has set up a waiting session rule for this queue, the session gives out an audible alert when it is
overdue, oritis transferred to an overflow queue. If that overflow queue has a waiting session rule set up that transfers the session back to
the first queue, the session could potentially bounce back and forth between the queues until it is accepted.

A session is not assigned to a representative if that representative is unavailable. Also, rules within the user permissions mark you as
unavailable if you are participating in more than a set number of sessions or have been idle longer than a specified length of time. Finally, if
you have permission to opt out of session assignments, you may choose not to receive automatic session assignments.

For more information about changing the rep console settings and preferences, please see "Change Preferences in the iOS
Rep Console" on page 15.

Session Transfer

Session Information Transfer To

Q Search

Alternatively, you can transfer a session to another queue. When viewing a

Time In Queue

session's details, tap the Transfer button. Browse the list of available teams 00:00:30
or search for a specific team name. Select the queue to which you wish to Total Time Team: Writer's Block
move the session. Then tap the Transfer button.
Priority
Medium
IP Address
123.456.78.90
Customer Name
Customer
Platform
Windows® (x64) Click-To-Chat
Public Site
Default
Language
English (US)
Transfer Accept
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You may also transfer a session to another representative's personal queue. Tap the Representative
button at the top of the menu. Locate the representative by browsing or searching, and select their name. Transfer To
Then tap the Transfer button.

Rep: G. Orwell
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Return to an Active Session in the iOS Representative Console

To return to a session you are already supporting, open your personal queue and select the
session you wish to support. On an iPhone, tap Accept.

Session Information

Time In Queue
00:00:30

Total Time
00:00:30

Priority

Medium

IP Address
123.456.78.90

Customer Name
Customer

Platform
Windows® (x64) Click-To-Chat

Public Site

Default

Language
English (US)

Transfer Accept
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Use Jump Clients to Access Unattended Computers from the iOS Rep
Console

Note: If you need to access Jump Items when no user is available, make sure the session permissions are set either to disable
prompting or to default to Allow for unattended sessions.

To access an individual computer without end-user assistance, install a Jump Client on that system
either from within a session or from the Jump Clients page of the administrative interface. Your
account settings determine what Jump ltem permissions you have, including which Jump Groups you
can access and which types of Jump Items you are allowed to use. Lecations
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Jump Shortcuts are grouped according to who can access them - only
the user who created them or members of a particular Jump Group. To % (B Remote
locate a Jump Client, select a location. You can use the Search feature
to narrow your results. Once you have found the computer you wish to
access, select the entry to view details.

Tap the Jump button to begin a session. Depending on the permissions
your administrator has set for your account, the end-user may be
prompted to accept or deny the session. If no response is received
within a defined interval of time, the session either starts or is canceled
as set in your account permissions.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs

Computer Name
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Jump Item Type

Jumpsint

Name

Paort

Public Portal

LE:T+]

Terminal Type
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Use Jump Shortcuts to Access Unattended Computers from the iOS
Representative Console

To access an individual computer without end-user assistance, install a
Jump Shortcut for that system within the representative console or from
the Jumpoint page of the /login administrative interface. The following
Jump Shortcuts are supported by the mobile representative console: Locations

« Remote Jump
« RDP

« VNC

o Shell Jump

Jump Shortcuts are grouped according to who can access them — only
the user who created them or members of a particular Jump Group.

1. Tolocate a Jump Shortcut, tap on the Jump Items at the bottom
of the screen.

Select a location and touch the Refresh button.

Once you have found the system you wish to access, select the
entry to view details.

4. Tap the Jump button to begin a session.
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Use Team Chat to Chat with Other Representatives in the iOS Rep
Console

From the menu, tap Team Chat to chat with
other logged-in representatives. If you are a
member of one or more support teams, select
the team you would like to chat with. You can
chat with all members of that team or select a
name from the list of representatives to chat
with just that one.

Team Queues Team: Writer's Block

Team: Writer's Block All Representatives

Good morning, team!

27
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Monitor Team Members in the Dashboard

The dashboard feature enables privileged users to view and monitor ongoing sessions, enabling administrative oversight to help manage
staff. Based on roles assigned from the Support Teams page of the administrative interface, team leads can monitor team members of a
given team, and team managers can monitor both team leads and team members of that team.

If a user is a team manager or team lead of one or more teams, the dashboard pane appears beneath the queue selection pane on the
Home tab of the console. This pane displays any logged-in team members of a lower role for the selected team.

Select a user from the dashboard pane to view any sessions they may be running. A Team Manager or Team Lead can take over a
support session from another representative of that team by selecting the appropriate session from the queue and tapping the Take Over
button. This transfers ownership of that session to the team manager or team lead, with the original user remaining in the session as a
participant. A team manager or team lead can also transfer ownership of a support session from one user to another user or team.

Itis also possible for a team manager to join a session in progress by clicking the Join button. The behavior is similar to joining a session
via session invitation, except that no invitation is required.

x Note: The team lead can join or take over a team member's session only if the team lead has start session access to the Jump
Item that was used to create the session, or the dashboard setting to allow join or take over without start session access is
checked.

Additionally, if configured in the /login interface, a team manager or team lead can monitor team members of a lower role even if there are
no ongoing sessions, as long as those users are logged into the console.

A monitoring icon can be displayed in the corner of the user's desktop to indicate that monitoring is taking place. When the user moves the
cursor near this icon, it moves to another corner to prevent obscuring the screen. Select the user whose screen you wish to view and then
tap the Monitor button. This opens a new page in your console, displaying either the user's entire computer screen or only the console,
depending on the administrative settings.

Within a team, a user can administrate only others with roles lower than their own.

Note: Roles apply strictly on a team-by-team basis so that a user may be able to administrate another user in one team but not
be able to administrate that same user in another team.
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Support Session Actions in the iOS Rep Console

When you first begin a support session, a new screen will
open.

Chatting with Everyone Session Actions

oU
[~}
(]
[ ]

To access session actions on an iPhone, tap the Menu

button at the top of the screen. Elevate Privileges

Member Actions

o

Deploy Support™ Button
ﬁ Pin Jump Client

End or Hold Session

29
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Support Session Actions

Elevating the customer client enables switching user accounts, deploying Jump Clients in service mode, and
controlling protected windows and UAC dialog boxes. Elevation does not change the user context of the active
E user and is not the same as logging out the active user and logging back in as an administrator.

Elevation to admin rights is currently available only for Windows and Mac computers. Administrators can set the
customer client to automatically request elevation at session initiation on Windows systems.

Transfer control of the session to another team or representative. Alternatively, invite another representative to
& participate in a shared session. If you are the session owner of a shared session, you can remove another
representative at any time.

If permitted, install a Support Button on the remote desktop or remove a previously installed Support Button.
. The customer can click the Support Button to start a support session quickly and easily.
If permitted, install a Jump Client on the remote computer, enabling you or your teammates to access that
ﬁ <& system later without end-user initiation. Uninstall the client if you no longer need unattended access to that
system.

Close your session page entirely. If you have ownership of the session, you can either uninstall the customer
client from the remote machine or leave the session in queue.
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Chat with the Customer During a Session in the iOS Representative
Console

Throughout the support session, you can chat with your remote customer. You do not need to
have screen sharing permissions before beginning a chat session. If you have uploaded your
photo or any avatar image, it displays on the customer's chat window once the chat begins.

If you receive a message while chat is closed, the chat icon will display the number of messages
waiting. On an iPad, the icon will also flash. Tap the chat button to open or close the chat area.

Hil I'm having some problems with my email. Can you help me?
#(16:36:45) You said to Customer:
Absolutely.

The And

QWERTYU I OFP

A A A A A A A A A/

&
e
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Screen Share with the Remote Computer from the iOS Rep Console

From the Screen Sharing page, tap the play button to request view and control of the remote
system. Once the customer has granted permission, the remote desktop appears in your
display. You have full mouse and keyboard control of the remote system, enabling you to work
on the remote computer as if you were physically present.

o Tap once to left-click.

o Double-tap to double-click.

« Place your finger on the cursor and drag to navigate the mouse.
OR
If absolute mouse pointer position is turned on in your settings, place the mouse pointer
wherever your finger touches the screen.

« Double-tap an item and then drag to drag and drop.

« Pinch to view the remote screen at a scaled size or at its full resolution. Zoom occurs Google
where the fingers are placed, regardless of the current pointer location.

o Tap with two fingers to right-click.

« Scroll the mouse wheel by dragging with three fingers.

o Tap with three fingers to toggle the keyboard.

o Tap and hold to locate the cursor.
OR
If absolute mouse pointer position is turned on in your settings, tap and hold to open a
fly-out menu from which you can choose to left-click, right-click, or double-click.
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On an iPhone, to access more screen sharing tools, tap
the Menu button in the upper right corner of the screen.
Tap View Gesture Help for a quick reference of screen
sharing gestures. Screen Sharing Actions

Screen Sharing Gestures

'% Monitor Selection
[y Performance / Quality
\ Special Actions

(I) Reboot

P Automated Credential Handling

Enable Privacy Screen

View Gesture Help

SINGLE CLICK

Screen Sharing Actions

u Request or stop screen sharing.

Select an alternate remote monitor to display. The primary monitor is designated by a P.

Select the color optimization mode to view the remote screen. If you are going to be primarily sharing video,
select Video Optimized; otherwise select between Black and White (uses less bandwidth), Few Colors,
More Colors, or Full Color (uses more bandwidth). Both Video Optimized and Full Color modes allow
you to view the actual desktop wallpaper.

c (8 ¥

Reboot the remote computer without losing your connection to the support session.

Perform a special action on the remote system. Based on remote operating system and configuration,
available tasks will vary. When operating in elevated mode, some actions can be run in System context.
Alternatively, provide an administrative user's credentials to perform a special action in that user context.
Canned scripts available to the user appear in a fly-out menu.

/
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If your permissions allow, you can disable the remote user's screen view and mouse and keyboard input.
The customer's view of the privacy screen clearly explains that the representative has disabled the
m customer's view. The customer can regain control at any time by pressing Ctrl+Alt+Del.

Restricted customer interaction is available only when supporting macOS or Windows computers. In
Windows Vista and above, the customer client must be elevated. On Windows 8, privacy screen is not
available, and the representative can only disable the mouse and keyboard.

Access the keyboard in order to type on the remote screen.

34
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Open the Command Shell on the Remote Endpoint Using the Apple
iIOS Representative Console

Remote command shell enables reps to open on a virtual
command line interface on remote system. Users can

then type locally but have the commands executed on Shell 1
the remote system. You can work from multiple shells.

Your administrator can also enable remote shell
recording so that a video of each shell instance can be
viewed from the session report. If shell recording is
enabled, a transcript of the command shell is also
available.

Additional keyboard commands and characters are
available above the standard keyboard. The set of
additional keys at the top right (highlighted in the image)
can be swiped left and right to reveal more options.

If multiple command shells are open, you can swipe the
shell screen left and right to switch between the open

shells.
A X B E &

sifwlelrfily

a s d f g h

< B ES G B NN Bl il @ <

123 space return

@ L

Command Shell Tools

Open a new shell to run multiple instances of command prompt.

Close the current command shell. Other open command shells will continue to run.

Close all open command shells.

Display a list of currently open command shells. Tap an item in the list to access the corresponding command shell.
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View Remote System Information from the iOS Rep Console

Privileged users may view a complete snapshot of the remote device's or computer's system information
to reduce the time needed to diagnose and resolve the issue. The system information available varies
depending on the remote operating system and configuration. System nfo

Overview

Devices
Processes
Events
Programs

Services

Select successive category names to access the data you wish to view. To return to the previous
category, tap the Back button. Overview

General

Memory

Drives

Processes (Top 5)
Events (Last 5)

Network
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Once the data has been populated, you can tap the Refresh button to retrieve the most recent data.

General

Version
Windows 10 Enterprise x64

Computer Name
JXNPLWT04136

System BIOS

Processor 1 Info
Intel(R) Core(TM) i5-7300U CPU @ 2.60GHz

Processor 2 Info
Intel(R) Core(TM) i5-7300U CPU @ 2.60GHz

Processor 3 Info
Intel(R) Core(TM) i5-7300U CPU @ 2.60GHz

Processor 4 Info
Intel(R) Core(TM) i5-7300U CPU @ 2.60GHz

Default Browser
Firefox

Default Browser Version
70.0.1

Default Browser Location
C:\L nes\AppDatal\L
Firefox|firefox.exe

Windows® Directory
C:\WINDOWS

System Directory
C:\WINDOWS\system32

Time Zone
Central StandardTmE
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View a Summary of the Support Request and Add Notes from the iOS
Rep Console

The Summary page gives an overview of the Pad = ‘ wiVerizon & ** 1:53 PM
. . . . Sy
remote system, including information like IP . o More Summary
ummary otes
Address, Customer Name, Computer — ' ) N
When Finished [T.S. Eliot at 12/3/12, 11:55 AM] "Wh Finished \
bl > | | I'have identified the problem, but Alfred will not be able to work on his system while itis being fixed. | have en Finishex >
Name, and Platform. 0 Nothing installod a Jump Clont andi i finish up afer normal business hours, Do Nothing
IP Address ‘ .
10.1024.101 ~
Customer Name " IP Address
3. Altod Prurock
Computer Name 10.10.24.101
:’XI:;LOV;:W Customer Name
Windows 7 Enterprise x64 Edition (Build. J. Alfred Prufrock
o Computer Name
Public Site JXNPLWS02737
= Platform
Other Issue Windows 7 Enterprise x64 Edition (Build...
Detail
B —— Company Name
Coffee Spoons
Public Site
Default
Issue

Depending on your account permissions, you may have the option to log
out the Windows user automatically or lock the remote computer when the 7 R

[T.S. Eliot at 12/3/12, 11:55 AM]

session closes. When you have been working on an unattended system, for Do Nothing .|| v ot it s i e av ek s s e i s e
example, locking the computer is recommended to prevent unauthorized LeENETE
users from viewing private information. Logout tser

Tap When Finished, and then select the action to take at the end of the

session.
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11:55 AM

You can also add notes about the session. On an iPhone, you must first New Note
select the Notes page. If the session is shared or transferred, these notes L nave il o Ot and i ineh o e ot e et

can be submitted by one representative and pulled by another for a quick,
private review of the situation. These notes are also available in the session
report. Notes can be added both during the session and also after the
remote connection has been terminated.

To add a note, tap the Add button. When finished, tap Save.

To pull another representative's notes on the session, tap the Pull button.

3912 Remaining

wil_Verizon & » W aul_Verizon & 1:54 PM

Cancel New Note

More

[T.S. Eliot at 11/30/12 1:54 PM] | have identified the problem, but Alfred
| have identified the problem, but Alfred will not will not be able to work on his system
be able to work on his system while it's being while it's being fixed. | have installed a
fixed. | have installed a Jump Client and will N A
finish up after normal business hours. Jump Client and will finish up after

normal business hours.

3913 Remaining

afwlelr]r]v]u]i]o]e
Alsfo]Fla]n]sfx]L]

® B0EUEND S
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Elevate Rights in the Customer Client from the iOS Representative
Console

When a session starts in click-to-chat mode, only chat is available. If you wish to have access to more robust support features such as
screen sharing, you must elevate the customer client.

Similarly, if the downloaded customer client is running in user mode, you may not have the depth of access you need. You can elevate the
customer client to run with administrative rights, as a system service. Elevating the customer client enables switching user accounts,
deploying Jump Clients in service mode, and controlling protected windows and UAC dialog boxes. Elevation does not change the user
context of the active user and is not the same as logging out the active user and logging back in as an administrator.

To elevate the customer client, tap the Elevate button. On an iPhone, access this button by
tapping the Menu button first.

Session Actions

Be

Elevate Privileges

Member Actions

™

Deploy Support™ Button

G

Pin Jump Client

<]

End or Hold Session
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If Prompt Customer is selected, tap OK to send a request to the customer to enter €2

administrative credentials for their computer. .
< Back Credential Store

PLEASE SELECT METHOD FOR ELEVATION OF THE
CUSTOMER CLIENT PRIVILEGES.

Prompt Customer v

Cancel Continue
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To select an alternate means of elevation, tap Elevation Method and then select the method €2

you wish to use. o
Authenication Method

System
Username and Password

Credential Store
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If you possess administrative credentials to the remote computer, select Specific User to €2

supply an administrative username and password yourself. Tap OK to elevate the client.
{ Back Username and Password

Please select method for elevation of the
customer client privileges.

Username

Password

Cancel

For more information about manual vs automatic elevation, please see the Representative Console Guide at
https.//www.beyondtrust.com/docs/remote-support/getting-started/rep-console/index.htm.
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Transfer a Session to Another Representative or Team from the iOS
Rep Console

To transfer a session to another team or representative,
tap the Member Actions button. On an iPhone, access
this button by tapping the Menu button first.

Session Actions Member Actions

& .’" Transfer Session

P .

aa Elevate Privileges o+ .

; aa Share Session
From the menu, select Transfer Session. R
- aa Member Actions & Remove Member

a % Deploy Support™ Button

f Pin Jump Client

End or Hold Session
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Browse the list of available teams or search for a specific team name. Select the queue to which
you wish to move the session. Then tap the Transfer button. S

You may also transfer a session to another representative's personal queue. Tap the
Representative button at the top of the menu. Locate the representative by browsing or
searching, and select their name. Then tap the Transfer button.

Team: Writer's Block
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Share a Session with Other Representatives from the iOS Rep Console

To share a session with another representative, tap the
Member Actions button. On an iPhone, access this

button by tapping the Menu button first. Session Actions Member Actions
& .’.’ Transfer Session
&’ Elevate Privileges + -
From the menu, select Share Session. .: " . ’ & Share Session
. aa Member Actions & Remove Member
& % Deploy Support™ Button
ﬁ Pin Jump Client

]

End or Hold Session
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There are several ways you can invite a representative to join a session. Only issues that have
been configured to allow you to request help are displayed on this list.

Q Search

Invite External Representative...
Team: 2

Team: 6

Team: Writer's Block

Request Help

Representatives
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Select the issue for which you wish to request help. Then tap the Request button.

Request Help

Q Search

Issue: GitKraken
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Alternatively, locate the representative with whom you wish to share the session by first
selecting a team to which the representative belongs. Select a team name to view its members.

Q Search

Invite External Representative...
Team: 2

Team: 6

Team: Writer's Block

Request Help

Representatives
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You can select a user listed in the teams displayed to invite them to join the session.

If you select Any Representative, the invitation is sent to the team queue so that any single Transfer To
representative in the selected team can join the session. You can send multiple invitations if you
want more representatives from the team to join your session.

Q Search

Users are listed here only if they are logged into the console or have extended availability
enabled. Rep: G. Orwell

If you are permitted to share sessions with users who are not members of your teams, additional
teams are displayed, provided that they contain at least one member logged in or with extended
availability enabled.

When you invite a user with extended availability enabled, they receive an email notification.
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If you have sent an invitation and it is still active, you may revoke the invitation by selecting it
from the Cancel Invitation menu. Then tap the Cancel button. Only the session owner can
send invitations. Invitations do not time out as long as you remain the session owner. Multiple
active invitations cannot exist for the same user to join the same session. Q Search

An invitation is made inactive when one of the following events occurs:

Invite External Representative...

o The inviting user cancels the invitation Cancel Invitation
« The inviting user leaves or transfers ownership of the session Team: 2
« The session ends

Team: 6

« The invited user accepts the invitation

.. . C Team: Writer's Block
o The invited user declines the invitation

Request Help

Representatives
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Invite an External Representative to Join a Session from the iOS Rep

Console

Alternatively, you can share a session with a
representative who does not have an account on your B
Series Appliance. To invite an external representative to
join a session one time only, tap the Member Actions
button. On an iPhone, access this button by tapping the
Menu button first.

&

From the menu, select Share Session.

&

SALES: www.beyondtrust.com/contact
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Be B

A

G,

Member Actions

Session Actions

& Transfer Session
Elevate Privileges & Share Session
Member Actions & Remove Member

Deploy Support™ Button
Pin Jump Client

End or Hold Session
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Tap Invite External Representative.

Invite External

A menu will open, allowing you to customize the Representative
invitation and create a representative session key. Q search

Security Profile 23
Invite External Representative...
Team: 2

Representative Name George Orwell
Team: 6

Comments | need George's input on so...
Team: Writer's Block

Representatives

53
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Tap Security Profile to access a list of available

representative profiles. These profiles are created in the Invite External
administrative interface and determine the level of Representative
permission the external representative will have. When
you select a profile, the list will close, and the full 23 ~  Security Profile 03
description will display beneath the selected profile.
3
Enter the representative’s name. This name will appear .
. htest Representative Name George Orwell
to the customer and in reports. thtesf
thtest2 Comments | need George's input on so...
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Next, tap Comments to enter details about why this
representative has been invited. Invite External

Comments .
. Representative
When fmIShed’ tap Create Key I need George's input on some networking issues.|
Security Profile 23
Representative Name George Orwell
Comments | need George's input on so...
|
g w e r t y u I o p

— ——
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A menu containing the session key and direct URL will

appear. .
Session Key Generated

To select the public site through which the external

representative should connect, tap Public Portal.
You may invite a representative to your session by Default: support.example.com v
requesting them to enter the following session key on
your Support Portal, by sending them directly to the

’ - e Walden: support.walden.example.com
following URL, or by emailing an invitation.

Session Key 2964090

URL support.example.com

Public Portal Default: support.example...

— ——
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For the external representative to join the session, they will need to submit the session key on
your public site or go to the direct URL.You can copy and paste the session key or the URL, or
you can email the URL.

The external representative must download and run the representative console; this installation
is an abbreviated process of the full representative console installation.

An invited representative has access only to the session tab and has a limited set of privileges.
They can never be the session owner. If the primary representative leaves the session and no
other licensed representatives are participating, the external representative is automatically
logged out.

You can invite more than one external representative to a support session. Be aware that each
external representative does allocate a BeyondTrust license.

3:09

9)
8

Cancel Invitation to Join Remote S...
To:
Cc/Bcc:

Subject: Invitation to Join Remote Support
Session from Emily

Emily would like you to assist in a support
session with another customer. To do so,
please click on the link below and follow the
online instructions.

https://support.example.com

If you have a problem with the above link,
you may also try entering the session key
0917302 in the session field of the support
portal website at

https://support.example.com

BeyondTrust Remote Support enables you to
collaborate with Emily in supporting a
customer's system. Session traffic is fully
encrypted to protect your system's data.
Once a session has begun, you will be able
to end it at any time.

Your access will only last as long as the
particular session to which you were invited.

SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 57
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.

TC: 3/4/12024



REMOTE SUPPORT

I BeyondTrust I0S REP CONSOLE 3.1.3

Remove a Member from the Session in the iOS Rep Console

You can remove the customer or another user from a
shared session. Tap Remove Member from the menu.
Select the member you wish to remove. Tap the Member Secsiontactions Member Actions
Actions button. On an iPhone, access this button by
tapping the Menu button first.

&

From the menu, select Remove Member.

’y

aa Transfer Session

Be

Elevate Privileges & Share Session

Member Actions & Remove Member

9

Deploy Support™ Button

Gy

Pin Jump Client

]

End or Hold Session
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Select the participant you wish to remove. Then tap the Remove button. You must be the

owner of the support session to remove another member. .
emove

Q Search

Customer: Walter
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Add a Support Button to the Remote Computer from the iOS Rep
Console
While in a session, you can deploy a Support Button to

the remote computer, providing a quick method for your
customer to request support.

Session Actions Add Support™ Button

To begin, tap the Deploy Support Button icon. On an
iPhone, access this button by tapping the Menu button

. & Elevate Privileges Description Walter
first.
. L. Lo & Member Actions Profile Default
To edit the description, tap the Description entry and
modify the text. % Deploy Support™ Button Queue Team: Writer's Block
ﬂ Pin Jump Client Expiration 11/15/19, 2:26 PM
End or Hold Session
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Tap the Profile entry to open a list of Support Button profiles from which you can select.

Profiles

Default v
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Next, tap Queue to select the queue to which this Support Button should link. Once the Support
Button is deployed, your customer can use it to directly enter the queue specified here.

Queues

Personal v

Team: Writer's Block
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To set how long this Support Button should last, tap Expiration. The customer can use this
button to start sessions only as long as specified. This time does NOT affect how long the
installer remains active or how long a session can last.

Expiration

1 Day v
1 Week

1 Month

3 Months

6 Months

1 Year

2 Years

5 Years
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After you have set the details for this Support Button, tap Add. This creates a Support Button on
the remote user's system. Your customer can now use the Support Button to quickly request
support.

Add Support™ Button

Description Walter
Profile Default
Queue Team: Writer's Block
Expiration 11/15/19, 2:26 PM
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You also may delete the Support Button from the remote
system. Tap the Remove Support Button icon. When
prompted to confirm that you want to uninstall the
Support Button, tap Yes.

Session Actions

Elevate Privileges

aa Member Actions

)

. Remove Support™ Button

®

ﬁ Pin Jump Client

x

. End or Hold Session

Are you sure you would like to
remove the Support Button
from this customer's
computer?
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Pin a Jump Client to the Remote Computer from the iOS Rep Console

While in a session, you can pin a Jump Client to the remote computer, enabling later unattended
access to that system. To begin, tap the Pin Jump Client button. On an iPhone, access this
button by tapping the Menu button first.

&

Session Actions

Be

Elevate Privileges

Member Actions

o

Deploy Support™ Button

)‘ Pin Jump Client

=

End or Hold Session
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From the list of available Jump Groups, select the group to which you wish to pin the Jump €2
Client. Pinning the Jump Client to your personal list of Jump Items means that only you can
access this remote computer through its Jump Client. You also can choose to pin the Jump
Client to a specific Jump Group to allow access to members of that group.

Cancel Pin To Queue

HISVVjULTIYT VU
newjumpgroup2412
Philosophers
Plgroup

postgroup

PSgroup

Sleuths

th
theepanewgroup125
theepapost
theepapostauto
thgroup

thgroup1

thgroup12

vb

writer's club
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If you no longer need unattended access to a remote system, you can remove the Jump Client.
Tap the Unpin Jump Client button. On an iPhone, access this button by tapping the Menu
button first.When prompted to confirm that you want to uninstall the Jump Client, tap Yes.

<&

Unpin Jump Client
Are you sure you want to unpin the
Jump Client?

68
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Log in to Remote Systems Using Credential Injection from the iOS
Representative Console

When accessing a Windows-based Jump Client via the mobile representative console, you can use credentials from a credential store to
log in to the endpoint or to run applications as an admin.

Before using credential injection, make sure that you have a credential store available to connect to BeyondTrust Remote Support, such
as a password vault.

System Requirements

+ Windows Vista or newer, 64-bit only

o .NET 4.5 or newer

o Processor: 2GHz or faster

o Memory: 2GB or greater

« Available Disk Space: 80GB or greater

Before you can begin accessing Jump ltems using credential injection, you must download, install, and configure the BeyondTrust
Endpoint Credential Manager (ECM).

x Note: The ECM must be installed on your system to enable the BeyondTrust ECM Service and to use credential injection in
BeyondTrust Remote Support.

1. To begin, download the BeyondTrust Endpoint Credential Manager (ECM) from BeyondTrust Support at beyondtrustcorp.service-
now.com/csm. Start the BeyondTrust Endpoint Credential Manager Setup Wizard.

2. Agree to the EULA terms and conditions. Mark the checkbox if you @ BeyondTrust Endpoint Credential Manager Setup — %
agree, and click Install. . .
BeyondTrust Endpoint Credential
If you need to modify the ECM installation path, click the Options M
. . . . anager
button to customize the installation location.
BEYONDTRUST A

ENDPOINT CREDENTIAL MANAGER

Note: You are not allowed to proceed with the installation unless END USER LICENSE AGREEMENT
you agree to the EULA. STANDARD TERMS AND CONDITIONS

i THIS BEYONDTRUST ENDPOINT CREDENTIAL MANAGER END-USER
3. Click Install. LICENSE AGREEMENT (this "Agreement") is entered into as of the date (the
"Effective Date') specified in the Order Form referencing the Software, between
BeyondTrst Corporation, a Del e corporation {"'Licensor”), and the individual
or entity set forth in the Order Form ("Customer”). Customer enters into and .

[I1 agree to the license terms and conditions

Gt

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 69

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.


https://beyondtrustcorp.service-now.com/csm
https://beyondtrustcorp.service-now.com/csm
https://beyondtrustcorp.service-now.com/csm

REMOTE SUPPORT

I BeyondTrust I0S REP CONSOLE 3.1.3

4. Choose a location for the credential manager and click Next. 1B BeyondTrust Endpoint Credential Manager Setup _ X
5. On the next screen, you can begin the installation or review any Destination Folder
previous Step_ Click Next to install to the default folder or dick Change to choose another.

Install BeyondTrust Endpoint Credential Manager to:

IC:‘Program Files\Bomgar\ECMY

6. Click Install when you are I’eady to begin- ‘E BeyondTrust Endpoint Credential Manager Setup — *®

Ready to install BeyondTrust Endpoint Credential Manag @

Click Instal to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. The installation takes a few moments. On the screen, click Finish. 2 BeyondTrust Endpoint Credential Manager Setup — *

Completed the BeyondTrust Endpoint
Credential Manager Setup Wizard

Click the Finish button to exit the Setup Wizard.

- conce
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x Note: To ensure optimal up-time, administrators can install up to five ECMs on different Windows machines to communicate
with the same site on the BeyondTrust Appliance B Series. A list of the ECMs connected to the B Series Appliance site can be
found at /login > Status > Information > ECM Clients.

x Note: When multiple ECMs are connected to a BeyondTrust site, the B Series Appliance routes requests to the ECM that has
been connected to the B Series Appliance the longest.

Configure a Connection to Your Credential Store

Using the ECM Configurator, set up a connection to your credential store.

1. Locate the BeyondTrust ECM Configurator you just installed using @ BeyondTrust-ECMConfigurator.exe T2/A9235PM Application 317k
the Windows Search entry field or by viewing your Start menu ,%Ezz:ﬂjjjEx::‘i“::"‘e““””"g e i:;”‘i” o
programs list. [7] BeyondTrust-ECMService.exe.config 7/23/2019 2:35 PM CONFIG File 2¢8

Configurater.og 11/14/2019 3:06 PM Text Document 3B

2. Run the program to begin establishing a connection. 4] Ecm.an 7/23/2019 235 PM Application exten... 65 KB

ECM.leg 11/14/2019 3:06 PM Text Document 4KB
D ECSM.settings 7/23/2019 235 PM SETTINGS File 1KB
logdnet.dil /2342019 2:35 PM Application exten... 204K8
B Mewtonsoft.Json.dll 8/3/20143:33 PM Application exten... 491 KB
Util.dil 7/23/2019 2:35 PM Application exten... 31KB

3. When the ECM Configurator opens, complete the fields. All fields
are required.

9 ECM Configurator - *

Client Id: |71318f0745¢0c6f16010b0cc Tectadf 1 de2ash |

Client Secret: |uuu.u-.uuuu.uuuuuu-|

Site: |support.acample.com |

Port: |443 |

Plugin: BeyondTrust Password Safe Plugin 'ﬁ'
Cancel
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Enter the following values:

Field Label Value

Client ID The Admin ID for your credential store.

Client Secret The Admin secret key for your credential store.

Site The URL for your credential store instance.

Port The server port through which the ECM connects to your site.
Plugin Click the Choose Plugin... button to locate the plugin.

4. When you click the Choose Plugin... button, the ECM location folder opens.
5. Paste your plugin files into the folder.
6. Open the plugin file to begin loading.

Note: If you are connecting to a password vault, more configuration at the plugin level may be needed. Plugin requirements
vary based on the credential store that is being connected.

Use Credential Injection to Access Endpoints

After the credential store has been configured and a connection established, BeyondTrust Remote Support can begin using credentials in
the credential store to log in to endpoints.

1. Go to your Jump Items list.
2. Tap the Jump ltem you wish to access.

3. Tap Jump. = —

Jump Item Search

Locations Q Search Personal

All Jump Items b ATLO310  Active [Online]

Type Jump Client
Computer Name ATL0310

Personal
Team: Digestive Problems Collection Personal
Team: Matt's Team State Active [Online]
Operating System Windows
Team: Outlook Problems
Jump Possible Yes
Team: Printer Problems Password Protected No
]
L)

Team: Server Problems JXNPLWS03600 Available
@ JXNPLWS03600 Available

mac-mhil-0310  Available
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K

4. Tap Credential Store.

Authenication Method N Credential Store
5. Tap the credentials you wish to use to access the system.
NS\mhill v
6. Tap Continue.
Cancel Continue

7. From within the session, tap the Start button to start screen sharing.
8. Tap the Special Actions option. Tap Run as....

Special Actions

Registry Editor

Registry Editor (Elevated)
Run As...

Run.

Set Restore Point

Show Desktop

Start Menu

System Restore

Task Manager
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9. Tap Windows Security (Ctrl-Alt-Del).

Special Actions
Power Control Options

Windows® Security (Ctrl-Alt-Del)

10. Tap the Key icon. The Key icon allows the system to view your stored credentials to gain entry into the endpoint.

Choose from Favorite Credentials for Injection

After you have used a set of credentials to log into an endpoint, the system stores your preferred credentials for the endpoint and the
context in which they were used (to log in, to perform a special action, to elevate, or to push) in the B Series Appliance database. The next
time you use a credential to access the same endpoint, the credential injection menu makes a recommendation for which credentials to
use. The credentials are displayed at the top of the credentials list, under Recommended Accounts, followed by any remaining
credentials. If no credential history exists for an endpoint, the B Series Appliance displays all possible credentials, grouped by accounts
that are associated with the Jump Item and not associated with the Jump Item. Jump Item associations for accounts and account groups
are configured in /login.

The credential list recommends no more than five credentials.
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Close the Session in the iOS Representative Console

To exit a session on an iPhone, tap the Actions button, and then tap the End or Hold Session
button at the bottom of the menu.

If you are the session owner, End Session closes the session page in your representative
console and removes any additional representatives who may be sharing the session. It also
uninstalls the customer client from the remote system.

If you choose Hold Session, your session page closes, but the session returns to your personal
queue. If any additional representatives are sharing the session, they remain in session.

If you are not the session owner, tapping Leave Session removes you from the session. The
session continues to be supported by the session owner.

NOTE: Putting the session on hold will also end all
command shell instances

End Session

Hold Session

Cancel

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 75
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



	Representative Console for iOS
	Install the Representative Console on iOS
	Configure Mobile Device Management for Apple iOS
	Log in to the Representative Console for iOS
	Authentication Methods for the Remote Support iOS Representative Console

	Change Preferences in the iOS Rep Console
	Generate a Session Key to Start a Support Session in the iOS Rep Console
	View Queued Support Sessions in the iOS Rep Console
	Return to an Active Session in the iOS Representative Console
	Use Jump Clients to Access Unattended Computers from the iOS Rep Console
	Use Jump Shortcuts to Access Unattended Computers from the iOS Representative...
	Use Team Chat to Chat with Other Representatives in the iOS Rep Console
	Monitor Team Members in the Dashboard

	Support Session Actions in the iOS Rep Console
	Support Session Actions
	Chat with the Customer During a Session in the iOS Representative Console
	Screen Share with the Remote Computer from the iOS Rep Console
	Open the Command Shell on the Remote Endpoint Using the Apple iOS Representat...
	View Remote System Information from the iOS Rep Console
	View a Summary of the Support Request and Add Notes from the iOS Rep Console
	Elevate Rights in the Customer Client from the iOS Representative Console
	Transfer a Session to Another Representative or Team from the iOS Rep Console
	Share a Session with Other Representatives from the iOS Rep Console
	Invite an External Representative to Join a Session from the iOS Rep Console
	Remove a Member from the Session in the iOS Rep Console
	Add a Support Button to the Remote Computer from the iOS Rep Console
	Pin a Jump Client to the Remote Computer from the iOS Rep Console
	Log in to Remote Systems Using Credential Injection from the iOS Representati...
	Close the Session in the iOS Representative Console


