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Representative Console for Android

BeyondTrust enables you to support your customers remotely by connecting to them through the BeyondTrust Appliance B Series.This
guide is designed to help you install BeyondTrust onto your Android device and understand the features of the Android representative

console.

Use this guide only after an administrator has performed the initial setup and configuration of the B Series Appliance as detailed in the
BeyondTrust Appliance B Series Hardware Installation Guide at www.beyondtrust.com/docs/remote-support/getting-
started/deployment/hardware. Once BeyondTrust is properly installed, you can begin supporting customers immediately. Should you
need any assistance, please contact BeyondTrust Technical Supportat www.beyondtrust.com/support.

x Note: BeyondTrust Android support is limited to phones and tablets. Other devices running Android OS are not certified or
tested for compatibility.
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Install the Representative Console on Android

The BeyondTrust representative console for Android is available for free download from Google Play. From your Android device, search
Google Play for "BeyondTrust Representative Console" and then install the app.

To run the BeyondTrust representative console on your device, your Android device must be running 4.0+.
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Configure Mobile Device Management for Android

BeyondTrust supports management of Android devices with mobile device management (MDM). The MDM configuration profile may be
configured so that the URL of a support site is pre-populated in the Site Address field. The profile may also be configured to prevent this
field from being edited.

The method by which you configure your profile will vary depending on your MDM product. Consult your MDM documentation for exact
steps.

Below are the configurable keys that for the Android Customer Client and Android Jump Client you will need to add to your MDM payload:

Android Customer Client

Type/Description

ApplianceURL String: The BeyondTrust support site address. For example, support.example.com.

URLLocked Boolean: If true, then editing the site address within the customer client is disabled.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 6

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



) BeyondTrust

Android Jump Client

ANDROID REP CONSOLE 2.2.17

Type/Description

String: The API name of the company or organization.

CompanyAPIName

Primary Hostname

Company/Division Name

GOOMBA

Company APl Name

goomba

Product Name

BeyondTrust Remote Support
Product Version

20,21

Product Build

43786-

;( Note: The APl name can be found in the Site Status section at /login/status.

API Version

1.19.2

ECM Protocol Version

15

Appliance GUID
4daa7s5f187b0407f815345c719¢1b157
System Uptime

7 day(s), 20 hour(s), and 2 minute(s)
Processes

0.40, 0.55, 0.67 (4)

System Time

Fri, Oct 16, 2020 4:57 PM UTC

REMOTE SUPPORT

789de8fe7cdedcb7aBb6c7b257d69712114dc787-
3cd335359ede01a20b0f0e543ccb5f721575f64d

Restart Remote Support Software
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Type/Description

String: The ID of your Android Jump Client configuration.

Note: The Mass Deployment Key value can be found when deploying a Jump Client via
/login and selecting the Android platform. The value appears in the MDM section.

Jump Client Mass Deployment Wizard

Download or Install the Client Now:

Platform

Android™

Manual Deployment of a Jump Client App on a Mobile Device.

MassDeploymentKey

1. Install the Jump Client App and Remote Support Customer Client App from your mobile device's App store.
2. Copy or email the URL below to the mobile device.

3. Enter the URL into the mobile device's browser to trigger the configuration of the jJump Client.

MDM Deployment of a Jump Client App on a Mobile Device.

1. Obtain a copy of the Jump Client App and Remote Support Custemer Client App from your mobile device's

App store,

2.In the MDM software, deploy the Remote Support Customer Client App to your mobile devices.

3.In the MDM software, configure and deploy the Jump Client App with the following Mass Deployment Key.
The mobile platform you are using may require that you start the Jump Client App on each mobile device to
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Manage and Deploy Representative Console App Using Intune

These instructions are based on the Microsoft documentation for using Intune to manage Android devices.

Follow the steps below to create an app configuration policy.

1. Signin to the Microsoft Intune admin center at https://intune.microsoft.com/.

Navigate to Apps > App configuration policies > Add > Managed devices.

On the Basics page, set the following details:

+ Name: The name of the profile that appears in the portal.
« Description: The description of the profile that appears in the portal.
« Device enrollment type: The type of device. Leave at the default setting, Managed devices.

Select Android Enterprise as the Platform.
Click Select app next to Targeted app. The Associated app pane is displayed.

On the Associated app pane, choose the BeyondTrust Support or Support+ app to associate with the configuration policy and
click OK.

7. Click Next to display the Settings page.
8. Click Add to display the Add permissions pane.

9. Click the permissions that you want to override. The following permissions are requested by the app and we recommend using the
Auto grant behavior:

« READ_PHONE_STATE

« READ_CONTACTS

« GET_ACCOUNTS

« CAMERA

« WRITE_EXTERNAL_STORAGE
« READ_EXTERNAL STORAGE

10. The default support portal behavior can also be configured with the Configuration settings format dropdown if desired. Select
Use configuration designer.

11. Click Add. Add and assign values to each configuration setting according to their descriptions.

12. Click Next to display the Assignments page.

13. Inthe dropdown box next to Assign to, select either Add groups, Add all users, or Add all devices to assign the app
configuration policy. Once you've selected an assignment group, you can select a filter to refine the assignment scope when
deploying app configuration policies for managed devices.

14. Click Next to display the Review + create page.
15. Click Create to add the app configuration policy to Intune.

For more information, please see Add app configuration policies for managed Android Enterprise devices at
https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-use-android.
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Manage and Deploy Representative Console App For Zebra
Devices using Intune

Full screen sharing and input injection for Zebra devices require access to specialized services on the devices. This access is granted by
staging a configuration profile called a MX Profile at https://techdocs.zebra.com/stagenow/5-10/about/. The MX Profile is generated by
StageNow Support at https://www.zebra.com/us/en/support-downloads/software/utilities/stagenow.html and distributed to a device
through an Intune profile. This MX Profile is generated by development and must be provided to a customer so they can create a profile
within Intune to push the configuration to their devices.

The BeyondTrust MX Profiles are below. There is one for the enterprise Support Plus release and another for the Play Store Support
release.

BeyondTrust Plus.xml

<wap-provisioningdoc>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="1" />
<parm name="Serviceldentifier" value="com.zebra.remotedisplayservice" />
</characteristic>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="4" />
<parm name="Serviceldentifier" value="com.zebra.remotedisplayservice" />
<parm name="CallerPackageName" value="com.beyondtrust.sra.scc.plus" />
<parm name="CallerSignature"
value="MIIFdDCCAlygAwIBAgIEThu3yzANBgkghkiGI9wOBAQUFADBEMQswCQYDVQQGEWJVUZEUMBIGALUECBMLTWlzc21zc2
1wcGkxEjAQBgNVBACTCVIPZGd1lbGFuZDEPMBkGAIUEChMSOmMIt Z2FyIENvenBvemEF0aWOuMROQWEgYDVQQLEWtEZXZ1bGOwbWV
UdDEQMA4GA1UEAXMHOWS5 kcmOpZDAeFwOXMTASMT IwM]jU2MTFaFw0OONDAIMTkwMjU2MTFaMHwxCzAJBgNVBAYTA1VTMRQWEQYD
VOQIEwtNaXNzaXNzaXBwaTESMBAGAIUEBxMJUm1kZ2VsYW5kMRswGQYDVQOKExJCb21nYXIgQ29ycGOyYXRpb24xFDASBgNVB
AsTCOR1dmVsb3BtZW50MRAWDGYDVQQODEwWdBbmRyb21kMIICIJANBgkqhkiGOw0BAQEFAAOCAGS8AMIICCGKCAGEAkGgwCc8NDAG
vQVk2e6BHKTNgfsZxRVpZezibfv8U+/hr/uNgFvKESEQRmjzfcqHim7YRfHZzhvSK9kgrYCcxiNzKzFF2d8zcR1IPMfWWpErt /L
cudP3NfnvtEOpCIJRU29g4d2HTIx68M2el6hSXbBGeuUz 7/MUhzDcaTTVYX8zUOCjQcvms2juLWAuUDzkVrfEaluFVGGQccyDMkU
47YQwHJI4p86mkOzIDoSx7kDtijyNZ+AiW1P7UHOLb14007b96VR13VNMCMYVEFd92cibV5KLA]SySPIzM10BhbM35DtRBDAGG
JddX51pGScsALpn5JG1VgdyGiErV8JKBRATT697qPk6deJDgf2gEBEUVLLNI8 /wsLoo7sy2hJas2coset93qUCaH39I60X813
sPALpmraxX1a8T1KIbReLWZpFnNGvgYQx3cgleLndY2UDRt104Gm76rblzpTES94zW4yc6DvEIE7xcWNR6zLpaXOeKK+avuHG
yK3kGtgCKI06x49Jv1Tm21VV5zAZFJqWLEfA3HWUZzZUwks2wj 5+xpxRVBXHM2XISTibnwctm7etOwitziE2LDIzWES531djtFEO
UD1gg6gk7VSkO0fAM+ntxtOaEKVRglVZPjyrnFEZsJ05p6IwhvialucbPhQmdSDjuNMOB3BGY1UlusdDQ7MvglJISeO9UCAWEAA
TANBgkghkiGOwOBAQUFAAOCAGEAarSiV8z12JkgoLtl7CY1MvBkAQStB1WwIMPYbESPDxS3ANS3AIygbG2EAOe 6NWFOZItTmZ
C+6Jv1jwuyKL1Mc4kVDdmlhQ1l1KRgsxwSvJIQJIJHtOX5md+TcND3nkwjNhnLTcbnoHO7W10cuU7BVULYbPvGagxypxYmm4 6HVoH8
fzYxXJQvbQx8P/FagqMM27zGzkXoYAUgo/RBpt fJy6KA+bWIPMFXssJIxsojHmueti71rYt4kSDCYqgxMOXQQqGlfbvirce/nlz
MY6nEL8DuJdtpzPrdBl0vzjCruRCDUJtJgmUPtmc90S/9s7 fEpHDmgvvnkpVoabQw3+MnhI5mCyJsngkniINSfZpa7bjnepkar
IgqvT9v+VINgelJE3bQ+W2X94Sub6QvotAYuWSOe1NdkPXO60ErsA26wY+ogQEqwTZ+yMNgr 9PhTruNI/88+Z+RDobaptlnBXex
TvcjPj1BIM3f2TE7jfUUfH4S04INWSPLegLMW3VSLRW2Z SLVXZvkIEJBSPwicNfHVE80k2rf1QRfpUXnb3FE3v7/mMoAJgTEINY
E3HuhcmOzR1kSv0ejwvvdMENnc5mINWt zESKR3x0O3LYkpuY7uaNXdglEOYe /u5GWM5GvzsBj0cNI1X2nMju0dl gXpMdTKgMKA2
Q7J1AT7uQfX9HzuklwTvQnkKX11Cs85NE="" />
</characteristic>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="1" />
<parm name="Serviceldentifier" value="com.zebra.eventinjectionservice" />
</characteristic>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="4" />
<parm name="Serviceldentifier" value="com.zebra.eventinjectionservice" />
<parm name="CallerPackageName" value="com.beyondtrust.sra.scc.plus" />
<parm name="CallerSignature"
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value="MIIFdDCCAlygAwIBAgIEThu3yzANBgkghkiGOwOBAQUFADBS8MQOswCQYDVQQOGEWJVUzZEUMBIGALIUECBMLTWlzc21zc2
1wcGkxEjAQBgNVBACTCVIPZGd1bGFuZDEPMBkGAIUEChMSQmIt Z2FyIENvenBvemF0aWOuMRQWEgYDVQQLEWtEZXZ1bGOwbWV
UdDEQMA4GA1UEAXMHQWS5kcmOpZDAeFwOXMTASMT IwMjU2MTFaFw0ONDAIMTkwMjU2MTFaMHwxCzAJBgNVBAYTA1VTMRQWEgYD
VOQIEwtNaXNzaXNzaXBwaTESMBAGA1UEBxMJUmM1kZ2VsYW5kMRswGQYDVQOKExXJCb21nYXIgQ29ycGOyYXRpb24xFDASBgNVB
AsTCOR1dmVsb3BtZW50MRAwWDgYDVQQODEwdBbmRyb21kMIICIjANBgkghkiGOwOBAQEFAAOCAG8AMIICCgKCAgGEAkggwc8NDAG
vQVk2e6BHKTNgfsZxRVpZezibfv8U+/hr/uNgFvKESEQRm) zfcqHim7YRfHZzhvSK9kqrYCcxiNzKzFF2d8zcR1IPMfWWpErt /L
cudP3NfnvtEOpCIJRU29g4d2HTIx68M2e1l6hSXbBGeuUz 7MUhzDcaTTVYX8zUOC]jQcvms2juLWAuDzkVrfEaluFVGGQccyDMkU
47YQwHJI4p86mkOzIDoSx7kDti]jyNZ+AiW1P7UHOLb14007b96VR13VNMCMYVEFd92cibV5KLA]SySPIzM10BhbM35DtRBDAGG
JddX51pGScsALpn5JGlVgdyGIErV8JKBRATT697qPk6deJDgf2gEBEUVLLNI8 /wsLoo7sy2hJdas2coset93qUCaH39I60X813
sPALpmraxX1a8T1KIbReLWZpFnNGvgYQOx3cgleLndY2UDRt104Gm76rblzpTES94zW4yc6DVvEIE7xcWNR6zLpaXOeKK+avulHG
yK3kGtqCKI06x49Jv1Tm21VV52zAZF)qWLE fA3HWUzUwks2w] 5+xpxRVSXHM2XISTibnwetm7et 9witziE2LDIzWES531d tFEO
UD1gg6gk7VSkO0fAM+ntxtOaEKVRqlVZPjyrnFEZsJ05p6IwhvialucbPhQmdSDjuNMOB3BGY1UlusdDQ7MvglJISeO9UCAWEAA
TANBgkghkiG9wOBAQUFAAOCAgEAarSiv8z12JkgoLtl7CY1IMvBkAQStBIWwIOMPYbEspDxS3ANS3AIyqbG2EAOe 6NWFOZItTmZ
C+6Jv1jwuyKL1Mc4kVDdmlhQl1KRgsxwSvJQJIHtOX5md+TcND3nkwjNhnLTcbnoHO7W10cuU7BVULYbPvGaxypxYmm4 6HVoHS8
fzYxXJQvbQx8P/FaqMM2ZGzkXoYAUgo/RBpt £Jy6KA+bWIPMFXssJIxsojHmueti71rYt4kSDCYqgxMOXQQgGlfbvjrecc/nlz
MY6nEL8DuJtpzPrdB10vzjCruRCDUjtIgmUPtmc90S/9s7 fEpHDmgvvnkpVoabQw3+MnhI5mCyJsngkni9N5fZpa7bjnepkar
IgvT9v+VINgelJE3bQ+W2X94Su6QvotAYuWSOeINdkPXO60ErsA26wY+ogQEqwTZ+yMNgr9PhTruNI/88+Z+RDobaptlnBXex
TvcjPj1BIM3f2TE7JfUUfH4S04INWSPLegqLMW3VSLRW2ZSLVXZVvkIEJBSPwicNfHVE80k2rf1QRfpUXnb3FE3v7/mMoAJgTEINY
E3HuhcmOzR1kSv0ejwvvdMEnc5mINWt zESKR3x0O3LYkpuY7uaNXdglEOYe /u5GWM5GvzsBj0cNI1X2nMju0dlgXpMdTKgMKA2
Q7J1iATuQEX9HzuklwTvOnKX11Cs85NE="" />
</characteristic>
</wap-provisioningdoc>

BeyondTrust.xml

<wap-provisioningdoc>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="1" />
<parm name="Serviceldentifier" value="com.zebra.remotedisplayservice" />
</characteristic>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="4" />
<parm name="Serviceldentifier" value="com.zebra.remotedisplayservice" />
<parm name="CallerPackageName" value="com.bomgar.thinclient.android" />
<parm name="CallerSignature"
value="MIIFdDCCAlygAwIBAgIEThu3yzANBgkghkiG9wOBAQUFADBEMQswCQYDVQQGEWJVUzZEUMBIGALUECBMLTWlzc21zc2
1wcGkxEjAQBgNVBACTCVIPZGd1lbGFuZDEPMBkGAIUEChMSOmMItZ2FyIENvcenBvemEF0aWOuMROWEgYDVQOLEWtLEZXZ1bGOwbWV
udDEQMA4GA1UEAXMHQWS5 kcm9pZDAeFwOxXMTA3SMT IwMjU2MTFaFw0ONDAIMT kwMjU2MTFaMHwxCzAJBgNVBAYTA1VTMRQWEgGYD
VOQIEwtNaXNzaXNzaXBwaTESMBAGA1UEBxMJUm1 kZ2VsYW5kMRswGQYDVQQOKEXJCh21nYXIgQ29ycGIyYXRpb24xFDASBgNVB
AsTCOR1dmVsb3BtZW50MRAWDGYDVQQODEwdBbmRyb21kMIICIJANBgkqhkiGOw0BAQEFAAOCAGS8AMIICCGKCAGEAkggwC8NDAG
vQVk2e6BHKTNgfsZxRVpZezibfv8U+/hr/uNgFvKESEQRmjzfcqHim7YRfHzhvSKOkqrYCcxiNzKzFF2d8zcR1PMfWWpErt /L
cudP3NfnvtEOpCJIJRU29gq4d2HTIx68M2el 6hSXbBGeuUz 7MUhzDcaTTVYX8zUOCjQcvms2julWAuDzkVrfEaluFVGGQccyDMkU
47YQwHJI4p86mkOzIDoSx7kDti1jyNZ+AiW1P7UHOLb14007b96VR13VNMCMYVEFd92cibV5KLA]SySPIzM1OBhbM35DtRBDAGG
JddX51pGScsALpn5JG1lVgdyGiErV8JKBRATT697qPk6deJDgf2gEBEUVLLNI8 /wsLoo7sy2hJas2coset93qUCaH39I60X813
sPALpmraxX1a8T1KIbReLWZpEFnNGvgYQx3cgleLndY2UDRt104Gm76rblzpTFS94zW4yc6DVEFIE7XxCcWNR6zLpaXOeKK+avuHG
yK3kGtgCKI06x49Jv1Tm21VV5zAZFJgWLEfA3HWUZUwks2w]j 5+xpxRVBXHM2XISTibnwctm7et9witziE2LDIzWES531djtFEO
UD1gg6gk7VSk0fAM+ntxtOaEKVRqlVZPjyrnFEZsJ05p6IwhvialucbPhOmdSDjuNMOB3BGY1UlusdDQ7MvglJISeO9UCAWEAA
TANBgkghkiG9wOBAQUFAAOCAGEAarSiV8z12JkgoLt17CY1MvBkAQStB1WWIMPYbESPDxS3ANS3AIygbG2EAOe 6NWFOZItTmZ
C+6Jv1jwuyKL1Mc4kVDdmlhQ1l1KRgsxwSvJIQJIJHtOX5md+TcND3nkwjNhnLTcbnoHO7W10cuU7BVULYbPvGagxypxYmm4 6HVoHS
fzYxXJQvbQx8P/FagMM27zGzkXoYAUgo/RBpt fJy6KA+bWIPMFXssJIxsojHmueti71rYt4kSDCYggxMOXQQqGlfbvirce/nlz
MY6nEL8DuJtpzPrdBl0vzjCruRCDU]tIgmUPtmc90S/9s7 fEpHDmgvvnkpVoabQw3+MnhI5mCyJsngkni9N5fZpa7bjnepkar
IqvT9v+VINgelJE3bQ+W2X94SubQvotAYuWSOelINdkPXO60ErsA26wY+0gQEqQwTZ+yMNgr9PhTruNI/88+Z+RDo6aptlnBXex
TvcjPj1BIM3f2TE7jfUUfH4S04INWSPLegqLMW3VSLRW2Z SLVXZvkIEJBSPwicNfHVE80k2rf1Q0RfpUXnb3FE3v7mMoAJgTEINY
E3HuhcmOzR1kSv0ejwvvdMENncS5mINWt zESKR3xO3LYkpuY7uaNXdglEOYe /u5GWM5GvzsBj0cNI1X2nMju0dl gXpMdTKgMKA2
Q7J1iAT7uQfX9HzuklwTvQnKX11Cs85NE="" />
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</characteristic>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="1" />
<parm name="Serviceldentifier" value="com.zebra.eventinjectionservice" />
</characteristic>
<characteristic version="9.3" type="AccessMgr">
<parm name="ServiceAccessAction" value="4" />
<parm name="Serviceldentifier" value="com.zebra.eventinjectionservice" />
<parm name="CallerPackageName" value="com.bomgar.thinclient.android" />
<parm name="CallerSignature"
value="MIIFdDCCAlygAwIBAgIEThu3yzANBgkghkiG9wOBAQUFADB3MQOswCQYDVQQGEWJVUZEUMBIGALUECBMLTWlzc21lzc2
1wcGkxEJjAQBgNVBACTCVIpZGd1lbGFuZDEPMBKkGAIUEChMSOmIOtZ2FyIENvenBvemEF0aWOuMROWEgYDVQQOLEWtEZXZ 1bGOwbWV
udDEQMA4GA1UEAXMHQWS5 kcm9pZDAeFwOxXMTA3SMT IwMjU2MTFaFw0ONDA1IMT kwMjU2MTFaMHwxCzAJBgNVBAYTALVTMRQWEgGYD
VOQIEwtNaXNzaXNzaXBwaTESMBAGA1UEBxMJUm1 kZ2VsYW5kMRswGQYDVQQOKEXJCHb21nYXIgQ29ycGIyYXRpb24xFDASBgNVB
AsTCOR1dmVsb3BtZW50MRAWDGYDVQODEwdBbmRyb21kMI ICIJANBgkghkiGOwOBAQEFAAOCAGS8AMI ICCgKCAGEAKggwCc8NDAG
vQVk2e6BHKTNgfsZxRVpZezibfv8U+/hr/uNgFvKESEQRmjzfcqHim7YRfHzhvSKOkqrYCcxiNzKzFF2d8zcR1PMfWWpErt /L
cudP3NfnvtEOpCJIJRU29gq4d2HTIx68M2el 6hSXbBGeuUz 7MUhzDcaTTVYX8zUOCjQcvms2julWAuDzkVrfEaluFVGGQccyDMkU
47YQwHJ4p86mkOzIDoSx7kDti1jyNZ+AiWl1P7UHOLb140070b96VR13VNMCMYVEFd92cibV5KLA]SySPIzM10OBhbM35DtRBDAGG
JddX51pGScsALpn5JG1lVgdyGiErV8JKBRATT697qPk6dedDgf2gEBEUVLLNI8 /wsLoo7sy2hJdas2coset93qUCaH39I60X813
sPALpmraxX1a8T1KIbReLWZpEFnNGvgYQx3cgleLndY2UDRt104Gm76rblzpTFS94zW4yc6DVEFIE7xCcWNR6zLpaXOeKK+avuHG
yK3kGtgCKI06x49Jv1Tm21VV5zAZFJgWLEfA3HWUZUwks2w]j 5+xpxRVBXHM2XISTibnwctm7et9witziE2LDIzWES531djtFEO
UD1gg6gk7VSkO0fAM+ntxtOaEKVRqlVZPjyrnFEZsJ05p6IwhvialucbPhOmdSDjuNMOB3BGY1UlusdDQ7MvglJISeO9UCAWEAA
TANBgkghkiG9w0BAQUFAAOCAGEAarSivV8z12JkgoLtl7CY1MvBkAQStBIWWIMPYbESpPDxS3ANS3AIyqbG2EAOe 6NwFOZ It TmZ
C+6Jv1jwuyKL1Mc4kVDdmlhQl1KRgsxwSvJIQJIHtOX5md+TcND3nkwjNhnLTcbnoHO7W10cuU7BVULYbPVvGaxypxYmm4 6HVoHS8
fzYxXJQvbQx8P/FagMM27zGzkXoYAUgo/RBpt fJy6KA+bWIPMFXssJIxsojHmueti71rYt4kSDCYqgxMOXQQqGlfbvirce/nlz
MY6nEL8DuJtpzPrdBl0vzjCruRCDU]tIJgmUPtmc90S/9s7 fEpHDmgvvnkpVoabQw3+MnhI5mCyJsngkniIN5fZpa7bjnepkar
IqvT9v+VINgelJE3bQ+W2X94SubQvotAYuWSOelINdkPXO60ErsA26wY+0gQEqQwTZ+yMNgr9PhTruNI/88+Z+RDo6aptlnBXex
TvcjPJ1lBIM3f2TE7jfUULfH4S04INWSPLegLMW3VSLRW2ZSLVXZvk9EJBSPwicNfHV80k2rf 10RfpUXnb3FE3v7mMoAJgTEINY
E3HuhcmOzR1kSv0ejwvvdMENncS5mINWEt zESKR3xO3LYkpuY7uaNXdglEOYe /u5GWM5GvzsBj0cNI1X2nMju0dlgXpMdTKgMKA?2
Q7JiA7uQfX9HzuklwTvQnKX11Cs85NE=" />
</characteristic>
</wap-provisioningdoc>

Since the MX Profile is provided by BeyondTrust, the customer must follow the process below to create a device configuration profile and
use Zebra mobility extensions in Microsoft Intune:

Sign in to the Microsoft Intune admin center at https://intune.microsoft.com/.

Navigate to Devices > Configuration profiles > Create profile.
Enter the following properties:

o Platform: Select Android device administrator.

o Profile: Select MX profile (Zebra only).

Click Create.

In Basics, enter the following properties:

Name: Enter a descriptive name for the new profile.

Description: Enter a description for the profile. This setting is optional, but recommended.
Click Next.

In Configuration settings > Choose a valid Zebra MX XML file, add the XML profile file provided by BeyondTrust. When done,
click Next.

© ® N o g~

10. In Assignments, select the groups to receive this profile.
11. Select Next.
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12. In Review + create, click Create when finished.
13. The profile is created and is displayed in the list.

To also apply a customer MX Profile, there are two options:

« Create two Intune profiles, one for the customer configuration and one for the BeyondTrust configuration, and then assign both to
a device.

« Create a single Intune profile that contains a merged MX Profile.
To merge a profile, follow these steps:

1. Open the customer profile XML file as the destination, and the BeyondTrust profile XML file as the source in test editor.

p Example: A shorted version of the configuration structure for merging profiles:

<wap-provisioningdoc>
<characteristic

</characteristic>
<characteristic

</characteristic>
</wap-provisioningdoc>

From the source file, copy the entire contents of the file except the opening and closing <wap-provisioningdoc> lines.

In the destination file, locate the last instance of a closing </characteristic> and paste the contents copied from the source file on
the next line. This results in a longer list of <characteristic> entries that retain the same format as the example above.

This resulting merged profile can be used to create Intune profiles to be pushed to devices.

i For more information, please see the following:

o Add app configuration policies for managed Android Enterprise devices at https://learn.microsoft.com/en-
us/mem/intune/apps/app-configuration-policies-use-android

o Use and manage Zebra devices with Zebra Mobility Extensions in Microsoft Intune at https.//learn.microsoft.com/en-
us/mem/intune/configuration/android-zebra-mx-overview

o Assign policies in Microsoft Intune at https://learn.microsoft.com/en-us/mem/intune/configuration/device-profile-

assign
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Log in to the Representative Console for Android

From the login screen, enter your BeyondTrust site hostname, such as support.example.com. PREOROD B
Enter the username and password associated with your BeyondTrust user account. You can

choose to have the BeyondTrust representative console remember your login credentials. Then
touch Login. BeyondTrust

Remote Support

x Note: If you are using a local account and two-factor Powered by Bomgar
authentication has been enabled for it, enter the email code you
have received. If you enter the email code incorrectly three
consecutive times, you must re-enter your credentials and get a

A 2.1 100% W 1:53 PM

Site name

support.example.com e
new email code.
Authenticate using
Username/Password ~ ~
x Note: Your administrator might require you to be on an Username
unrestricted network to log in to the console. This network admin

restriction might apply only the first time you log in or every time.

Password

Remember login information

SUBMIT

2.2.14-0942d50

0 ~ (] <

Log in to the Android Representative Console Using SAML for Mobile

SAML for mobile provides an easy and secure method for authenticating to the Android representative console.

For more information about SAML single sign-on, please see Security Assertion Markup Language at
https://en.wikipedia.org/wiki/Security Assertion Markup Language.

Follow the steps below to log in to the mobile representative console using SAML.

x Note: Before attempting to log in to the Android representative console using SAML, verify that a SAML provider has been
configured for your /login administrative environment by going to Users & Security > Security Providers. To learn more
about integrating SAML single sign-on into your BeyondTrust Remote Support environment, please see Create and Configure
the SAML Security Provider at www.beyondltrust.com/docs/remote-support/how-to/integrations/security-
providers/saml/configure-settings.htm.

1. Tap the representative console app on your Android device.
2. From the login screen, tap Username and Password.
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3. Select SAML. eeeERER K N 2.1 100% M 2:00 PM

4. Tap Submit.
BeyondTrust

Remote Support

Powered by Bomgar

Site name

support.example.com e C

Authenticate using

SAML v

SUBMIT

2.2.14-0942d50

o = ] <

15
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5. When directed to your SAML provider's page, enter your credentials. PEEROR P N 2l 99% W 3:23 PM

6. Tap Log In to access the representative console. Connecting to & seonmst
Sign-in with your account to access
tv1921ers.qa.bomgar.com

okta

Sign In

Username

| |

Password
(] Remember me

Need help signing in?

. 2 o

N
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Change Settings and Preferences in the Android Rep Console

Change Preferences During a Session

To manage your preferences, touch the Options button in the upper right corner of the screen. 1004 @ B B XSl 96% 8

- Screen Sharing Fullscreen

Special Actions

From the menu, the following preferences are available:

« Fullscreen:Hides the rep console Ul and expands the display to fit the entire screen of

X . Privacy Screen
the device. Tap the back button to exit fullscreen mode.

« Special Actions:Perform a special action on the remote system. Based on remote Performance
operating system and configuration, available tasks will vary. When operating in
elevated mode, some actions can be run in System context. Alternatively, provide an
administrative user's credentials to perform a special action in that user context. Canned
scripts available to the user appear in a fly-out menu.

y Displays

Reboot

o Paste Clipboard: Allows you to paste items to the clipboard on your computer. Gestures Help

« Privacy Screen:If your permissions allow, you can disable the remote user's screen
view and mouse and keyboard input. The customer's view of the privacy screen clearly
explains that the representative has disabled the customer's view. The customer can
regain control at any time by pressing Ctri+Alt+Del.

« Performance: Allows you to change the screen-sharing quality.

« Displays: Allows you to select the monitor you want to display to the customer.
« Reboot: Allows you to reboot the system that you are supporting.

o Gestures Help: Walks you through tips for navigating the mobile representative

console.
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) BeyondTrust

Change Your General and Screen-Sharing Settings

To manage your settings, tap Settings from the menu.

)

129 d &R By >l

BeyondTrust

Remote Support

Powered by Bomgar

=

Support Sessions

ED. Jump ltems
-_l Team Chat
@®  show On Public Site [ )
v/ Auto Assign [ )
Or Generate Session Key
* Settings
@ About
:(El Logout
] @] <
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The Play Sound Effects setting allows you to play audible alerts for certain events that occur 10 8 = il 56 R
within the representative console. =  Settings

If you have permission to opt out of session assignments, you may enable or disable auto General

assignment. Auto assignment is used with Equilibrium to route a session to the representative

i . Play sound effects
best quallfled to handle the issue. Play sound effects for various events like

chat messages and new sessions.

Automatically enable auto assignment
Automatically enable the auto assignment

feature every time this device is used to

connect to an appliance. This setting only |
works if the appliance supports and is

configured for auto assignment and your

user account allows you to disable it.

Screen Sharing

Keep screen awake

Disable screen dimming while using the D
screen sharing interface.

Scale pointer movement

Scale the finger movement on this device's D
screen for more natural, but less accurate

mouse pointer movement.

Swap scroll and pan gesture

If checked, a three-finger drag gesture will

pan the screen, and a three finger double-tap D
and drag will scroll the mouse wheel, instead

of the opposite behavior.

I @) <

For more information about Equilibrium and session assignment, please see Equilibrium for Automatic Session Routing at
www.beyondtrust.com/docs/remote-support/how-to/equilibrium/.

To prevent your screen from dimming during screen sharing, check Keep screen awake.

If Scale pointer movement is checked, the remote cursor matches your finger movement on the screen. If unchecked, the cursor may
lag, but its position will be more accurate.

With Swap scroll and pan gestures, set which two gestures should scroll the remote mouse wheel and which should pan the screen.
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Generate a Session Key to Start a Support Session in the Android Rep

Console

One method to start a support session is for your customer to submit a one-time, randomly 3 e
generated session key on your public site. Depending upon your account permissions, you can

generate session keys for this purpose. Touch the Generate Session Key option on the menu.

This opens a menu from which you can edit the session key details. BeyondTrust

Remote Support

Powered by Bomgar

G Support Sessions 1
EEI Jump ltems
Show On Public Site .
v Auto Assign [ ]
1 Active Session
Generate Session Key
* Settings
@ About
E Logout
1] @] <
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Set how long you want this session key to remain valid. The expiration time applies only to the 1030 B & il 95% W

length of time the key can be used to start a session and does not affect the length of the
session itself.

Generate Session Key

You may start a support session with a
customer by directing them to enter the
following session key on your support
portal, by sending them to the following
URL, or by emailing them an invitation.

Session Key
7518214
URL

httn:// ciinnart avamnla rom

Friday, November 15,2019 10:40

5 Minutes

10 Minutes

15 Minutes

30 Minutes

1 Hour

2 Hours

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 21

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



REMOTE SUPPORT

I BeyondTrust ANDROID REP CONSOLE 2.2.17

You can also select the public portal through which you want your customer to enter the 1058 @@ e

session.

Generate Session Key

You may start a support session with a
customer by directing them to enter the
following session key on your support
portal, by sending them to the following
URL, or by emailing them an invitation.

Session Key
4869070

URL
https:/

Expiration
Friday, November 15,2019 11:08

Public Site

Default:rsupport.example.com

Remote Site: help.remote.example.com
Support Site: help.example.com
Remote Site: remote.example.com

Default: support.example.com
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Direct your customer to go to either to the unique URL or to enter the session key on your public nizEn e

site. You can copy the URL to your clipboard to send it to your customer in a text message.

You can also send your customer an email invitation that contains the unique URL.

. . . Generate Session Key
After running the customer client, the customer appears in your personal queue.
You may start a support session with a
customer by directing them to enter the
following session key on your support
portal, by sending them to the following
URL, or by emailing them an invitation.

Session Key
5114571

URL
http://support.example.com

Expiration
Friday, November 15,2019 11:42 v

Public Site
Default: support.example.com

EMAIL URL

COPY URL

COPY SESSION KEY
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View Support Sessions in Queue in the Android Rep Console

2
Queues
Session queues provide information about and access to customers who are waiting for BeyondTrust
support. The Personal queue contains customers with whom you are currently in session or Re mote SU p pO rt
who are waiting for a session with you specifically. A waiting session appears in your personal Powered by Bomgar
queue if it was transferred to you, or if the customer initiated it by entering a session key you
generated, by selecting your name from the public site, or by clicking a Support Button tied to
you. This queue also contains invitations for you to join a shared session. €3 support Sessions !
You also have queues for any teams of which you are a member. If a customer initiates a S Jumpitems

session by selecting an issue type from an issue submission form, that customer enters a
specific team queue based on which team owns that issue. A customer also enters a team

. . . . . Show On Public Site .
queue if they click a Support Button tied to a team. A session may also enter a queue if itis

transferred intentionally or due to waiting session rules, or if the representative's connection is AutoAssign ®)
lost in the middle of a session. These queues also contain invitations for any representative in
the team to join a shared session. 4 1Active Session
Click the star to the left of a team name to mark that queue as a favorite. If a team chat message Generate Session Key
is sent, an orange chat bubble appears in place of the star.
* Settings
Customers can also request assistance directly from a web page which contains a help link.
This initiates a browser sharing session, which allows a representative to chat and view the @ About

customer's web page. Administrators can generate custom links in order to direct browser
sessions to the correct representative or team queue. In the queue, browser sharing sessions & Logout
are identified by the [Browser] prefix next to the customer's name.

View Sessions I 0 <

Touch a queue name to view its sessions. Touch a session entry to view details about the support request. To begin supporting the
selected session, touch the Accept button. Accepting a session opens a new page for that session.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 24

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



REMOTE SUPPORT

la. BeyondTrust ANDROID REP CONSOLE 2.2.17

9:50 [ & B B » =l 100% W 950 a W B B > el 97% @
Session ASSIg nment Rules =  Support Sessions =  Support Sessions
Y Q. Search tems... Personal 1 @@ WinstonSmith  )cooor  rRansrer
- 00:00:06
Queue Uptime Priarity Timein Queue  Mame Computer Time in Queue 00:00:06
Remote Support  25:54:36 Medium CI-) 0:00:31 Mario Fratelli RMTPLWTOG! Total Time 00:00:06

Priority Medium
IP Address 165.225.34.185
Customer Name Winston Smith
Platform Windows® (x64) Click-To-Chat
Public Site Default
Language English (US)

| 6 Session Assignment Alert X E

The next available session has been automatically assigned to you. Would you

like to accept the session?
RMTPLWT(

DARSEMAL

Hostname

TC-DEFENI | Accept || Repa
RMIPLATC

o

u can also accept sessions that are assigned using
Equilibrium. When a session enters a queue that has
Equilibrium enabled, that session is automatically
assigned to the best qualified and least busy
representative, based on matching skills, the number of
sessions that representative is supporting, and how long
they have been available.

When a session is assigned to you, you are given a
prompt to accept or reject the session, along with an
audible alert if enabled. If you reject the invitation or the
invitation times out, the session is reassigned to the next best qualified and least busy representative in that queue.

1] @] < I @] <

A rejected session is never assigned to the same representative twice unless it is manually transferred into another queue for which that
representative is available. If a session cycles through all available representatives for the queue and is not accepted, it remains in queue
until someone manually accepts or transfers it.

Alternatively, if your administrator has set up a waiting session rule for this queue, the session gives out an audible alert when it is
overdue, oritis transferred to an overflow queue. If that overflow queue has a waiting session rule set up that transfers the session back to
the first queue, the session could potentially bounce back and forth between the queues until it is accepted.

A session is not assigned to a representative if that representative is unavailable. Also, rules within the user permissions mark you as
unavailable if you are participating in more than a set number of sessions or have been idle longer than a specified length of time. Finally, if
you have permission to opt out of session assignments, you may choose not to receive automatic session assignments.

i For more information, please see "Change Settings and Preferences in the Android Rep Console" on page 17.
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Session Transfer

Alternatively, you can transfer a session to another queue. When viewing a session's details,
touch the Transfer button. Browse the list of available teams. Select the queue to which you
wish to move the session. Then tap Transfer.

You may also transfer a session to another representative's personal queue. Touch the
Representative button at the bottom of the menu. Locate the representative and select their
name. Then touch the Transfer Session button.

Transfer Session

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 26
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



REMOTE SUPPORT

lEI BeyondTrust ANDROID REP CONSOLE 2.2.17

Return to an Active Session in the Android Representative Console

To return to a session you are already supporting, touch the menu icon.

Tap Active Session.

BeyondTrust

Remote Support

Powered by Bomgar

(D)

Support Sessions 1

Eﬂ Jump ltems

@  show On Public Site [ ]

v/ Auto Assign [ ]

‘ LN 1 Active Session ‘

Or Generate Session Key

Q Settings

@ About

EI Logout

I @] <
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Tap the active session you wish to return to from the list. f2sm@a e

Active Sessions

mm  JXNPLWT04290
- 00:00:53
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Tap Accept. 11:25 @ B b 2l 93%

Active Sessions

am  JXNPL..
= 00:01:00

Time in Queue 00:01:00
Total Time 00:01:00

ACCEPT  TRANSFER

Priority Medium
IP Address 10.10.24.61
Customer Name [Pinned] JXNPLWT04290
Computer Name JXNPLWT04290
Platform Windows 10 Enterprise x64
Public Site Default
Language English (US)
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Use Jump Clients to Access Unattended Computers from the Android
Rep Console

To access an individual computer without end-user assistance, install a Jump Client on that 3o
system either from within a session or from the Jump Clients page of the administrative

interface. Your account settings determine what Jump Item permissions you have, including

which Jump Groups you can access and which types of Jump Items you are allowed to use. BeyondTrust

Remote Support

Powered by Bomgar

G Support Sessions 1
EEI Jump ltems
Show On Public Site .
v Auto Assign [ ]
1 Active Session
Generate Session Key
* Settings
@ About
EI Logout
1] @] <
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Jump Shortcuts are grouped according to who can
access them - only the user who created them or
members of a particular Jump Group. To locate a Jump
Client, tap the menu and tap the Jump Items option.
Select the queue where the Jump Client is located. Tap
the refresh icon. You can use the Search feature to
narrow your results. Once you have found the computer
you wish to access, select the entry to view details.

Touch the Jump button to begin a session. Depending
on the permissions your administrator has set for your
account, the end-user may be prompted to accept or
deny the session. If no response is received within a
defined interval of time, the session either starts or is
canceled as set in your account permissions.

1025 d &R B »

Jump Items

Search

1059 d & B & B =l 100% W

Jump Items

Search Web Support

All Jump Items

Recently Used

Personal

Installations and Upgrades

Integrations

2 admin1’s MacBook Pro
' Passive [Checked In]

am R12-DC
" Active [ON]

Queue Plgroup
Status Active [ON]
Unattended Session Policy thtest
Application Name R12-DC
Console User domainuser
Disk Usage C:\ 63%
Attended Session Policy tht
CPU Usage 0%
Operating System Windows Server 2012 R2 St

JUMP

i0S Private IP 10.102.17.38
Domain R12
Is Quiet Yes
Remote Support

Jump Method Jump Client

Install Mode Service

Training Public IP 10.102.17.38
Computer Name R12-DC

Uptime 13 Day(s) 19 Hour(s) 49 Min

Web Support Online Since 11/12/2019 02:01:15 PM

Last Accessed 10/29/2019 10:31:37 AM

Password No

Ill SM-N975U1 (d2q)
' Active [Offline]
= SM-T830 (ats4lwifi)

1 @] < 1 @] <

Note: If you need to access Jump Items when no user is available, make sure the session permissions are set either to disable
prompting or to default to Allow for unattended sessions.

Jump Client Permissions

The following table offers a list of permissions required by the Android Jump Client app, as well as an explanation for each one.

API Permission Name Permission Definition

Permission Explanation

android.permission.SYSTEM_ALERT _ | Allows an app to create windows Although the app doesn't make direct use of this

WINDOW shown on top of all other apps. permission, it is needed to start the Support app from the
background when a representative attempts to start a
session through a Jump.

android.permission.RECEIVE_BOOT _  Allows an application to receive a The app is able to start itself after the device boots up in

COMPLETED broadcast after the system finishes  order to connect itself with this permission. Otherwise,
booting. the app would have to be opened manually after every
restart in order to establish a connection to the appliance
itis pinned to.
android.permission.INTERNET Allows applications to open network | Allows the app to connect to an Appliance in order to
sockets. start support sessions through the Support app.
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API Permission Name

android.permission.ACCESS_
NETWORK_STATE

android.permission. ACCESS_WIFI_
STATE

android.permission.REQUEST _
IGNORE_BATTERY_
OPTIMIZATIONS

android.permission.FOREGROUND _

SERVICE

android.permission.READ_PROFILE

android.permission.READ_PHONE_

Permission Definition

Allows applications to access
information about networks.

Allows applications to access
information about Wi-Fi networks.

Allows the app to ask the user to
ignore battery optimizations.

Allows the app to start a foreground
service.

Allows an application to access the
device user’s personally identifying
data.

Allows read-only access to phone

REMOTE SUPPORT
ANDROID REP CONSOLE 2.2.17

Permission Explanation

The app uses this to determine and show information
about its connection status.

The app can be configured to enable or disable itself
based on certain network states, such as when it only
has access to internet over a mobile data connection.
This permission grants it access to that information.

This is needed to ensure the app can maintain a
consistent background connection to the appliance
without service interruptions, from any battery saving
behavior the operating system may try to impose
otherwise.

A foreground service is required to maintain a consistent
background connection to the appliance without service
interruptions.

The app uses this permission in an effort to find the
device user's name when the Jump Client is presented to
a representative. Previous versions of the app used the
phone number, but that is not as user-friendly or as
personal. Given that the user name could be stored in
multiple locations, the app first attempts to locate it in the
You contact; if unsuccessful, it looks for a Google
account on the device. If finding the user’'s name is not
possible, the app looks at the SIM card and attempts to
gather some generic information about the device. This
happens only when dealing with non-consumer devices.

If the representative requests it, the app gathers some

STATE state, including the phone number | system information, including the phone state, and
of the device, current cellular transfers the data to the representative console so that
network information, the status of the representative can better deal with the customer's
any ongoing calls, and a listof any | issue.
PhoneAccounts registered on the
device.
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API Permission Name Permission Definition Permission Explanation

android.permission.GET_ACCOUNTS Allows access to the list of accounts The app uses this permission in an effort to find the
in the Accounts Service. device user's name when the Jump Client is presented to

a representative. Previous versions of the app used the
phone number, but that is not as user-friendly or as
personal. Given that the user name could be stored in
multiple locations, the app first attempts to locate it in the
You contact; if unsuccessful it looks for a Google account
on the device. If finding the user’'s name is not possible,
the app looks at the SIM card and attempts to gather
some generic information about the device. This
happens only when dealing with non-consumer devices.

android.permission.READ_ Allows an application to read the The app uses this permission in an effort to find the

CONTACTS user’s contacts data. device user's name when the Jump Client is presented to
a representative. Previous versions of the app used the
phone number, but that is not as user-friendly or as
personal. Given that the user name could be stored in
multiple locations, the app first attempts to locate it in the
You contact; if unsuccessful it looks for a Google account
on the device. If finding the user's name is not possible,
the app looks at the SIM card and attempts to gather
some generic information about the device.This happens
only when dealing with non-consumer devices.
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Use Jump Shortcuts to Access Unattended Computers from the
Android Representative Console

To access an individual computer without end-user assistance, create a Jump Shortcut for that system within the representative console
or from the Jumpoint page of the /login administrative interface. The following Jump Shortcuts are supported by the mobile representative
console:

 Remote Jump

- RDP

« VNC

o Shell Jump

Jump Shortcuts are grouped according to who can access them - only the user who created them or members of a particular Jump Group.

1. Tolocate a Jump Shortcut, tap Jump Items from the menu.

2. Select alocation and touch the Refresh icon.

3. Once you have found the system you wish to access, select the entry to view details.

4. Tap the Jump button to begin a session.
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Use Team Chat to Chat with Other Representatives in the Android Rep
Console

From the menu, tap Team Chat to chat with other o 30
logged-in representatives. If you are a member of one or
more support teams, select the team you would like to

1:26 &R B » =l 100% @

=  Team: Writer's Block

chat with. You can chat with all members of that team or BeyondTrust
select a name from the list of representatives to chat with Remote Su PpoO rt
jUSt that one. Powered by Bomgar

Support Sessions

=

Elﬂ Jump ltems
-_l Team Chat
@  show On Public Site [ ]
v Auto Assign .
OT  Generate Session Key (13:25:21) Dale has joined the conversation.
(13:25:21) Dale is online.
0 Settings *(13:25:46) Dale said to you:
Can you help me with something?
(13:26:07) You said:
® About Sure. What's up?
<] Logout
L | SEND
] @ < 1l @ <
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Support Session Tools in the Android Rep Console

The support session page is your starting point for providing remote support.

To access support session tools, touch the menu button.

Support Session Tools

Elevate Elevating the customer client enables switching user accounts, deploying Jump Clients in service mode,
and controlling protected windows and UAC dialog boxes. Elevation does not change the user context of
the active user and is not the same as logging out the active user and logging back in as an administrator.

Elevation to admin rights is currently available only for Windows and Mac computers. Administrators can
set the customer client to automatically request elevation at session initiation on Windows systems.

Member Actions Transfer control of the session to another team or representative. Alternatively, invite another
representative to participate in a shared session. If you are the session owner of a shared session, you can
remove another representative at any time.

Support Button If permitted, install a Support Button on the remote desktop or remove a previously installed Support
Button. The customer can click the Support Button to start a support session quickly and easily.

Pin Jump Client If permitted, install a Jump Client on the remote computer, enabling you or your teammates to access that
system later without end-user initiation. Uninstall the client if you no longer need unattended access to that
system.

Close Session Close your session page entirely. If you have ownership of the session, you can either uninstall the

customer client from the remote machine or leave the session in queue.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 36

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



REMOTE SUPPORT

@l BeyondTrust ANDROID REP CONSOLE 2.2.17

Chat with the Remote Customer During a Session in the Android
Representative Console

Throughout the support session, you can chat with your remote customer. You do not need to
have screen sharing permissions before beginning a chat session. If you have uploaded your
photo or any avatar image, it displays on the customer's chat window once the chat begins.

231 WaB B> N =x .l 100% W

Command Shell
System Info

Session Summary

Transfer Session
Share Session

Remove Member

If one or more representatives are sharing the session, you can choose to chat with all
participants or to chat privately with only the other representatives. When an additional user
joins a shared session, they are able to see the entire chat history. From the menu, select chat
members.

The chat window not only records the messages and the time they were sent but also serves as
a running log of everything that happens throughout the session, including permissions granted.

:41:06) Kristen Jol
0. | am having

1:49) Kristen Jones.
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EEEE

If you receive a message while the chat area is minimized, the message appears as a semi- —
transparent pop-up near the bottom of the screen.

(1418:41
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Screen Share with the Remote Computer from the Android Rep
Console

From the Screen Sharing page, touch the Play button at the top of the screen to request view
and control of the remote system. Once the customer has granted permission, the remote

desktop appears in your display. You have full mouse and keyboard control of the remote Screen Sharing >> H o
system, enabling you to work on the remote computer as if you were physically present.

240 d &R B » ¢ =l 100% W

o Tap once to left-click.

o Double-tap to double-click.

« Place your finger on the cursor and drag to navigate the mouse.
« Double-tap an item and then drag to drag and drop.

« Pinch to view the remote screen at a scaled size or at its full resolution. Zoom occurs
where the fingers are placed, regardless of the current pointer location.

o Tap with two fingers to right-click. Cond
oogle

« Scroll the mouse wheel by dragging with three fingers.

« Tap with three fingers to toggle the keyboard.

« Tap and hold to locate the cursor.

Screen Sharing Tools

I] D Request or stop screen sharing.

Screen Sharing

. View a quick reference of screen sharing gestures.

Help
. Access the keyboard in order to type on the remote screen.
Keyboard
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K Perform a special action on the remote system. Based on remote operating system and
configuration, available tasks will vary. When operating in elevated mode, some actions can be
run in System context. Alternatively, provide an administrative user's credentials to perform a

Special Actions special action in that user context. Canned scripts available to the user appear in a fly-out menu.

View the remote desktop in full screen mode. To return to the interface view, touch the Back key.

Full Screen
n Gain access to actions like setting the monitor display, selecting the screen sharing quality,
rebooting remote systems, etc.
Options
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View Remote System Information from the Android Rep Console

Privileged users may view a complete snapshot of the remote device's or computer's system @oa
information to reduce the time needed to diagnose and resolve the issue. The system Sl
information available varies depending on the remote operating system and configuration.

Select successive category names to access the data you wish to view.

Once the data has been populated, you can touch the Refresh icon to retrieve the most recent

data.
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View a Summary of the Support Request and Add Notes from the
Android Rep Console

The Summary page gives an overview of the remote system, including information like IP @an
Address, Customer Name, Computer Name, and Platform. SEIETIT7

frer This Session Is Finish
Do Nothing

Depending on your account permissions, you may have the option to log out the Windows user
automatically or lock the remote computer when the session closes. When you have been
working on an unattended system, for example, locking the computer is recommended to
prevent unauthorized users from viewing private information.

Tap After This Session Is Finished, and then select the action to take at the end of the
session.

ADDNOTE  REFRESH

You can also add notes about the session. If the session is shared or transferred, these notes
can be submitted by one representative and pulled by another for a quick, private review of the
situation. These notes are also available in the session report. Notes can be added both during
the session and also after the remote connection has been terminated.

Add Note

Pleas

1 have identified the problem, but Alfred worit be able to use his
system while it is being i lled a Jump Client and will

finish up after normal busine:

qgiwllelrfitlyjujjifjoflrfjs
a s d f g h j k | «
Ttz xfcfvfibln]m .70
wlnlsl | = il
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Elevate Rights in the Customer Client from the Android Representative
Console

When a session starts in click-to-chat mode, only chat is available. If you wish to have access to more robust support features such as
screen sharing, you must elevate the customer client.

Similarly, if the downloaded customer client is running in user mode, you may not have the depth of access you need. You can elevate the
customer client to run with administrative rights, as a system service. Elevating the customer client enables switching user accounts,
deploying Jump Clients in service mode, and controlling protected windows and UAC dialog boxes. Elevation does not change the user
context of the active user and is not the same as logging out the active user and logging back in as an administrator.

To elevate the customer client, touch the Elevate option from the menu.

When initiating a screen sharing session a message may appear at the top of the screen asking 20en
to elevate the session. Click the link in the message to receive the Prompt Customer and SECTISIEE

he sessic ed user context. Click here to elevate privileges now [

Provide Credentials options.

Google

If you possess administrative credentials to the remote computer, select Provide Credentials
to supply an administrative username and password. Touch OK to elevate the client.

Alternatively, you can touch Prompt Customer to send a request to the customer to enter
administrative credentials for their computer.

Enter Credentials

n specifying credentials for
ame.
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For more information about manual vs automatic elevation, please see the Representative Console Guide at
https.//www.beyondtrust.com/docs/remote-support/getting-started/rep-console/index.htm.
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Transfer a Session to Another Representative or Team from the
Android Rep Console

To transfer a session to another representative or team, touch Transfer Session from the
menu.

323 WdaRnp ¢ =l 97%

Command Shell

System Info

Session Summary

Transfer Session

Share Session

Remove Member
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Browse the list of available teams. Select the queue to which you wish to move the session. az@l @ i 99%8

Then tap Transfer.

You may also transfer a session to another representative's personal queue. Touch the
Representative button at the bottom of the menu. Locate the representative and select their
name. Then touch the Transfer Session button.

Transfer Session
Queues

Team: Installations and Upgrades

Team: Remote Support

Team: Web Support

Team:

Team:
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Share a Session with Other Representatives from the Android Rep
Console

To share a session with another representative, select Share Session from the menu 323 Wl b b N2 07%

Command Shell

System Info

Session Summary

Transfer Session

Share Session

Remove Member
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There are several ways you can invite a representative to join a session. Only issues that have
been configured to allow you to request help are displayed on this list.

Select the issue for which you wish to request help. Then tap Request.

Share Session
External
Representatives
Team: 2
Team: 5
Request Help
Team: Installations and Upgrades

Team: Remote Support

Team: Web Support
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Alternatively, locate the representative with whom you wish to share the session by first
selecting a team to which the representative belongs. Select a team name to view its members.

You can select a user listed in the teams displayed to invite them to join the session.

If you select Any Representative, the invitation is sent to the team queue so that any single
representative in the selected team can join the session. You can send multiple invitations if you
want more representatives from the team to join your session.

Users are listed here only if they are logged into the console or have extended availability
enabled.

If you are permitted to share sessions with users who are not members of your teams, additional
teams are displayed, provided that they contain at least one member logged in or with extended
availability enabled.

When you invite a user with extended availability enabled, they receive an email notification.

If you have sent an invitation and it is still active, you may revoke the invitation by selecting it
from the Cancel Invitation menu. Then touch the Cancel button. Only the session owner can
send invitations. Invitations do not time out as long as you remain the session owner. Multiple
active invitations cannot exist for the same user to join the same session.

An invitation is made inactive when one of the following events occurs:

« Theinviting user cancels the invitation

« The inviting user leaves or transfers ownership of the session
o The session ends

« The invited user accepts the invitation

« The invited user declines the invitation

X =x .l 100% B

Share Session

External

Representatives

Team: 2

Team: 5

Any Representative

Rep: Admin

Request Help

Team: Installations and Upgrades

Team: Remote Support

Team: Web Support
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Invite an External Representative to Join a Session from the Android
Representative Console

Within a session, a representative can send a one-time invitation to an external user who does Nt =l 100%8
not have an account in the BeyondTrust Appliance B Series. To send the invitation, tap the
menu icon.

Share Session

External

Invite External
Representative...

Representatives

Team: 2

Team: 5

Request Help

Team: Installations and Upgrades

Team: Remote Support

Team: Web Support

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 50
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



REMOTE SUPPORT

I BeyondTrust ANDROID REP CONSOLE 2.2.17

From the menu, select Share Session, and then tap External > Invite External /saEa e NETal 100% 8

Representative > Invite.

Invite External Representative
Select Policy
Remote Support v

Description
Remote support for company laptops

Representative's Name

Comments

| need you to take a look at this
computer.
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Remove a Member from the Session in the Android Rep Console

You can remove the customer or another user from a shared session. Tap Remove Member 323 E &l B 7%
from the menu. Select the member you wish to remove.

Command Shell

System Info

Session Summary

Transfer Session

Share Session

Remove Member
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Select the participant you wish to remove. Then touch the Remove Member button. Tap OK to
confirm you want to remove the member. You must be the owner of the support session to
remove another member.

Remove Member

JXNPLWT04290

J. Verne
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Open the Command Shell on a Remote Endpoint Using the Android
Representative Console

Remote command shell enables reps to open a virtual command line interface on remote systems. Users can then type locally but have
the commands executed on the remote system. You can work from multiple shells.

Your administrator can also enable remote shell recording so that a video of each shell instance can be viewed from the session report. If
shell recording is enabled, a transcript of the command shell is also available.

Additional keyboard commands and characters are available above the standard keyboard. The set of additional keys at the top right can
be swiped left and right to reveal more options.

If multiple command shells are open, you can swipe the shell screen left and right to switch between the open shells. The name of the
current shell is displayed in the lower left corner of the shell screen.

Command Shell Tools

Open a new shell to run multiple instances of command prompt.
Close the current command shell. Other open command shells will continue to run.

Access the keyboard to type commands in the command shell.

Tap the menu icon to access Keyboard and Fullscreen options. The Shell Sessions option is visible if more than one shell
session is in progress. Tap Shell Sessions, then the shell session you wish to access.

View the command shell in full screen mode.
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Add a Support Button to the Remote Computer from the Android
Representative Console

While in a session, you can deploy a Support Button to the remote computer, providing a quick method for your customer to request
support.

To edit the name, tap the Name entry and modify the text.

To begin, tap the menu. Tap Deploy Support Button. 1116 B B Ni =0 100% 8

Command Shell
System Info

Session Summary

Transfer Session
Share Session

Remove Member

Deploy Support Button
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This opens a menu from which you can edit the Support Button's details. f2sm@a e NSl 100% 8

Deploy Support Button
Name
Connect with Help

Expiration
6 Months  ~
Profile
Default ~

Queue
Personal

To edit the name, tap the Name entry and modify the text.
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To set how long this Support Button should last, touch the Expiration date. The customer can SR

use this button to start sessions only as long as specified. This time does NOT affect how long
the installer remains active or how long a session can last.

Deploy Bomgar Button
Name

Get Help

Expiration

1 Day

1 Week

1 Month
3 Months
6 Months
1 Year

VACER

<

Touch the Profile entry to open a list of Support Button profiles from which you can select. : NSl 90% 8

Deploy Support Button
Name

Connect with Help

Default

Help me!
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Next, touch the Queue entry to select the queue to which this Support Button should link. Once 1130 @B NSl 09% M

the Support Button is deployed, your customer can use it to directly enter the queue specified

here.
Deploy Support Button
Name
Connect with Help
Expiration
1 Day
Profile
Default  ~
Queue
Personal
General
Team: Installations and Upgrades
Team: Remote Support
Team: Web Support
I @]
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After you have set the details for this Support Button, touch OK. This creates a Support Button HSTE 8 = S assl
on the remote user's system. Your customer can now use the Support Button to quickly request Screen Sharing > H =
support.

(11:31:09) A Support Button has been deployed.

You also may delete the Support Button from the remote system. Touch the Remove Support Button icon. When prompted to confirm
that you want to uninstall the Support Button, touch Yes.
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Pin a Jump Client to the Remote Computer from the Android Rep
Console

While in a session, you can pin a Jump Client to the remote computer, enabling later unattended access to that system. To begin, touch
the Pin Session option from the menu.

Touch the Location entry to open a list of available Jump Groups, and select the group to which you wish to pin the Jump Client. Pinning
the Jump Client to your personal list of Jump Items means that only you can access this remote computer through its Jump Client. You
also can choose to pin the Jump Client to a specific Jump Group to allow access to members of that group.

If you no longer need unattended access to a remote system, you can remove the Jump Client. Touch the Unpin Session option from the
menu. When prompted to confirm that you want to uninstall the Jump Client, touch Yes.
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Log in to Remote Systems Using Credential Injection in the Android
Representative Console

When accessing a Windows-based Jump Client via the mobile representative console, you can use credentials from a credential store to
log in to the endpoint or to run applications as an admin.

Before using credential injection, make sure that you have a credential store available to connect to BeyondTrust Remote Support, such
as a password vault.

Install and Configure the Endpoint Credential Manager

System Requirements

+ Windows Vista or newer, 64-bit only
« .NET 4.5 or newer
o Processor: 2GHz or faster
o Memory: 2GB or greater
« Available Disk Space: 80GB or greater
Before you can begin accessing Jump Items using credential injection, you must download, install, and configure the BeyondTrust

Endpoint Credential Manager (ECM). The BeyondTrust ECM allows you to quickly configure your connection to a credential store, such as
a password vault.

Note: The ECM must be installed in your network to enable the BeyondTrust ECM Service and to use credential injection in
BeyondTrust Remote Support.

1. To begin, download the BeyondTrust Endpoint Credential Manager (ECM) from BeyondTrust Support at beyondtrustcorp.service-
now.com/csm. Start the BeyondTrust Endpoint Credential Manager Setup Wizard.

2. Agree to the EULA terms and conditions. Mark the checkbox if you @ BeyondTrust Endpoint Credential Manager Setup - x
agree, and click Install. ) )
BeyondTrust Endpoint Credential
If you need to modify the ECM installation path, click the Options
. . . : Manager
button to customize the installation location.
EEYONDTRUST A
ENDPOINT CEEDENTIAL MANAGER
Note: You are not allowed to proceed with the installation unless END USER LICENSE AGREEMENT
you agree to the EULA. STANDARD TERMS AND CONDITIONS
i THIS BEYONDTRUST ENDPOINT CREDENTIAL MANAGER END-USER
3. Click Install. LICENSE AGREEMENT (this "Agreement") is entered into as of the date (the
"Effective Date') specified in the Order Form referencing the Software, between

BeyondTmst Corporation, a Delaware corporation {"Licensor"), and the individual
or entity set forth in the Order Form ("Customer”). Customer enters into and .

[l agree to the license terms and conditions

it
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4. Choose a location for the credential manager and click Next. 1B BeyondTrust Endpoint Credential Manager Setup _ X
5. On the next screen, you can begin the installation or review any Destination Folder
previous Step_ Click Next to install to the default folder or dick Change to choose another.

Install BeyondTrust Endpoint Credential Manager to:

IC:‘Program Files\Bomgar\ECMY

6. Click Install when you are I’eady to begin- ‘E BeyondTrust Endpoint Credential Manager Setup — *®

Ready to install BeyondTrust Endpoint Credential Manag @

Click Instal to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. The installation takes a few moments. On the screen, click Finish. 2 BeyondTrust Endpoint Credential Manager Setup — *

Completed the BeyondTrust Endpoint
Credential Manager Setup Wizard

Click the Finish button to exit the Setup Wizard.

- conce
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x Note: To ensure optimal up-time, administrators can install up to five ECMs on different Windows machines to communicate
with the same site on the BeyondTrust Appliance B Series. A list of the ECMs connected to the B Series Appliance site can be
found at /login > Status > Information > ECM Clients.

x Note: When multiple ECMs are connected to a BeyondTrust site, the B Series Appliance routes requests to the ECM that has
been connected to the B Series Appliance the longest.

Configure a Connection to Your Credential Store

Using the ECM Configurator, set up a connection to your credential store.

1. Locate the BeyondTrust ECM Configurator you just installed using @ BeyondTrust-ECMConfigurator.exe T2/A9235PM Application 317k
the Windows Search entry field or by viewing your Start menu ,%Ezz:ﬂjjjEx::‘i“::"‘e““””"g e i:;”‘i” o
programs list. [7] BeyondTrust-ECMService.exe.config 7/23/2019 2:35 PM CONFIG File 2¢8

Configurater.og 11/14/2019 3:06 PM Text Document 3B

2. Run the program to begin establishing a connection. 4] Ecm.an 7/23/2019 235 PM Application exten... 65 KB

ECM.leg 11/14/2019 3:06 PM Text Document 4KB
D ECSM.settings 7/23/2019 235 PM SETTINGS File 1KB
logdnet.dil /2342019 2:35 PM Application exten... 204K8
B Mewtonsoft.Json.dll 8/3/20143:33 PM Application exten... 491 KB
Util.dil 7/23/2019 2:35 PM Application exten... 31KB

3. When the ECM Configurator opens, complete the fields. All fields
are required.

9 ECM Configurator - *

Client Id: |71318f0745¢0c6f16010b0cc Tectadf 1 de2ash |

Client Secret: |uuu.u-.uuuu.uuuuuu-|

Site: |support.acample.com |

Port: |443 |

Plugin: BeyondTrust Password Safe Plugin 'ﬁ'
Cancel
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Enter the following values:

Field Label Value

Client ID The Admin ID for your credential store.

Client Secret The Admin secret key for your credential store.

Site The URL for your credential store instance.

Port The server port through which the ECM connects to your site.
Plugin Click the Choose Plugin... button to locate the plugin.

4. When you click the Choose Plugin... button, the ECM location folder opens.
5. Paste your plugin files into the folder.
6. Open the plugin file to begin loading.

Note: If you are connecting to a password vault, more configuration at the plugin level may be needed. Plugin requirements
vary based on the credential store that is being connected.

Use Credential Injection to Access Endpoints

After the credential store has been configured and a connection established, BeyondTrust Remote Support can begin using credentials in
the credential store to log in to endpoints.
1. Go to your Jump ltems list.

2. Tap the Jump Item you wish to access.
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3. TapJump.

4. The Enter Credentials prompt appears. Tap Credential Store.
5. Tap the credentials you wish to use to access the system.

10:59 Gd & B & »

Jump Items

Search Web Support

il 100% W

2 admin1’s MacBook Pro
‘ Passive [Checked In]

am R12-DC
" Active [ON]

Queue

Status

Unattended Session Policy
Application Name
Console User

Disk Usage

Attended Session Policy
CPU Usage

Operating System
Private IP

Domain

Is Quiet

Jump Method

Install Mode

Public IP

Computer Name

Uptime

Online Since

Last Accessed
Password

= SM-N975U1 (d2q)

l" Active [Offline]

JUMP

Plgroup
Active [ON]
thtest
R12-DC
domainuser
C:\ 63%

tht

0%
Windows Server 2012 R2 Stg
10.102.17.38
R12

Yes

Jump Client
Service
10.102.17.38
R12-DC

13 Day(s) 19 Hour(s) 49 Min:
11/12/2019 02:01:15 PM
10/29/2019 10:31:37 AM
No

.= SM-T830 (ats4lwifi)
1] @] <

Enter Credentials

These credentials will be used to connect to VAULT2.

6 Tap OK (@ Credential Store
qavault\vault v
O specific User
Username
Password ©
CANCEL 0K
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7. From within the session, tap the Start button to start screen sharing.
8. Tap the Special Actions option. Tap Run as....
9. Tap Windows Security (Ctrl-Alt-Del).

Launch Default Browser
Registry Editor

Re itor (Elevated)

Point
Show Desktop

Start Menu

10. Tap the Key icon. The key icon allows the system to view your stored credentials to gain S
entry into the endpoint. Sereen Sharing >

% Windows7 ererpise
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Close the Session in the Android Representative Console

To exit a session, touch Close Session from the menu.

If you are the session owner, End Session closes the session page in your representative console and removes any additional
representatives who may be sharing the session. It also uninstalls the customer client from the remote system. However, it does not delete
an installed Jump Client.

If you choose Hold Session, your session page closes, but the session returns to your personal queue. If any additional representatives
are sharing the session, they remain in session.

If you are not the session owner, touching End Session removes you from the session. The
session continues to be supported by the session owner.

What do you want to do?
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