PRIVILEGED REMOTE ACCESS 23.2.2

I BeyondTrUSt RELEASE NOTES

Privileged Remote Access 23.2.2 Release Notes

July 18, 2023
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( ! ) IMPORTANT!

This release has been removed due to a critical issue. An updated release will be made available as soon as possible. For more
information, please see KB0020207 at https://beyondtrustcorp.service-now.com/csm?id=kb_article view&sysparm

article=KB0020207.

Requirements:

+ Requires Base 7.0.0.
* Requires ECM 1.6.0.
« Requires Integration Client 1.7.5.

1 For a list of supported platforms for the latest version of Privileged Remote Access, please see Supported Platforms at
https://www.beyondtrust.com/docs/privileged-remote-access/documents/features/pra-supported-platforms.pdf.

Supported Platforms Guides for previous versions of Privileged Remote Access can be found in the Privileged Remote Access
Documentation Archive at https://www.beyondtrust.com/docs/archive/privileged-remote-access/index.htm.

New Features and Enhancements:

This is a maintenance release. There are no new features to note.

Issues Resolved:

« Resolved incorrect enforcement of group lookup name for SAML providers.

« Resolved web access console service interruption.

« Resolved login failure when SCIM and SAML were both used for authentication.
« Resolved standalone Hangul/English toggle key not functioning.

« Resolved Remote RDP session refresh issues.

+ Resolved unexpected changes to approval lists on upgrade.

« Resolved obscure Web Jump injection failure.

« Resolved spurious error message during SAML portal login.

o Incorporated recent changes to Eastern European Summer Time.

o Added RDP support for 8-bit screen depths.

« Resolved a rare issue that prevented access to Jump menu in /login.

« Resolved crash in customer client when copying Full Terms & Conditions text.

« Resolved Rep Console scaling issue that could result in overly large text .

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 1
©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 8/2/2023
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.


https://beyondtrustcorp.service-now.com/csm?id=kb_article_view&sysparm_article=KB0020207
https://beyondtrustcorp.service-now.com/csm?id=kb_article_view&sysparm_article=KB0020207
https://beyondtrustcorp.service-now.com/csm?id=kb_article_view&sysparm_article=KB0020207
https://www.beyondtrust.com/docs/privileged-remote-access/updates/supported-platforms.htm
https://www.beyondtrust.com/docs/privileged-remote-access/documents/features/pra-supported-platforms.pdf
https://www.beyondtrust.com/docs/archive/privileged-remote-access/index.htm
https://www.beyondtrust.com/docs/archive/privileged-remote-access/index.htm
https://www.beyondtrust.com/docs/archive/privileged-remote-access/index.htm

PRIVILEGED REMOTE ACCESS 23.2.2

I BeyondTrUSt RELEASE NOTES

o Improved Shell Jump behavior that occurred when connecting to some SFTP servers.

« Resolved incorrect setting for DUO provider co-existence.

« Aligned behavior of credential dialog when only domain is given to match Windows native dialog.

« Resolved upgrade failure with Rep Consoles set to use SAML login.

+ Resolved issue with live updates that required software restart when increasing maximum Jump Clients on non-clustered sites.

Known Issues:

None.

Notes:

« This version of Privileged Remote Access has been certified for physical BeyondTrust Appliances, virtual BeyondTrust
Appliances, and cloud deployment models.

o Verified for GA.

o Supports upgrades from 22.2.1 PA+.

o Supports ECM Protocol 1.6.

e Includes VSC 1.2.6.1.

o Thisrelease is certified with the following mobile versions:

o iOS Access Console 3.1.2+

o Android Access Console 2.2.11+
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