BOMGAR External Version

Privileged Access Management 15.1.1 Release Notes

April 21, 2015

Requirements:
e This version of Bomgar has been certified for the virtual and physical Bomgar appliance (B300P).
e Both Physical and Virtual Appliances require Base software 4.2.2 or later before instaling Bomgar PAM 15.1.1.

New Features and Enhancements:

e Application Support Whitelisting — Users may begin sessions with administrator-defined lists of accessible
applications, effectively controlling a user’s access to the endpoint.

e Endpoint Credential Management - Use pre-provisioned authentication credentials in Bomgar by integrating to pre-
existing password vaults.

e Jump Shortcuts - Create Jump Shortcuts on the access console to quickly start an unattended Jump, Shell Jump,
vPro and RDP sessions.

e Searchable Session Recordings- Leverage Bomgar session recordings to expedite audits and administrative needs
by using full search capabilities in screen sharing sessions and shell session recordings.

e Third-Party Access Authorization — Users can send Jump Client or Jump Shortcut access request emails to a
designated approver. Jump Clients and Jump Shortcuts exist in a fully-configurable endpoint access ecosystem. Set
access durations and create notifications for controlling exactly when an endpoint is accessed.

Known Issues:
¢ None

Notes:
e Requires API version 1.13.0.
e Requires Infegration Client 1.13.10.
e Bomgar 15.1.1 release is certified with the following Bomgar Mobile versions:
o iOS™ Rep Console (version 2.2.5+)
o Android Rep Console (version 2.2.4+)
o NOTE: The above mobile apps require tfrusted CA-signed certificates on the appliance.
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