
Privileged Identity 7.0.1 Release Notes
January 7, 2021

New Features and Enhancements:

l Added Approval context information for password requests to the Requests page.
l Linux elevation is now a native elevation type.
l Elevation jobs can now be edited while in the web application.
l Management Sets can now be viewed, added, and edited in the web application.
l Added Password Comments to the list display for shared credentials. The option to enable this is located on the Session
Settings page.

l Added the ability to assign a ZoneID to an Event Sink.
l Added propagation for Azure Key Vault, HashiCorp Vault, and Amazon Secret Manager.
l Added the ability to View and Unlock accounts to the web application and web service.
l Added the ability to Configure, List, and Delete Event Sinks to the web application and web service.
l Added the ability to create Self-Account Elevation Delegations to the web application.
l Added the ability to Edit, Add, and Delete Discovery and Propagation settings to the web application and web service.
l Updated the translations for the web application.
l Added propagation support for Rapid7’s InsightVM vulnerability management solution.
l New languages supported in this release:

o Simplified Chinese
o Traditional Chinese
o Brazilian Portuguese
o Spanish

Issues Resolved:

l Resolved an issue with Discovery and Propagation of Scheduled Tasks on Windows Server 2019.
l Resolved an issue with generating large snapshots or reports.
l Resolved an issue with errors being displayed when running queries against database versions that have not been validated.
Now a warning is displayed with the option to allow the customer to continue.

l Resolved an issue with Personal Password Disclaimer messages not appearing in the web application.
l Resolved an issue with MFA alerts being sent twice.
l Resolved an issue with Shared Credential List entries not showing the password field in the Web Application if Hide
Passwords, allow only copy to clipboard was set.

l Resolved an issue with how the web application handles personal passwords, shared passwords, and managed passwords
when set to Hide until shown, Hide with Clip Board access only, and Disable Clipboard access.

l Resolved an issue with checking out a password and then checking that same password out to a Group.
l Resolved an issue with SMTP File Logging not creating the logfile if one doesn’t exist.
l Resolved an issue with Password Change Jobs failing sometimes on CISCO devices.
l Resolved an issue with some upgrades failing due to auto-created database indexes.
l Resolved an issue with importing PuTTY keys if the PEM version of the key had already been imported.
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l Resolved an issue with the canceling the Database setup page causing problems on the License setup page.
l Resolved an issue with Refresh and Discovery Jobs failing for CISCO devices under certain circumstances.
l Resolved an issue with the default port value for ViewDS instances.
l Resolved an issue with the ellipsis button on the Password Change Job window.
l Resolved an issue with filtering in Shared Credential Lists and the Windows Target page.
l Resolved an issue with propagations that run processes not displaying error messages.
l Resolved an issue with some logging being added to the database when it shouldn’t.
l Resolved an issue with using a custom port for SSH Custom Account Store types.
l Resolved an issue with the tabbing order when filling out the Customer Information window in the installer.
l Resolved an issue with the Customer Information window in the installer not automatically filling in the information from the
previous install when upgrading.

l Resolved an issue with not being able to limit the number of displayed accounts when using Custom Account Stores.
l Resolved an issue with launching some applications using shadow accounts.
l Resolved an issue with propagation of changed passwords to DCOM objects.

Notes:

l PI 7.0.1 exe installer SHA 256 checksum: a81f9d7ee8465de8b213daaca47199b843d69e28e6b1ba66a75303f9773b874b.
l Privileged Identity 7.0.0 supports upgrades from 5.5.4.4, 5.5.5.x, and 6.0.x
l PI 7.0.1 supports BeyondTrust PI ECM Plugin 19.4.2
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