lal BeyondTrust

Defendpoint Windows Client Release Notes
Software Version: 4.4.92.0

Release Notes

Enhancements

33073 - Added On-Demand support for the Modern Ul in Windows 8 and 10.
Please refer to the Admin Guide for more information.

50714 - Added the ability to access a OneDrive folder from within a Sandbox
when opening and saving untrusted content in Windows 10.

Updated Defendpoint runtimes to use Microsoft Visual C++ 2015. Due to this
update, the Defendpoint Management Console (MMC) is no longer supported on
Microsoft Windows XP or Microsoft Windows Server 2003.

This change only affects the Management Console. The Defendpoint Client
version 4.4 is supported on Microsoft Windows XP and Microsoft Windows
Server 2003.

Bugs Fixed

540 - Updated standard Defendpoint messages to follow best practices.

17639, 53954 - Fixed a compatibility issue with dbus-daemon.exe that previously
required a hook exclusion for Kleopatra to function correctly.

21206, 54482 - Fixed a compatibility issue with procmon.exe that previously
required a hook exclusion for ProcMon to function correctly.

22773 - Fixed a compatibility issue with baretailpro.exe that previously required a
hook exclusion for BareTail to function correctly.

29927 - Fixed an issue with AutoCAD so you can save files in AutoCAD or
copy/paste text/info into drawings.

34218 - Fixed a minor typo in Defendpoint ePO Interface events.
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42931, 57970 -Fixed an issue to allow users to enter details into an Avecto
message box using a touch screen keyboard.

44167 - Visual Studio tools crashing with Privilege Monitoring enabled.
45929 - Fixed an issue with sandbox taskbar icons not grouping properly.

50833 - Fixed an issue where Notepad++ would remain open and display an
error when re-launching in administrator mode with Defendpoint elevation.

51254 - Fixed a compatibility issue with sandboxing and UE- V that caused
processes to terminate.

53181, 53182, 55255, 56411 - Fixed an issue that caused Defendpoint to
repeatedly try to connect to Avec.to after upgrading to a 4.3 version when
sandboxing was disabled.

54436 - Fixed an issue so EnCase Examiner can be installed successfully.

26762, 52885, 44104, 52802, 47744, 54853, 54851, 56391 , 60329 - Fixed cases
where certain applications were falsely triggering the replacement User Account
Control (UAC) prompts.

56506 - Improved the resilience of URL download tracking

57255 - Fixed a minor memory leak in the Defendpoint Service when using
Windows Store Applications matching criteria.

Known lIssues

54721 - Opening a cmd prompt from Windows Explorer as an administrator does
not activate the on demand rule. Application Rules can be used to prevent the
cmd promp from running as an administrator.

55966 - Certain applications, such as the MMC sometimes open behind the
Windows Application interface if they are launched after searching the Windows
8.1 start menu and the application matches an on-demand rule for the 'run-as’
feature.
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Supported ePO Extension and Enterprise Reporting Database
Versions

Client version 4.4.92 is compatible with the following combination of ePO extensions
and Enterprise Reporting databases:

e ¢ePO extension 4.1.205.0 and Enterprise Reporting database 4.1.160

e ¢ePO extension 4.1.8544.0 SR1 and Enterprise Reporting database 4.1.160
e ¢ePO extension 4.3.11275.0 and Enterprise Reporting database 4.1.160

e ePO extension 4.3.11275.0 and Enterprise Reporting database 4.3.116

e ePO extension 4.4.12591 and Enterprise Reporting database 4.1.160

e ePO extension 4.4.12591 and Enterprise Reporting database 4.1.291 SR1
e ePO extension 4.4.12591 and Enterprise Reporting database 4.3.116
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