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Defendpoint Windows Client Release Notes
Software Version: 4.4.199 SR3

Release Notes

Bugs Fixed
e 58096, 58144, 63405, 63501, 64001, 64643, 67209, 6812758096, 58144, 63405,
63501, 64001, 64643, 67209, 68127 — Improved the performance of wildcard
matching.

e 59127,5913059127, 59130 — Improved resilience of running command-line-
based applications after running PowerShell audit scripts.

e 60401, 6823360401, 68233 — Added support for environment variables when
applying on-demand application rules to the run as administrator option.

e 68595 — Increased file size limit for file hash matching when using Defendpoint's
PowerShell API.

e 69235 — Added support for long argument paths in shortcuts when using on-
demand elevation.

Supported Operating Systems and Browsers

Privilege Management/Application Control Support

Platforms
e Windows XP SP3+
e Windows Vista
e Windows 7 SP1+
e Windows 8/8.1
e Windows 10 builds 1507, 1511, 1607 and 1703
e Windows Server 2003
e Windows Server 2008/R2
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e \Windows Server 2012/R2
e \Windows Server 2016

Content Isolation

Platforms
e Windows 7
e Windows 8/8.1
e Windows 10 builds 1507, 1511, 1607 and 1703
e Windows Server 2003
e Windows Server 2008/R2
e Windows Server 2012/R2
e Windows Server 2016

Primary Application Support
e Internet Explorer 8+

e Google Chrome

e Microsoft Office Word 2007/2010/2013/2016

e Microsoft Office Excel 2007/2010/2013/2016

e Microsoft Office PowerPoint 2007/2010/2013/2016

e Microsoft Office Outlook 2007/2010/2013/2016

e Adobe Reader 10+

e Zip Archivers (Winzip, WinRAR, Windows Compressed Folders)

If you are upgrading Defendpoint you may need to update your workstyles to
incorporate newly supported features/applications.

Prerequisites

Defendpoint Client

Microsoft Core XML Services 6.0 (XP SP3 only)

Microsoft SQL Server Compact 3.5 SP2 (Required for using the Activity Viewer)
.NET Framework 2.0 (Required to run PowerShell audit scripts)

The McAfee Agent must be installed if you are installing the client with switch
EPOMODE=1
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Defendpoint Activity Viewer
e Microsoft SQL Server Compact 4.0
e Microsoft .Net Framework 4.0 Client

Notes

e The executable version of the client package includes all necessary prerequisites
(excluding .NET Framework 2.0), and will automatically install them as
necessary.

e The Defendpoint Client executable installer will automatically install Microsoft
SQL Server Compact 3.5 Sp2. If you do not wish to use the Activity Viewer, and
do not wish for this prerequisite to be installed, it is recommended that you
install the Defendpoint Client MSI installation.

e Microsoft SQL Server 2008 R2 Native Client is required for connectivity with
Enterprise Reporting.
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