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Copyright Notice

The information contained in this document (“the Material”) is believed to be accurate at the time of printing, but no
representation or warranty is given (express or implied) as to its accuracy, completeness or correctness. Avecto
Ltd, its associated companies and the publisher accept no liability whatsoever for any direct, indirect or
consequential loss or damage arising in any way from any use of or reliance placed on this Material for any
purpose.

Copyrightin the whole and every part of this document belongs to Avecto Ltd (“the Owner”) and may not be used,
sold, transferred, copied or reproduced in whole or in partin any manner or form or in or on any media to any
person other than in accordance with the terms of the Owner’s Agreement or otherwise without the prior written
consent of the Owner.

Accessibility Notice
In the event that you are unable to read any of the pages or documents on this website, please contact us and we
will arrange to get an accessible version to you.
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Chapter 1 - Release Notes

« New Features detailed below
o Bugs detailed below

1.1 - New Features

74616 - Added the ability to report on the new 'Uninstaller' Application Type. This feature allows end users to
uninstall applications from machines managed by Defendpoint.

1.2 - Bugs

« Database Bugs Fixed detailed below
» Report Bugs Fixed detailed below

1.2.1 - Database Bugs Fixed

30480 - The default database name that is auto-populated in the Defendpoint database, Reporting Pack and Event
Parser installers has been changed from 'AvectoPrivilegeGuard' to 'AvectoReporting'.

73224 - On the Workstyles dashboard drilling-down from the 'Summary by process activity' chart now shows the
correct number of events.

73589 - The Messages per Action Type chart now shows the DLL count correctly on the User Experience
dashboard.

74248 - Rules are now correctly matched when an application is imported using Event Import and the description is
blank.

1.2.2 - Report Bugs Fixed

67962 - Unknown characters are now correctly handled in the advanced filter for the Host Session table.

73640 - The Process coverage by workstyle chart in the Workstyle Dashboard now displays the count correctly on
the legend.

73642 - The Process coverage by group policy chart in the Workstyles Dashboard now correctly displays
information when you drill-down into the legend.
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Chapter 2 - Supported Operating Systems

« Event Collector OS detailed below
« Database detailed below
» SQL Reporting Services (SSRS) detailed below

2.1 - Event Collector OS

o Windows Server 2012
o Windows Server 2012 R2
o Windows Server 2016

2.2 - Database

« SQL 2012 Standard or Enterprise
« SQL 2014 Standard or Enterprise
o SQL 2016 Standard or Enterprise
« Microsoft Azure SQL Server

2.3 - SQL Reporting Services (SSRS)
o SSRS 2012 Standard or Enterprise

o SSRS 2014 Standard or Enterprise
o SSRS 2016 Standard or Enterprise
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Chapter 3 - Version History
3.1-5.0.25.0 GA

3.1.1 - New Features

35810 - Resilience improvements have been made to the Enterprise Reporting database to better handle
unexpected system events, data quality problems or long -term accrual of data.

68667 - Added a new dashboard for Trusted Application Protection (TAP) reporting. Includes the addition of new
DLL event Types in relevant reports such as Events > All.

58708 - Added database caching option to several reports to improve performance. These are Summary,
Workstyles, Actions, Target Types, Events, Target Types -> Applications, Action (Elevated, Blocked Passive,

Canceled, Other), Target Type (Applications, Services, COM, Remote PowerShell, ActiveX, All), and Discovery.
See the Enterprise Reporting Administration Guide to learn how to turn caching on.

3.1.2 - Enhancements
71162 - There have been several branding updates throughout the product.

72082 - You can now view |E Zone tags in the Events > All and Process Details reports.

3.1.3 - Database Bugs Fixed

32633 - The CopyFromStaging stored procedure now correctly handles an unplanned server reboot and terminates
cleanly.

66038 - The performance of the Application reports has been improved.
68567 - Resolved an issue that caused upgrades to fail with a'DPCopyFromStaginglLock' error.
69237 - Performance improvements to the PurgeApplications stored procedure.

72563 - Two new indexes have been added for performance improvements.

3.1.4 - Report Bugs Fixed

15071 - The correct date format is now shown on the Summary page.
66866 - Instances of 'Privileged Account Protection' have been changed to 'Privileged Account Management'.

72127 - The correct date format is now used on the ErpEventReport page.
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