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Copyright Notice

The information contained in this document (“the Material”) is believed to be accurate at the time of printing,
but no representation or warranty is given (express or implied) as to its accuracy, completeness or
correctness. Avecto Ltd, its associated companies and the publisher accept no liability whatsoever for any
direct, indirect or consequential loss or damage arising in any way from any use of or reliance placed on this
Material for any purpose.

Copyright in the whole and every part of this document belongs to Avecto Ltd (“the Owner”) and may not be
used, sold, transferred, copied or reproduced in whole or in part in any manner or form or in or on any media to
any person other than in accordance with the terms of the Owner's Agreement or otherwise without the prior
written consent of the Owner.

Accessibility Notice

In the event that you are unable to read any of the pages or documents on this website, please contact us and
we will arrange to get an accessible version to you.
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Chapter 2 - Release Notes

« New Features detailed below
« Enhancements detailed below

» Bug Fixes detailed on the next page

« Known Limitations detailed on the next page

2.1 - New Features

67673 — Added a new QuickStart template for Defendpoint configuration. This is a best practice configuration
consisting of three layers of workstyles with different levels of flexibility.

69185 — Added the ability to show and hide Sandboxing specific controls in the Policy Editor.

70508 — Added two new templates for Trusted Application Protection (TAP); High Flexibility and High Security.
These provide additional protection for applications (such as document readers and web browsers) that are
commonly used to deliver malware. These templates automatically prevent untrusted executable, script and DLL
payloads from being executed from web pages and documents.

73773 - The 'Internet Zone' column has been renamed 'Avecto Zone Identifier' as it reports on this tag.

2.2 - Enhancements

54871 — There have been several branding updates throughout the product.

68873 — Defendpoint Client is compatible with McAfee MOVE. For specific versions please see McAfee MOVE
Multi-Platform Client detailed on page 5.

73636 — You can now match on the presence of the Avecto Zone Identifier tag in the Policy Catalog.

2.2.1 - ePO Reporting Specific Enhancements

50239 - The User Details report now has an advanced filter .
61300 - The Hostname and Username are now available in Queries and Reports for Enterprise Reporting.

72998 - You can now drill-down directly to the Application report from the Top 10 Targets legend on the Actions
reports.

2.2.2 - Policy Editor Specific Enhancements

68395 - Added a new registered server called 'Avecto Admin' to support Enterprise Reporting purge tasks.
70254 - Update Audit Event Check boxes for Application Rules.

73620 - The Block notification message now displays correctly with the right image.
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74108 — Renamed the ‘Kind’ column to ‘Type’ in the Messages page and updated the wording in the ‘Type’ column
to align to the type of message you have created. In addition, the relevant columns are now correctly populated
based on the type of message.

74177 - Updated the colors in the Messages grid to maintain consistency with the MMC Policy Editor.
74208 — You can now match on the Avecto Zone Identifier in the policy editor.
2.3 - Bug Fixes

« Policy Editor Specific Bug Fixes detailed below
» ePO Report Specific Bug Fixes detailed below

2.3.1 - Policy Editor Specific Bug Fixes

67223 - Removed the option 'Application Requires Elevation (UAC)' for PowerShell applications as it's not
possible.

68899 - The Challenge / Response shared key is now correctly copied across when duplicating a policy in ePO.

74177 - Updated the colors in the Message grid to maintain consistency with the MMC Policy Editor.

2.3.2 - ePO Report Specific Bug Fixes
67300 - PID, ParentPID, ActivityID filters have been added to the Advanced filter in the Events > All report.

71975 - Null publishers are handled when drilling down into child or parent application link and no error is generated.

2.4 - Known Limitations

There are two circumstances in which the Avecto Zone Identifier is not applied by Avecto when the user downloads
a file from the browser:

» Files that are compressed in a zip file. The zip file itself is tagged with the Avecto Zone Identifier tag.

« Files that are downloaded directly to a mapped network drive. The Avecto Zone Identifier tag is applied
when you save the file to your local drive first before moving it to a mapped network drive.

This means that you cannot match on the Avecto Zone Identifier tag in the above scenarios.
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Chapter 3 - Compatibility

This section details the versions of software that this version of the Defendpoint ePO Extension maintains
compatibility with.

3.1 - Defendpoint Windows Client

The following Avecto Defendpoint Windows Client versions are compatible with this version of the Defendpoint
ePO Extension.

« Recommended: 5.0.102.0

o 4.4.199.0 (SR3)

o 44.177.0(SR2)

o 4.4.145.0 (SR1)

o 4.4.92.0(GA)

o 4.3.50 (GA through to and including SR6)
o 4.1 (GA through to and including SR10)

o 4.0.384 (ePO-WIN10)

o 4.0 (GA through to and including SR7)

o 3.8 (GA through to and including SR11)

3.2 - Enterprise Reporting Database

The following Enterprise Reporting versions are compatible with this version of the Defendpoint ePO Extension.

« Recommended: 5.0.25.0
« 4513.0GA

o« 4.3.116 GA

o 4.1.291 SR1

o 4.1.160 GA

Querying on either the Trusted Application Name, Trusted Application Version or Parent Process File Name

E requires a 5.0 or greater database. Importing events with an Enterprise Reporting database older than 5.0 will
cause an error to be displayed as the Trusted Application Name, Trusted Application Version and Parent
Process File Name fields were not available in a 4.5 database.

3.3 - McAfee Agent

The following McAfee agent versions are compatible with this version of the Defendpoint ePO Extension.

« Recommended: 5.0.6.220
o 5.0.5.658

« 5.0.4.283

o 5.0.3.272 (XP supported)

o 4.8.1938 (P3)
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3.4 - McAfee ePO Server Version

The following ePO Server versions are compatible with this version of the Defendpoint ePO Extension.

« Recommended: 5.9
e 53.3
e 53.2

3.5 - McAfee Endpoint Security

The following McAfee Endpoint Security versions are compatible with this verison of the Defendpoint ePO
Extension.

« Endpoint Security (ENS) Adaptive Threat Protection (ATP) v10
« ENS Firewall v10

o ENS Threat Prevention v10

« ENS Web Control v10

3.6 - McAfee MOVE Multi-Platform Client

|I We do not support the agentless version of McAfee MOVE.

The following McAfee MOVE Antivirus Multi-Platform agents are compatible with this version of the Defendpoint
ePO Extension.

« MOVE AV[Multi-Platform] SVA Manager 3.6.1.141

o MOVE AV[Multi-Platform] Client 3.6.1.141

« MOVE AV[Multi-Platform] License Extension 3.6.1.141

« MOVE AV[Multi-Platform] Offload Scan Server 3.6.1.141
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