PRIVILEGE MANAGEMENT CLOUD 23.8

I BeyondTrUSt RELEASE NOTES

Privilege Management Cloud 23.8 Release Notes

October 5, 2023

This release notes document covers the following:

o Privilege Management Cloud
o PM Cloud Windows Adapter
o PM Cloud Mac Adapter

o Package Manager

« Notes

Requirements:

o Microsoft .NET Framework 4.6.2 (required to use PM Windows adapter)

For more information about Windows or macOS requirements, please see the Privilege Management Release Notes at
https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm.

Package Manager

New Features and Enhancements:

« Introducing auto update powered by PM Cloud Package Manager to automatically update Privilege Management for Windows
clients and PM Windows Adapter software versions on the Windows endpoints in your estate.

L]
1 For more information, please see:

o What's New - PMWM 23.8 - Cloud at https://www.beyondtrust.com/docs/archive/privilege-management/windows-
and-mac/pm-cloud-23-8/pm-cloud-whats-new-23-8.pdf

o Auto Update Computers Using Package Manager at https.//www.beyondtrust.com/docs/privilege-
management/console/pm-cloud/package-manager/config-package-manager.htm
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PM Cloud

New Features and Enhancements:

Policy Editor

Added drilldown links to improve accessibilty between a rule and its target groups.

© Onthe Windows On-Demand Application Rules page, the Target Application Group is now a linked URL.
° Onthe Content Rules page, the Target Content Group is now a linked URL.

+ The policy XML file size has been increased to 20MB. Customers with larger XML files can now leverage the import policy feature.

« You can now copy Windows or macOS application definitions. Select one or more definitions at a time. Copying definitions will
save time when you want to reuse the same application definition between policies.

« Breadcrumbs were added to improve signposting to enhance the Policy Editor navigation experience. Adding visual cues will
make it easier to see where you are in the Policy Editor. Click the breadcrumb URL to return to your starting point.

PM Cloud

« In Analytics v2, on the Application Details page, added two user activity cards to provide more context to the Actions line graph
and provide insight to the users of an application.
o Users Affected tile shows the users running an application.
o Reasons Provided tile lists the reasons provided by the users.
o In Analytics v2, enhanced CSV export functionality to now support downloads of up to 5 million events from the Events grid. You

can select the number of records to include in the export file and add a file name. A notification indicates when the file is ready to
download.

« Increased the rate limit on requests and page sizes to improve the performance of the Computers and Policies APls.

« Hid the Changes tab for audit types that have no change data to show. Displaying the Changes tab for activity audits when there
was no data was misleading.

« Added clarity to the toast notification for unlicenced events shown in the Events grid to read Details unavailable: Computer
requires a licensed Policy for event details. Previously, the toast notification did not clearly indicate that a licensed policy was
required to display events.

Issues Resolved:

Policy Editor

« Resolved anissue in Messages that now surfaces validation errors that were hidden. Now, when clicking Preview or Save,
validation errors are highlighted and you can add or fix message properties before proceeding.

+ Resolved an issue where adding Local or Domain AD accounts with a backslash (\) in the account name failed and displayed an
incorrect error Account already exists.
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Privilege Management Cloud
« In Analytics v2, resolved an issue with special characters (such as a comma) causing errors in the CSV formatting. This occurred

on the Applications tab and the Users tab. Data now displays correctly in the CSV output.

+ Resolved an issue with the Computers CSV download. Renamed Computer ID to ID. The CSV download can now be used to
assign computers to a group when using the PM Cloud Management API.

Known Issues:

None.

PM Cloud Windows Adapter

New Features and Enhancements:

o Updated the BeyondTrust PM Cloud Adapter service display name to BeyondTrust Privilege Management Cloud Adapter.

PM Cloud Mac Adapter

No updates.

Notes

Components:

« PM Reporting Database: 23.8.6
« Web Policy Editor: 23.8.124
 PM Reporting Ul: 23.8.2

« EventCollector: 23.8.2

e PM Cloud: 23.8.542

Compatibility:

1) IMPORTANT!

Do not install a new adapter version before you are running a version of Privilege Management Cloud that supports it. Installing an
unsupported adapter can result in endpoints that no longer connect. You will be notified before your instance of Privilege
Management Cloud is upgraded.
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Supported Versions

« PM Windows Adapter: Recommended: 23.8.515|23.7.356 | 23.6.562 | 23.5.516 | 23.4.424 | 23.3.256 | 23.2.506 | 23.1.942.0 |
22.9.393.0122.8.396

e PM MMC snap-in: Recommended: 23.7.150 | 23.5.212 | 23.3.130.0 | 23.1.264.0 | 22.9.268.0 | 22.9.243 | 22.7.205.0 | 22.5.184.0 |
22.5.179.0122.3.145.0122.1.95|21.7.152|21.5.106 | 21.4.91.0 1 21.3.135| 21.2.98 | 21.1.133

o PM for Windows: Recommended: 23.7.150 | 23.6.76.0 | 23.5.212| 23.3.130.0 | 23.1.259.0 | 22.9.268 | 22.9.243 | 22.7.205.0 |
22.5.184.0122.5.179.0122.3.145.0|22.1.95|21.7.152 | 21.5.106 | 21.4.91.0| 21.3.135| 21.2.98

o PM for macOS: Recommended: 23.7.0.3 | 23.5.0.3]23.3.1.1]23.3.0.1| 23.1.0.1 | 22.9.0.22| 22.7.0.83 | 22.5.1.1] 22.3.1.2
e« PM macOS Adapter: Recommended: 23.7.0.3 | 23.5.0.3 | 23.3.0.1|23.1.0.1 ] 22.9.0.22

o PM Rapid Deployment Tool for macOS: Recommended: 23.7.0.1 | 23.5.0.1|23.3.0.123.1.0.1|22.7.0.9|22.5.1.1]22.5.0.1 |
22.3.145.0122.1.0.1]22.1.0.7421.4.0.4

+ PM Response Generator for Windows: Recommended: 23.7.150 | 23.5.212 | 23.3.130.0 | 23.1.259.0 | 22.9.268.0 | 22.9.243.0 |
22.7.205.0]22.5.184.0122.5.179.0|22.3.145.0| 22.1.95

« PM Response Generator for macOS: Recommended: 23.7.0.3|23.5.0.3|23.3.0.1|23.1.0.1|22.7.0.83 | 22.5.1.1|22.5.0.1 |
22.3.0.1]2.2.0.74

Supported, but Deprecated, Versions

These versions are compatible with PM Cloud, but best avoided. Support for deprecated versions will be removed in the future.

» PM Windows Adapter: 22.7.271|22.6.273.0 | 22.5.144 | 22.4.227 | 22.3.310 | 22.2.584 | 21.8.760 | 21.7.634
« PMmacOS Adapter: 22.7.0.8322.5.0.122.3.0.1|22.1.0.74 | 21.7.0.1
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