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Privilege Management Cloud 23.7 Release Notes

August 29, 2023

This release notes document covers the following:

o Privilege Management Cloud
o PM Cloud Windows Adapter
o PM Cloud Mac Adapter

« Notes

Requirements:

o Microsoft .NET Framework 4.6.2 (required to use PM Windows adapter)

For more information about Windows or macOS requirements, please see the Privilege Management Release Notes at
https.//www.beyondtrust.com/docs/release-notes/privilege-management/index.htm.

PM Cloud

New Features and Enhancements:

Policy Editor

« Added capability so Administrators can now create, edit, and manage Windows Custom Tokens by configuring integrity level,
group membership, privileges, and process access rights.

o Added truncation, tooltips, and more compact data grids to show more results, made more use of available page real estate, and
improved the user experience.

o Added drill down capability from Windows and Mac Application Rule Summary so users can click directly to an associated
Application Group.

» Increased the size of all application matcher criteria input fields and introduced tooltips to improve the user experience of adding
and editing Windows and Mac application matching criteria.

PM Cloud

+ Added an Events tab and grid to the Application Details page to give the user quick access to the exact events that have taken
place for that one specified application.

« Enhanced usability of the existing optional filters which use search-as-you-type to narrow down the filter data set options within
Analytics v2. Commandline, Executable Path, User Reason, and File Path have been converted to text box filters (instead of a
drop down with single selection) and require a minimum of 5 characters to narrow down the dataset for these filters.

« Added the ability to create management rules to archive and delete computers. Updated the computers list to support archiving

and deletion.
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+ Removed the PM Cloud MMC snap-in installation configuration from PM Cloud. The MMC snap-in is being sunset in favor of the
web-based Policy Editor.

« Improved the performance of the computers and policies APIs.

« Extended the Applications grid hyperlink for Processes which navigate the user to the Application Details > Events tab.
« Implemented a change to sort the default and optional filters (and their dataset options) alphanumerically in Analytics v2.

« Added the annotation notes to the Changes tab for policy revision audits.

Issues Resolved:

Policy Editor

« Fixed an issue where Chinese characters entered as a comment on Save & Unlock were not displaying correctly in the
Revisions comment field in PM Cloud.

» Fixed the confirmation toast message so it is now in readable text when multiple applications are added to policy via the add to
policy function in Analytics.

o Fixed issue so the Failed toast message no longer displays when a policy XML is successfully uploaded via the Import Policy
window.

« Fixed an issue by updating the default for Log Application Activity to Log Files to Off on create of a new Windows Workstyle to
help prevent a large number of events being produced inadvertently on local machines.

Privilege Management Reporting
« Fixed anissue so it is now possible to export Admin Logon events via CSV on Privileged Logons in Analytics.
Privilege Management Cloud

« Resolved an issue with a Saved View loading and not retaining chosen columns and widths for the view in Analytics v2.
o Resolved an issue where certain events were unnecessarily being forwarded to SIEM.

« Enhanced consistency to display a count of one version of an application on the Applications grid in Analytics v2.

+ Resolved an issue with Clear Filters not resetting filters to the default values in Analytics v2.

Known Issues:

None.

PM Cloud Windows Adapter

New Features and Enhancements:

No updates.

PM Cloud Mac Adapter

No updates.
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Notes

Components:

+ PM Reporting Database: 23.6.15
+ Web Policy Editor: 23.7.97

o PM Reporting Ul: 23.7.61

« Event Collector: 23.6.17

e PM Cloud: 23.7.356

Compatibility:

IMPORTANT!

Do not install a new adapter version before you are running a version of Privilege Management Cloud that supports it. Installing an
unsupported adapter can result in endpoints that no longer connect. You will be notified before your instance of Privilege
Management Cloud is upgraded.

Supported Versions

« PM Windows Adapter: Recommended: 23.7.356 | 23.6.562 | 23.5.516 | 23.4.424 | 23.3.256 | 23.2.506 | 23.1.942.0 | 22.9.393.0 |
22.8.396

e PM MMC snap-in: Recommended: 23.5.212 | 23.3.130.0 | 23.1.264.0 | 22.9.268.0 | 22.9.243 | 22.7.205.0 | 22.5.184.0 |
22.5.179.0(22.3.145.0122.1.95|21.7.152|21.5.106 | 21.4.91.0 1 21.3.135| 21.2.98 | 21.1.133

o PM for Windows: Recommended: 23.7.131 | 23.6.76.0 | 23.5.212| 23.3.130.0 | 23.1.259.0 | 22.9.268 | 22.9.243 | 22.7.205.0 |
22.5.184.0122.5.179.0122.3.145.0|22.1.95|21.7.152 | 21.5.106 | 21.4.91.0| 21.3.135|21.2.98

o PM for macOS: Recommended: 23.7.0.3 | 23.5.0.3]23.3.1.123.3.0.1| 23.1.0.1 | 22.9.0.22 | 22.7.0.83 | 22.5.1.1| 22.3.1.2
o« PM macOS Adapter: Recommended: 23.7.0.3 | 23.5.0.3 | 23.3.0.1|23.1.0.1 ] 22.9.0.22

« PM Rapid Deployment Tool for macOS: Recommended: 23.5.0.1 | 23.3.0.1|23.1.0.1]22.7.0.9]22.5.1.1|22.5.0.1| 22.3.145.0 |
22.1.0.1]22.1.0.74|121.4.04

+ PM Response Generator for Windows: Recommended: 23.7.131 | 23.5.212| 23.3.130.0 | 23.1.259.0 | 22.9.268.0 | 22.9.243.0 |
22.7.205.0]22.5.184.0122.5.179.0|22.3.145.0| 22.1.95

« PM Response Generator for macOS: Recommended: 23.7.0.3|23.5.0.3|23.3.0.1|23.1.0.1|22.7.0.83 | 22.5.1.1|22.5.0.1 |
22.3.0.1]2.2.0.74

Supported, but Deprecated, Versions

These versions are compatible with PM Cloud, but best avoided. Support for deprecated versions will be removed in the future.

» PM Windows Adapter: 22.7.271|22.6.273.0 | 22.5.144 | 22.4.227 | 22.3.310 | 22.2.584 | 21.8.760 | 21.7.634
« PMmacOS Adapter: 22.7.0.8322.5.0.122.3.0.1|22.1.0.74 | 21.7.0.1
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