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BeyondTrust Privileged Remote Access Middleware Engine
Installation and Configuration

The BeyondTrust Middleware Engine is a Windows service that is the backbone for integrations with BeyondTrust Privileged Remote
Access. The BeyondTrust Middleware Engine provides a plugin integration architecture: a plugin can be developed and deployed to the
product, and the product provides data and administrative services to the plugin.

This document provides general information on plugin deployment using the BeyondTrust Middleware Engine. Deployment of a specific
plugin is beyond the scope of this document. For that information, please refer to documentation for the specific plugin.
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Install the BeyondTrust Privileged Remote Access Middleware
Engine

Review Prerequisites
Before installing the software, please ensure your system meets the following hardware, software, and network requirements.

Confirm Privileged Remote Access Versions

« A supported version of BeyondTrust Privileged Remote Access. To confirm your version is supported, contact support or refer to
the BeyondTrust End of Life Policy at https://www.beyondtrust.com/docs/eol/.BeyondTrust End of Life Policy at
https://www.beyondtrust.com/docs/eol/.

« BeyondTrust Middleware Engine: 1.0.0.0 or later.

Open Network Ports

The following network communication channels must be open for the BeyondTrust Middleware Engine to work properly.

Outbound From Inbound To TCP Port # Purpose
BeyondTrust BeyondTrust Appliance API calls from the BeyondTrust Middleware Engine
Middleware Engine yor PP 443 y 9
Server B Series server.

This is needed for plugins which integrate with

BeyondTrust Appliance BgyondTrust _ 8180 (if using default BeyondTrus_t outbound evgnts. Please check. the
B Series Middleware Engine configuration) documentation for all plugins used. If no plugins use
Server outbound events, then this port does not need to be

open.

Confirm Server Requirements

The BeyondTrust Middleware Engine requires installation on Windows Server 2016 or higher. See specific requirements below.

Processor 2GHz or faster

Memory 2GB RAM or greater

Available Disk Space 80GB or greater

oS 64-bit
SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 4
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024

depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.


https://www.beyondtrust.com/docs/eol/
https://www.beyondtrust.com/docs/eol/
https://www.beyondtrust.com/docs/eol/
https://www.beyondtrust.com/docs/eol/

PRIVILEGED REMOTE ACCESS

I BeyondTI‘USt MIDDLEWARE ENGINE INSTALLATION AND CONFIGURATION

Review Other Requirements

Visual C++

Visual C++ Redistributable Package for Visual Studio 2015 or later is required by the BeyondTrust Middleware Engine. If not already
present when the BeyondTrust Middleware Engine setup file is run, this package is installed automatically.

.NET 4.6.2

.NET 4.6.2 or later is required by BeyondTrust Middleware Engine. If not already present when the BeyondTrust Middleware Engine setup
file is run, .NET 4.6.2 is installed automatically.

BeyondTrust Middleware Engine Installation

Run bomgar-middleware-engine.exe, following on-screen instructions. If either Visual C++ Redistributable Package for Visual Studio
2015 or .NET 4.6.2 are not already installed on the server, they are installed at this time.

Verify Installation

Follow the steps below to verify the installation.

Open the services management console by typing services.msc in the Windows Run dialog.
Locate the service BeyondTrust Middleware Engine.
Start the service.

Open a web browser on the server and go to
http:”1 27.0.0.1:53231/. BeyondTrust | IMIDDLEWARE ADMINISTRATION TOOL

The home screen of the BeyondTrust middleware administration
tool opens. A No plugins were found! message is normal at this
point, because no plugins have yet been deployed.

Ll

No plugins were found!

Note: This tool is accessible only from the server where the BeyondTrust Middleware Engine is installed. If necessary, the tool
can run on a different port, and it can be turned on and off as desired. For details, please see "Configure the Middleware
Administration Tool" on page 9.

Deploy a New Plugin

Plugins are typically provided in a ZIP file. To install and enable a new plugin from the ZIP file:

1. Save the ZIP file to a folder on the host machine.

2. Extract the ZIP file to the same folder.

3. Inthe extracted contents, locate the folder with the plugin’s name (for example, BeyondTrustERSOtherVendorPlugin).

4. Copy that folder and paste it into the Plugins folder, located in the directory where the BeyondTrust Middleware Engine is installed.
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5. To enable the new plugin, the Middleware Engine service must be restarted. Repeat the steps above in "Verify Installation" on
page 5 to restart the service.

6. The new plugin displays on the administration tool landing page.

Manually Locate Deployed Plugins

Each plugin is deployed into its own subfolder of the Plugins folder. The

Plugins folder is in the directory where the BeyondTrust Middleware tome, e iew
_ .. ®© ~ 1 [J « Program Files » Bomgar » Bomgar Middleware Engine » Plugins » v 0] [ [Search Pugins £
Engine is installed. — — - T -
M Desktop ). DemoPlugin 6/30/2016 9:49 AM  File folder
Once a plugin has been configured in the Middleware Engine, a file named i oruriease

<plugin name>.config is present. The plugin's folder might contain any
number of other files and folders, depending on the plugin.
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Configure the BeyondTrust Privileged Remote Access
Middleware Engine

Start BeyondTrust Middleware Engine

The BeyondTrust Middleware Engine runs as a Windows service. This
service must be restarted whenever a new plugin is deployed or a plugin is
removed.

BeyondTrust Middleware Engine

Launch the Middleware Administration Tool

Once the Windows service is running, the middleware administration tool can be launched. Open a web browser on the server and go to
http://127.0.0.1:53231/. This tool is accessible only from the server where the BeyondTrust Middleware Engine is installed. If necessary,
the tool can run on a different port, and it can be turned on/off as desired.

| j‘ For more information, please see "Configure the Middleware Administration Tool" on page 9.

Overview of the Middleware Administration Tool

The home page of the middleware administration tool displays all deployed
plugins as well as each plugin's configuration(s). Multiple plugin

configurations can be created. Creating multiple plugin configurations

. . . . . D Plugin 2.1.7129.27787 | : Edit Middl. Confi ti
allows a single plugin to integrate with multiple systems, such as two e o appumfj: L. Hedieare Fomguaten
dlﬁerent B Senes Appllances' Test Config (Appliance: appliance_test) i # [
Add and Edit Plugin Configurations
To add a new configuration for a deployed plugin, click the copy icon next to the plugin name. A window displays the copied o
configuration details, including connection information to a B Series Appliance and any plugin-specific settings. '
This screen also includes an option to disable a plugin configuration. ﬂ
For a specific plugin configuration, the following options are available:
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E}' Edit the plugin configuration.

’ Test the plugin configuration. Testing confirms that the plugin is configured BeyondTruSt | MODLEWAZE ADMNSTRATION T0OL
correctly and that network resources can be accessed.

Back to Overview

; Note: Test output varies between plugins. Demo Plugin

Prod Config (Appliance: appliance_prod)

SUCCESS

Test XML API Test
Result: Success

Command API Access: full_access

Can View Support Session Reperts and Recordings? True
Can View Presentation Session Reports and Recordings? True
Can View License Usage Reports? False

Can View Archive Reports? False

Can Perform Backups? False

Api Version: 1.19.0

Company API Name: jarodpsdev

Test C gin - Ce tion Test
Result: Success
Ok

n'_l Delete the plugin configuration.

IMPORTANT!

The configuration cannot be recovered after deletion.

Note: Configuration changes made via the middleware administration tool are immediately effective. It is not necessary to
restart the Windows service.

View Plugin Event History

To view the event history for a plugin, click the history icon next to the plugin name. A page shows key details of each event the o
plugin has processed. The period history available depends on the event retention configured in the middleware administration
tool. The default is seven days.

On the plugin events page, the following functionality is available:

BeyondTrust | MDDLEWARE ADMINSTRATION TOOL

o Page and filter text
. Demo Plugin Events
+ Viewraw event data R
« View error data if event processing failed. . -
SOV (U IR o epten | vntas S| oo | e
« Find the event GUID, an identifier attached to every log — & |ormm | o —

message for the event.
« Replay an event (i.e., sending the event to the plugin to reprocess). This can be useful for events that fail for transient reasons,
such as a network issue.
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| j‘ For information on how to change this event retention setting, see "Configure the Middleware Administration Tool" on page 9.

Work with the Event Retries for a Plugin

To view the active retries for a plugin, click the clipboard icon located next to the history icon. A page displays details about each retry.
The retry is removed from this page when the plugin:

o Successfully processes the event
« Reaches the retry limit
The retries are attempted using a Fibonacci backoff strategy. This strategy staggers the retries, with the first attempt taking place five

seconds after the initial failure. The maximum number of retries is set in the plugin configuration. The Retry Events page provides the
functionality required to replay the event before the next attempt time.

BeyondTrust | MIDDLEWARE ADMINISTRATION TOOL

Back to Overview

Demo Plugin Retries

Event Guid Attempt Number Last Attempt Timestamp Next Attempt Timestamp Replay Event

40846487-3094-4C20-83d5-06675405bD63 1 2019-07-09 16:14:37.683 2019-07-09 16:14:42 683 Replay

Configure the Middleware Administration Tool

You can modify the middleware administration tool to run on a different port, and you can turn it on or off as desired. You also can change
the length of time that events are stored.

1. From the home page of the middleware administration tool, click the
Edit Middleware Configuration link. ¢ o

2. The following configuration options are available: Demo Plugin 2.1.712927787 4 & @ Edit Middieware Configuration
Prod Config (Appliance: appliance_prod) i, # [

« Logging Level: Defines the logging level for the
BeyondTrust Middleware Engine. Modifications to this value
take effect immediately. For maximum logging, select

Test Config (Appliance: appliance_test) &' # @

DEBUG. For minimum logging, select ERROR. i || s
o Outbound Event Base Address: The base address -
BeyondTrust Middleware Engine listens to for outbound Sl Middleware Configuraton
events from a B Series Appliance. If this value is changed, e - d
the Windows service must be restarted. T |
« Middleware Administration Tool Enabled: If disabled, the U

fon Tool Enabled
Integration Middieware Adminiiration Tool s enabled. f disabled, Iis inertace wil n0 longer be avallable ater Ihe nex! festarl. To re-enable, edil he

web-based tool is not available. If this value is changed, the
Windows service must be restarted.

Midaleware Administration Tool Base Addre:

‘)

« Middleware Administration Tool Base Address: The
base address on which the administration tool runs. If this
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value is changed, the Windows service must be restarted.

+ Event Retention Days: The number of days to keep a record of events delivered to plugins. If this value is changed, the
Windows service must be restarted.

3. If desired, this configuration can be edited from a file, for example, when the administration tool is disabled.

« Go to the directory where the BeyondTrust Middleware Engine is installed.
« Inatext editor, open MiddlewareConfig.txt.
o Edit the file as needed. The file is in JSON format. Valid LogLevel values are ERROR, INFO, WARN, and DEBUG.

Note: When changing the LogLevel from the text file, the change is not immediately effective. The log level can change
dynamically only when it is changed from the administration tool user interface.

Below is the default configuration:

"LogLevel": "ERROR",

"EngineBaseAddress": "http://+:8180/",
"AdminToolEnabled": true,

"AdminToolBaseAddress": "http://127.0.0.1:53231/",
"EventRetentionDays": 7

}

After making any changes, restart the Windows service.
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Use IIS as a Reverse Proxy for the BeyondTrust Middleware
Engine

The following steps show you how to set up and configure IS to work as a reverse proxy for the BeyondTrust Middleware Engine. This
supports scenarios where outbound events from the B Series Appliance must go over port 443, such as outbound events from
BeyondTrust Cloud.

f Note: These instructions require that the outbound event setup for installing the middleware engine has been completed.

1. Inthe lIS Server Manager dashboard, click Add roles and
features.

WELCOME TO SERVER MANAGER

2. Click Next on the next screen.

o Configure this local server

QUICK START
2 Add roles and features

3. Under Select installation type, select Role-based or feature- T Add Roles and Feaures Wizard - o x
based installation. Click Next. . . e
Select installation type WaoieA

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin :
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role servicas, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD)) to ereate a virtual machine-based
or session-based desktop deployment.

[<previous | [ Next> | Install Cancel
4. Under Server Selection, choose Select a server from the server i Add Roles and Fatures Wizard _ o x
pool and select the desired server. Click Next. L -
Select destination server waoss.

Before You Begin Select a server o a virtual hard disk on which to install roles and features.

Installation Type @) Select a server from the server pool
E - O Select a virtual hard disk

Server Roles Server Pool

Features

Filter:

Name 1P Address Operating System

W2016-Auto

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

[[<Brevious | [ Next> | Install Cancel

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 1
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



) BeyondTrust

MIDDLEWARE EN

PRIVILEGED REMOTE ACCESS

GINE INSTALLATION AN

D CONFIGURATION

5. Under Server Roles, select Web Server (lIS). Click Next.

6. When you select Web Server (lIS), you are prompted to add IS
management tools. Click Add Features.

7. Make sure that NET Framework 4.6 Features is checked, and
then click Next. You do not need to select any additional features.

SALES: www.beyondtrust.com/contact
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Befora You Begin
Installation Type

Server Selection

Features

Web Server Role (IIs)
Role Services

Confirmation

& Add Roles and Features Wizard

=¥

Select server roles

Select one or more roles to install on the selected server.

Roles

| Active Directory Federation Services "
[ Active Directory Lightweight Directory Services
] Active Directory Rights Management Services
[ Device Health Attestation

[ DHCP Server

[0 DNs Server

[ FaxServer

(W] File and Storage Services (1 of 12 installed)

[ Host Guardian Service

[ Hyper-v

[ MultiPoint Services

[ Network Policy and Access Services

[0 Print and Document Services

[J Remote Access

[J Remote Desktop Services

[ Volume Activation Services

~

jows Deployment Services
[ Windows Server Essentials Experience
[ Windows Server Update Services 5

o X

DESTINATION SERVER
Auto.

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

[ <previous | [ next>

Cancel

| Install

. =] P

DESTINATION SERVER
W2016-Auto

=

Add Roles and Features Wizard

Add features that are required for Web Server (IIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (IiS)

4 Management Tools
[Tools] IS Management Console

Include management tools (if applicable)

] e |

X

tion

rver (1IS) provides a reliable,
feable, and scalable Web
ftion infrastructure.

T Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Web Server Role (I5)
Role Services

Confirmation

< Previous | [ Next>

=

Install

Select one or more features to install on the selected server.

Features

(M) NET Framework .
v (W] .NET Framework 4.6 Features (2 of 7 installed)

¢ [ Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

BitLocker Network Unlock

BranchCache

Client for NFS

Containers

Data Center Bridging

Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management

1/0 Quality of Service

1IS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iSNS Server service

LPR Port Monitor v

JOO0000000000ood

o X

'DESTINATION SERVER
Auto

Description

.NET Framework 3.5 combines the
power of the NET Framework 20
APIs wiith new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to mode! 2 range of
business processes.

[ <Previous | [ Mext>

Cancel

| Install
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8. Under Web Server Role (lIS), click Role Services on the left
menu. Check that the necessary default values are checked.

9. Click Next, then Install.

T Add Roles and Features Wizard

Select role services

Before You Begin

Installation Type

- o X

DESTINATION SERVER
E-Auto

Select the role services to install for Web Server (IIS)

Description

Server Selection
Server Roles
Features

TTP Enrors

Default Document
rectory Browsing

Static Content

[J HTTP Redirection

[ WebDAY Publishing create Web-based applications.
4 [ Health and Diagnostics

| Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to

HTTP Logging
[ Custom Logging
[ Logging Tools
[C] 0DBC Logging
[ Request Monitor
Tracing
4 [ Performance
Static Content Compression
[ Dynamic Content Compression

4 V] Security v
[ <previous | [ ment> | Install Cancel
10. A progress bar indicates that the installation is taking place. When . Add Roles and Festres izrd - o x
the installation is complete, click Close. o
piete, Installation progress T iAo

View installation progress

@ Festure installation

Installation succeeded on W2016-Auto.

Web Server (IIS) -
Management Tools
1S Management Console
Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics.
HTTP Loaaina v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | [ Next> Close Cancel

Install additional IIS Modules

If not already installed:

« Download and install the Microsoft IS URL Rewrite module from: https://www.iis.net/downloads/microsoft/url-rewrite.

« Download and install the Microsoft IIS Application Request Routing module from:
https://www.iis.net/downloads/microsoft/application-request-routing.

o Restart the World Wide Web Publishing Service.

Set Up SSL

Open the 1IS Manager application, and then click the server name on the left pane.
Click Server Certificates.

In the Actions menu, choose to Import your certificate. If a CA certificate is not available, or the configuration is for a development
or testing site, you can select Create a Self-Signed Certificate.

On the right panel, under Sites, select the Default Web Site.
5. From the Actions menu, click Bindings.
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6. Add abinding and choose type https.

7. Choose the SSL certificate you imported or created in the previous step.

Configure the Reverse Proxy

On the right panel, under Sites, select Default Web Site.

Double-click URL Rewrite.

Click Add Rule(s)...

Select Reverse Proxy. If prompted to enable proxy functionality, click OK.
Enter 127.0.0.1:8180 as the server name and leave other options as default.
Restart the Default Web Site.

o gk wh =

Set Up Optional BeyondTrust Outbound Event to Validate the Certificate

If desired, you may set up the B Series Appliance to validate the server certificate when sending an outbound event.

f’ Note: You must have a valid CA certificate in IIS for this setting to work.

1. Inthe B Series Appliance, navigate to Management > Outbound Events.
2. Editthe desired outbound event.
3. Enable the CA Certificate option. Click Choose File and select your CA certificate.
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BeyondTrust Privileged Remote Access Middleware Engine

Troubleshooting

Installation prerequisites have not
been met.

Invalid configuration in <install_
dir>\MiddlewareConfig.txt.

BeyondTrust
Middleware Engine
Windows service fails to
start.

For information, please
see "Install the
BeyondTrust Privileged
Remote Access
Middleware Engine" on

page 4.

Invalid configuration of the plugin.

Invalid API configuration on the B
Series Appliance (e.g., the API
account not having proper privileges
or incorrect outbound event
configuration).

Events are not being
delivered to a plugin as
expected.

Invalid network configuration.

Invalid configuration of the plugin.
An eventis delivered to a . ) .
) P Invalid network configuration.
plugin but is failing.

Other issues.

For additional troubleshooting information, open the Windows
Event Viewer and look for any messages in the application log
with a source of MiddlewareEngineService or
BeyondTrustMiddlewareEngine.

Additional error messages can be found in
\Logs\BomgarMiddlewareEngineService.log, where the
BeyondTrust Middleware Engine is installed.

If this is a new installation, the BeyondTrust Middleware Engine
can be uninstalled and reinstalled from Windows Programs and
Features.

If the service no longer starts after the MiddlewareConfig.txt file
has been modified, either resolve any issues with the
MiddlewareConfig.txt file and try again or delete the
MiddlewareConfig.txt file and start the service. The BeyondTrust
Middleware Engine uses the default values for configuration. The
service should now start, and the admin tool can be used to modify
the configuration.

Enable DEBUG logging by opening the administration tool,
clicking Edit Middleware Configuration, changing the log level,
and saving.

Run a test on the plugin configuration in the middleware
administration tool.

Read the documentation for the specific plugin and ensure the
configuration is correct.

Enable DEBUG logging by opening the administration tool,
clicking Edit Middleware Configuration, changing the log level,
and saving.

Run a test on the plugin configuration in the middleware
administration tool.

Read the documentation for the specific plugin and ensure the
configuration is correct.

In the administration tool, click the history icon next to the plugin.
View the list of events and find the one that is failing. Click the link
to view the error detail. If the error detail is not enough to diagnose
the issue, note the Event GUID for the event, navigate to the logs
under <install_dir>\Logs, and find the log message for the event.
All log messages for the event contain the event GUID.

If unable to resolve an issue, please contact BeyondTrust Support at https://www.beyondtrust.com/docs/index.htm.
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