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Integration Client Guide

The BeyondTrust Privileged Remote Access (PRA) Integration Client is used to transfer session logs and recordings from the
BeyondTrust Appliance B Series to an external system. Two external systems are currently supported: Microsoft SQL Server and
Windows-based file systems.

The BeyondTrust Integration Client supports plugins for these systems. A plugin defines the transfer details, such as the destination
directory/file name or database to use. Plugin details and the standard SQL Server Schema are defined later in this guide.

This guide walks you through the installation and configuration process for the BeyondTrust PRA Integration Client. To begin using the
integration client initially, you should:

Ensure prerequisites are met. See "Integration Client Prerequisites" on page 4.

Download the BeyondTrust PRA Integration Client installation package from the Support Portal.
Install the integration client package. See "Install the BeyondTrust Integration Client" on page 5.

Configure the settings database. See "Create the Integration Client Settings Database" on page 7.

Configure the BeyondTrust PRA site. See "Configure the BeyondTrust Site Settings" on page 9.

Configure the File System or SQL Server plugin. See "Configure the File System or SQL Server Plugin Settings" on page 10.

Review the SQL Server Storage Database. See "SQL Server Storage Database" on page 14.

Set the plugin schedule. See "Set the Integration Client Schedule" on page 20.

Optional: test the integration client specific plugin. See "Test the Integration Client" on page 22.

© © ® N GO RAWD-=

—_

Review the BeyondTrust Integration Client Toolset. See "Integration Client Tools" on page 24.

If you need to migrate Integration Client data to a new server, see "Migrate Integration Client Data to a New MS SQL Server" on page 26.
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Integration Client Prerequisites

There are several prerequisites that must be in place before installing and running the integration client:

o Prior to BeyondTrust 16.1, credentials for a BeyondTrust account require permissions to view reports and make backups. For
BeyondTrust versions 16.1 and above, an AP| account with reporting and backup permissions is required.

« A Windows machine (7 or later) with access to both the external system to which data is to be transferred and the BeyondTrust
PRA site from which data is to be extracted.

» Storage space sufficient to retain all desired recordings, session data, and backups.

o Microsoft .NET Framework 4.5 or later

+ On the host system, an enabled cipher suite matching one enabled on /appliance > Security > SSL/TLS Configuration
o The XML APl interface enabled from the /login > Management > API Configuration page

The SQL Server has an additional set of requirements:

« Microsoft SQL Server Database 2008, 2008 R2, or 2012 Standard Edition or above. If you are running an earlier version of SQL
Server, contact BeyondTrust Technical Support to determine if the database can be configured for your environment. BeyondTrust
suggests a size of 100 GBs for the server database.

« Permission to create tables and execute INSERT, UPDATE, DELETE and SELECT statements in a specific database. Two tables
are required on the SQL Server.

You may download the integration client installer from the Support Portal.
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Install the BeyondTrust Integration Client

Once you have met the prerequisites and received the integration client installation package from BeyondTrust Technical Support, you
are ready to install the client.

1. To access the integration client installer, you must log into the @ BeyondTrust Integration Client Setup - X
BeyondTrust Self-Service Center at beyondtrustcorp.service-
now.com/csm.

Welcome to BeyondTrust
Integration Client Setup

Once authenticated, click on Download from the side menu.
Setup will guide you through the installation of BeyondTrust

From the list, locate the integration client compatible with your B T Integration Client.
BeyondTrust PRA site eyo rUSt Itis recommended that you close all other applications
' befare starting Setup. This will make it possible to update

4. Download the bomgar-ic-setup.exe file to your Windows system relevant system files without having ta reboot your computer:

and then runiit. Click Next o continue.

5. From the installation wizard, click Next.

Next> | | cancel
6. Read and accept the license agreement. If you do not accept the @ BeyondTrust Integration Client Setup - X
license agreement, you will not be able to proceed with the Disclaimer
installation. Please review the following disclaimer before installing the BeyondTrust @
Integration Client.
|SOFTWARE LICENSE AND SUBSCRIPTION ~

AGREEMENT

IMPORTANT - PLEASE REVIEW CAREFULLY THE TEREMS OF THIS
SOFTWARE LICENSE AND SUBSCRIPTION AGREEMENT. BY CLICKING
“*ACCEPTED AND AGREED TO.” CUSTOMER AGREES TO THESE TERMS ¥

If you accept the terms of the disclaimer, click | Agree to continue. You must accept the
agreement to install the BeyondTrust Integration Client.

(O)1 accept the terms of the License Agreement
(®) 1 do not accept the terms of the License Agreement

BeyondTrust, com
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7. Choose where you would like the integration client to install. The @ BeyondTrust Integration Client Setup - X
default location is C:\Program Files\Bomgar \Integration. Choose Install Location
Cheoose the folderin which to install BeyondTrust Integration Client. @
Setup will install BeyondTrust Integration Clientin the following folder. To install in
adifferent folder, click Browse and select another folder. Click Install to start the
installation.
Destination Folder
| | srowse...
Space required: 3.2 MB
Space available: 381.9 GB
BeyondTrust, com
| <Back |[ mstal | | cencel
8. Afterinstalling the integration client, choose Run BeyondTrust @ BeyondTrustIntegration Client Setup -
Integration Client and then click Finish. Once the tool is installed,
it must be configured before it can begin extracting session data c°“‘P|Et_'“9 BI?Y°“dT’“5t
from a BeyondTrust PRA site. Integration Client Setup
BeyondTrust Integration Client has been installed
on your computer.
BeyondTrUSt Click Finish to close Setup.
1 Run BeyondTrust Integration Client
= ==
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Create the Integration Client Settings Database

1. The first time you run the integration client, you are prompted to create

a settings database. Click OK to continue. System Setup X

The software has detected that this is its first run,
You must create a settings database,

Press OF to continue or Cancel to exit,

E I i | Cancel

2. This database stores the BeyondTrust PRA site information, @ Settings Diatabase Setup X
schedule settings, and other configuration information that the tool If you alkeady have a settings database, enter the connection string below.
uses to transfer information. To create a settings database, click the Dtherwise click Create Database to create a new one.
Create Database link.

Connection String:

Connection Sting: |

Tieaie Database!

3. Inthe configuration dialog, enter the settings for your new database. @ Create Settings Database X
These settings are defined in the table below. Once you have
entered the appropriate settings, click the Create Database button.

This dialog allows you to create a settings database to store a list of sites and SOL Servers.
Please supply information for the appropriate SQL Server below.

() Store settings in a Microsoflt Access Database [.mdb)
MDE Filz Path: C:\ProgramD statBomgarintegration’settings.mdb

(® Store settings in a Microsoft SOL Server database

Database Mame:

SOL Server [lacalhost |
Authentication Type: @® SOLServer () Wwindows
Usemame: ‘sa

Password: ‘ |

Other Cornection Params: ‘

Databaze Schema File: ‘C “Program Files\B omgartIntegration\D atabazeS chema. uml H:l
Field | Explanation
Store Settings In Choose to store the Integration Client settings in a Microsoft Access Database (.mdb) or a Microsoft SQL
Server Database.
.MDB File Path The path to the Microsoft Access Database storing the settings database.
Database Name The name of this SQL Server settings database.
SQL Server The name of the SQL Server instance storing the settings database.
Authentication Type Use SQL Server if a specific username and password are required. Use Windows if the logged-in Windows
user account is required. See your SQL Server documentation for more details.
Username The username used to access the SQL Server database.
Password The password used to access the SQL Server database.
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Field | Explanation
Other Connection Optional field. Use this to specify additional connection string parameters which may be necessary for your
Params specific database environment. See your SQL Server documentation for more details.

Database Schema File Leave this at its default setting unless otherwise instructed by a BeyondTrust technician.

4. Once you have created the database, the new string for the settings @ Settings Database Setup %
database aUtomat|Ca||y popUIateS the conneCtion String fleld- If you alieady have a settings database. enter the connection string below.
Click Save to complete the settings database setup. Dtherwise click Create Database to create a new one.
Connection String;
. - o oan Connection Sting: I
Note: The settings database is distinct and must be kept separate e b
from all storage databases.
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Configure the BeyondTrust Site Settings

1. After you have created the settings database, you are prompted to 'Symm Setup ==
enter information for one or more BeyondTrust PRA sites from

which the integration client extracts session data. Click OK to
continue You must enter ene or more sites in order te begin using this software,

Press OK to continue or Cancel to exit.

ok || cancel
A "y
2. Ifthe |nFegrat|on cll.ent is alr(.aady |r]stalled and You WISh to update or @ BeyondTrust Integration Client _ %
add a site, select Site Configuration from the integration client
Setup dropdown. Tools | Setup | Help
| Site Configuration
Stetes Plugin Configurati
Sched ugin Lontiguration
Last 9 Schedule Configuration
Mext Install Plugin...
Last F - i - 18:46 AM
Application Settings
Log Fi MNotification Settings

3. When the Site Configuration dialog appears, click the New button ® sie Configuration _ x
to input your BeyondTrust PRA site information. e vtomaen

Display Name: [Example |
@® User Account O) APl Account

4. Enter a name for this site configuration and the URL of the site (note R
that https:// should NOT be included) URL: asppar sxampie com |

Usemame: [admin |
Password; [ |

5. For BeyondTrust PRA sites on version 16.1 and above, you must
provide the Client ID and Client Secret for an API account with iy |
permissions to view reports and recordings. If you plan to pull site Conen: | ‘
backups, backup API permissions must also be enabled for the API Tet | [pdee | [ ]
account. Click Edit on the API user account to identify the OAuth
Client ID, and click Generate New Client Secret and record the
secret.

x Note: For BeyondTrust PRA sites running version 16.1 and above, if the account's password is reset, the integration

client stops pulling data until the site configuration is updated. To prevent this break, it is recommended that you create
a special account for the integration client with only permissions needed to retrieve the desired data and with a
password set to never expire.

6. Optionally, you may apply a password to any backups created. If you do choose to set a password, you must provide this
password in order to revert to the backup.

Test the supplied credentials and then click Save.

Note that the integration client supports more than one site. If session data from additional sites needs to be extracted, click the
New button again and repeat the configuration process. The host_name in the session table distinguishes the data.

9. When you have finished entering your BeyondTrust site information, click Next.
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Configure the File System or SQL Server Plugin Settings

Plugins are used to send the downloaded data to external systems. You can add plugins during your initial setup, or you can also add
plugins at any time once the integration client is installed. There are two standard plugins that are installed when you install the integration
client: File System and SQL Server.

Note: Session data is stored on Windows file systems as XML files. Reading these files may prove difficult without a third-
party XML parser. SQL Server databases make parsing and management of session data significantly more manageable.
However, SQL Server databases cannot be used to store session recordings or site backups.

1. After the initial installation, click Yes to install your plugin. (G (e |

You should configure one or more plugins to communicate with an
external system. Plugins allow information to be transferred to an
external system after it is downloaded frem a Bomgar support site,

Do you want to configure your plugins now?

Yes | ’ Mo
2. Ifthe |nteg.rat|on clientis ?Iready !nstallt?d and you w!sh to update or @ BeyondTrust Integration Client . w
add a plugin, select Plugin Configuration from the integration
client Setup dropdown. Tools | Setup | Help
Site Configuration
Status | Plugin Configurati
Sched ugin Configuration
Last 9 Schedule Configuration
Next Install Plugin...
Last F - . - 18:46 AM
Application Settings
Log A Motification Settings

3. From the dropdown at the top of the plugin configuration dialog, @ Plugin Configuraton x
select the type of plugin you would like to configure, and then click [Fe Sen iy I -
Add. DI RS Desinstin Name. New Plugin Instanice
~ Step 2: Session Data
Iy . . . " . Data Destination Director
4. Specific directions for the standard plugins' configurations are Do i N Coet Pty eperdlobc

Data File Name Fomnat %LSEQ%%LSID%xml
Step 3: Session Recordings
Reconding Destination Directory
Reconding Download Fommat mav
Recording File Name Corflict Handing Appendhumber
Recording File Name Format “LSEQ%-%L5ID% EXTENSION®:
Step 4: Command Shell Recordings
Command Shell Recording Destnation
Command Shell Recording Download F M4V hd
Command Shell Recording Destination Directory
Directory in which to store the downloaded command shell recordings.

<

detailed in the tables below. Configure the settings and click Save.

<

[ Delete || Save || Canesl
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File System Plugin Settings

The table below details the fields on the right of the Plugin Configuration screen for the File System plugin.

Field Name Description
Destination Name The name of this plugin instance. This name is used by the integration client for display and logging
purposes.
Destination Directory The directory storing the appropriate XML data, recordings, or site backups. Do not enter a mapped
drive in the directory. Unless the directory is local, you must enter a UNC path.
Download Format Leave this at its default setting unless otherwise instructed by a BeyondTrust technician.
File Name Conflict Handling The action to be taken when the file name already exists. See below for information about the

handling options.

File Name Format The format creating the file name for the appropriate XML data, recordings, or site backups. See
below for special replacement values.

Retention Count The number of prior backups to keep. Leave this field empty to keep all backups.
The table below describes the options available for File Name Conflict Handling.

Option ‘ Description

AppendNumber If the destination file name exists, then a new file is created with a number inserted just before the last
period in the file name. The value of the number is the smallest possible integer capable of
guaranteeing that the file name is unique.

For example, if the recording for session LSID 1234 is downloaded and the file
access.example.com-support-1234.flv already exists, then the file access.example.com-
support-1234.1.flv will be created. Likewise, if access.example.com-support-1234.1.flv already
exists, then access.example.com-support-1234.2.flv will be created.

Overwrite If the destination file name already exists, then the contents of the existing file are overwritten with the
most recently downloaded data.

Skip If the destination file name exists, then the existing file is NOT overwritten, and no new file is created.

Special Replacement Values

These are File Name Format replacement value fields. All special replacement values start and end with a percent sign (%). Only
UPPER CASE characters and underscores (_) are valid characters between the percent signs. Replacement values are case sensitive.
Replacement Name ‘ Description

%LSEQ% An incrementing number that can be used if your application needs to represent sessions in a non-
string format.

g Note: The LSEQ element is not guaranteed to be unique or strictly sequential.

%LSID% The session's unique string ID.
%EXTERNAL_KEY % The session's external key.
%SESSION_TYPE% The session's type name.

%SUPPORT_SITE_HOST% The hostname of the site from which the session data or the site backup was downloaded.
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Replacement Name Description

%INSTANCE% The instance number of the command shell recording or Show My Screen recording. Because
multiple shells can be run during a session, one session may have multiple command shell
recordings. Likewise, multiple Show My Screen sessions may be run, resulting in multiple Show My
Screen recordings.

%EXTENSION% The file extension name.

Service Properties for Remote Locations

1. If you configured a plugin to save to a network drive or IP address, you need to modify the BeyondTrust Integration Client service.
Open your services management console by typing services.msc using your Windows Run dialog.

Note: Do not enter a mapped drive in the Plugin Configuration screen's Destination Directory field. Unless this directory is
local, you must use a UNC path.

Right-click the BeyondTrust Integration Client scheduler service and select Properties.

Select the Log On tab and change the Log on as setting to This account, using an account with rights to the network location.
This is most likely be a domain account.

Apply the changes and close the dialog.
5. Restart the BeyondTrust Integration Client scheduler service for the change to take effect.
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SQL Server Plugin

When you select to add a SQL Server plugin, the following screen is © Plugin Configuraton «
displayed. [5aL Senvec V] [rad ] g2 =

Step 1: Friendly Name

Destination Name New Plugin Instance

~ Step 2: Sal Server Connection Information
Connection String

~ Step 3: Storage Options

Shouid Store System Infomation Faise

Connection String
Sal Server Cannection Sting

Delete || Save || Cancel

The table below details the fields for the SQL Server plugin.

Name Description

Destination Name The name of this plugin instance. This name is used by the integration client for display and logging
purposes.
Connection String The connection string used to connect to the database where session data is stored.
Should Store System True or False. Designates if the system information is stored. This is the system information collected
Information during a remote session.
Clicking the [...] button next to the Connection String setting brings up Database Connection String - oo
another dialog. Enter your database connection information as required. Enter the database connection information. IFthe database doss not exist then it will be
created automatically.
SQL Server: |
Database Mame: |ETSession5 |

Authertication Type: () Windows (®) 50L Server

Usemame: | |

Password: | |

Additional Connection String Parameters

ok || cancel |
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SQL Server Storage Database

The following diagram shows the tables created in the SQL Server database with the standard SQL Server plugin. An explanation of each
of the tables is detailed in the following pages.

representative
% id
gs_number
team . session_jd
) Session -
T id 7 id user_id
session_id lsid UsEr_name
k id i
2anm_j — bype [ display_name
name start time public_display_name
is_primaty end ;me display _number
dur;:ion public_ip
file_transfers private_ip
. host_name I5_Dner
custom_attribute is_ primary
) external_key
# d duration
. public_site_id
session_id host name
display name public_site_name =
play_ e | operating_system
code_name =0
value jump_eroup_id
JUmp_eroup_name
jump_grl:uup_type =2—00| customer
7 id
system_information i session_id
7 id [l gs_number
session_jd 8 issue
category oo=—t=| gassion event issue_description
information ? id di5p|av_name
session_id COMpany_name
bype company_code
session_event_data CO=E=|  event_time public_ip
W id performed_by private_ip
session_event_id performed_by_type rpat_support
name destination hiosk_name
walue destination_type operating_system

Session Table

This table is the root of all information inserted into the database. Each row represents a BeyondTrust session.
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id
Isid
type

start_time

end_time

duration
file_transfers

host_name

external_key

public_site_id

public_site_name

jump_group_id

jump_group_name

jump_group_type

Iseq

An auto-incrementing number uniquely identifying this field in the database.
An alphanumeric identification which uniquely identifies this session.
The type of session. Currently, support is the only value supported.

The time at which the session began either by the customer's running the customer client or by the
representative's initiating a Jump session. Date is returned in UTC format.

The time at which the session ended by the representative's closing the session. Date is returned in UTC
format. This field is empty for sessions which are still in progress when the data was extracted or which
closed abnormally.

Session length in HH:MM:SS format.
The number of file transfers which occurred during the session.
The hostname of the BeyondTrust PRA site through which the session occurred.

An arbitrary string can link this session to an identifier on an external system, such as a ticket ID. This can
be input from within the access console or defined programmatically.

The identification of the site. This defaults to 1.
The name of the BeyondTrust site. Unless set, this contains the value Default.

This is the Jump Group's unique ID for its type. Jump Groups of different types can have the same ID. For
Personal Jump Groups, this is the unique ID of the user who owns the Jump Group. Each user can only
have a single Personal Jump Group.

The element's content is the name of the Jump Group. For Personal Jump Groups, the name of the Jump
Group is the Private Display Name of the representative who owns the Jump Group.

This is the Jump Group's type, which can be "shared" or "personal".

An incrementing number used to represent sessions in a non-string format.

f Note: The LSEQ element is not guaranteed to be unique or strictly sequential.

Session_Event Table

This table links to the session table via the session_id field. Each row in this table represents a session event taking place during a
session. Sessions can have multiple session events.

session_id

An auto-incrementing number uniquely identifying this field in the database.
The ID of the session in which this event occurred. This field links a session_event row to a session row.
The type of event that occurred. Event types include:

Chat Message Registry Exported

Command Shell Session Started Rgisetry Imported
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performed_by_type
destination

destination_type
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Conference Member Added
Conference Member Departed
Conference Member State Changed
Conference Owner Changed
Directory Created

External Key

File Deleted

File Download

File Download Failed

File Moved

File Upload

File Upload Failed

Files Shared

Foreground Window Changed

The name of the entity performing the action.

The type of entity performing the action.

The entity to which the event was directed.

Registry Key Added
Registry Key Deleted
Registry Key Renamed
Registry Value Added
Registry Value Deleted
Registry Value Modified
Registry Value Renamed
Remote Shell Session Started
Service Access Allowed
Session End

Session Note Added
Session Start

Show My Screen Recording

System Information Retrieved

The time at which the event occurred. The time is returned in UTC format.

The name of the entity to whom this action was directed.

Session_Event_Data Table

This table links to the session_event table via the session_event_id field. Each row in this table represents a single key-value pair
associated with a particular session event. Session events can have multiple key-value pairs.

An auto-incrementing number uniquely identifying this field in the database.

The ID of the session event to which this key-value pair belongs. This field links a session_event_data row

session_event_id .
- - to a session_event row.

The key of this field.

The value of this field.

System_Information Table

This table links to the session_event table via the session_event_id field. Each row in this table represents multiple categories of
system information collected per a session_event.
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% Note: System information is logged only when pulled automatically at the beginning of the session and not when specifically
requested by the user. This prevents the system from being overloaded with large amounts of dynamic data.

An auto-incrementing number uniquely identying this field in the database.
session_event_id The ID of the session event to which this system information belongs.

The type of system information. Types include categories, such as the following: General, Memory,
category Drives, Processes, Events, Network, and Programs. There are additional categories available. The
category is based on the remote operating system.

Contains multiple <field> elements, each of which contains a descriptor for the specific data field. For

information example, the Drives category would have <field> elements Drive, Type, Percent Used, etc.

User Table

This table links to the session table via the session_id field. Each row in this table represents a user who participated in this session.
Sessions can have multiple user fields.

An auto-incrementing number uniquely identifying this field in the database.

Uniquely identifies the user regarding their current connection to the B Series Appliance. A gsnumber is
assigned on a per-connection basis, so if a user leaves a session and then rejoins without logging out of the
B Series Appliance, their gsnumber remains the same. However, if the user's connection is terminated for
any reason, when the user logs back into the B Series Appliance, they are assigned a new gsnumber. A
gsnumber may be recycled, so while two people connected at the same time never have the same
gsnumber, one person may have a gsnumber assigned to another person in the past.

gs_number

session_id The ID of the session in which this user participated. This field links a user row to a session row.
The unique ID assigned to the user.
user_name The username assigned to the user.

The private display name assigned to the user. This field contains the private display name's value at the
display_name time of the session, which may not match the current value if the private display name has subsequently
been changed.

The public display name assigned to the user. This field contains the public display name's value at the time
public_display_name of the session, which may not match the current value if the public display name has subsequently been
changed.

The display number assigned to the user. This is the display number at the time of the session and may not
match the current value.

display_number

public_ip The user's public IP address.
private_ip The user's private IP address.

Integer value (1 or 0) indicating whether the user was an actual owner of the session or was merely a

is_owner
- conference member.
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is_primary Integer value (1 or 0) indicating if the user was the final user to own the session.
duration Integer value indicating the number of seconds the user was involved in this session.

host_name The hostname of the user's computer.

operating_system The operating system of the user's computer.

Team Table

This table links to the session table via the session_id field. Each row in this table represents a team queue to which this session was
assigned. Sessions can have multiple team fields.

An auto-incrementing number uniquely identifying this field in the database.
session_id The ID of the session of which this team was an owner. This field links a team row to a session row.
team_id The unique ID assigned to this team.

The display name of the team.This field contains the team name as it currently appears, which may not
match the value at the time of the session if the team name has been subsequently changed.

is_primary Integer value (1 or 0) indicating if this team was the last team to which the session was transferred.

Endpoint (Customer) Table

This table links to the session table via the session_id field. Each row in this table represents a endpoint that participated in this session.
In the current BeyondTrust version, there will always be one endpoint field per session.

An auto-incrementing number that uniquely identifies this field in the database.
session_id The ID of the session in which this customer participated. This field links a customer row to a session row.

Uniquely identifies the customer regarding their current connection to the B Series Appliance. A gsnumber
may be recycled, so while two people connected at the same time will never have the same gsnumber, one
gs_number person may have a gsnumber that was assigned to another person in the past. Can be used to correlate a
<customer> element with a <primary_cust> or with an event's <performed_by> or <destination>
element.

The numeric ID of the issue or the representative which the customer selected from the dropdown of the
issue submission form or which was designated programmatically.

The description of the problem as entered by the customer in the Describe Your Issue text area field of the
issue submission form or as programmatically assigned.

issue_description

The display name is the name the customer provided in the issue submission form. If no name was
display_name provided, then this is populated with the name associated with the user logged into the customer's
computer.

The company name which the customer entered in the Company field on the issue submission form or

company_hame which was programmatically assigned.

company_code The code which the customer entered in the Company Code field on the issue submission form or which
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was programmatically assigned.

public_ip The customer's public IP address.

private_ip The customer's private IP address.

rpat_support Integer value (1 or 0) indicating whether the customer session is provided via RPAT.

host_name The hostname of the customer's computer.

operating_system The operating system of the customer's computer.

Custom_Attribute Table

This table links to the session table via the session_id field. Each row in this table represents a custom attribute which was assigned to
this session. Sessions can have multiple custom attribute fields.

An auto-incrementing number uniquely identifying this field in the database.

The ID of the session to which this custom attribute was assigned. This field links a custom_attribute row
to a session row.

session_id
display_name The display name of the custom attribute.
code_name The code name of the custom attribute.

The value of the custom attribute. This may have been provided by a user or assigned programmatically.
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Set the Integration Client Schedule

1. ltis generally a best practice to set a schedule for the integration T ()
client to run periodically. Upon initial installation, you are also
prompted to set up a schedule. When prompted, click Yes.

Would you like to configure a schedule to pericdically transfer
information from a support site to an external system?

If you select "Mo" now, you can still cenfigure a schedule later by
selecting "Schedule Configuration” from the "Setup” menu in the main
interface.

I Yes I ’ Mo I
2. Ifthe integration client is already |nstallt_ad and_you wish to update or @ BeyondTrust Integration Clisnt _ %
add a schedule, select Schedule Configuration from the Setup
dropdown. Tools | Setup | Help
Site Configuration
Status
ehed Plugin Ceonfiguration
lss g Schedule Configuration
Next Install Plugin...
Last F . i 02:43-45 PM
Application Settings
Log Fi Motification Settings

3. From the schedule configuration dialog, schedule a data transfer by @ schstul Conigustion x
clicking the Add button. e | B | & et
. . . . Transfers
Enter a descriptive name in the Schedule Name field. Crose e st
. ) [Testing: https//supportexa ~ | [1SQL Server] New Plugin Instanc |
5. From the Choose Site dropdown, select a configured BeyondTrust bt Sews | SE Comedsid
PRA site to act as a source from which to pull data. e
6. From the Destination dropdown, select a plugin instance to act as a g Z
s
destination for the transfer. —
Run Every: A
7. Click Add to create this data transfer instance. A new schedule
transfer row is added to the table beneath. You can add multiple Do) I =

transfer instances to one schedule if you wish the transfers to occur
simultaneously.

8. For each transfer instance, select the types of data that you wish to transfer. Recordings and site backups can be saved to afile
only and not to a SQL Server database. It is recommended to create separate schedules for backups and data extracts.

x Note: Among the five types of data the BeyondTrust integration client can download (session data, session

recordings, and site backups). All can be stored on a Windows file system. Session data is stored as .xml files, session
recordings are stored as .flv files, and site backups are stored as proprietary .nsb files. The first two types of files can
be parsed with XML as appropriate. The .nsb files can only be read by B Series Appliances via an upload from the
/login > Management > Software Management page in the Software :: Backup Settings section.

9. The Run Every setting determines how often these transfers should occur. Transfers can be scheduled from every minute to
every seven days. Transfers that are scheduled in increments of days can be set for a particular time. This could allow the transfer
to run when more server resources and bandwidth are expected to be available, such as during non-production hours.

10. Click Save to finish configuring this schedule. You can add multiple schedules to run multiple transfers.
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11. After configuring a schedule, it appears in the left pane along with a summary of information:
« Schedule Name: The descriptive name given to this schedule.

o Transfers: The number of transfer instances this schedule initiates. This is equal to the number of rows in the Transfers
section. One transfer instance may transfer multiple types of data.

« Period: The length of time scheduled between each transfer.
« Last Run: When the scheduled transfer last was run.

Note: If the integration client cannot connect to the B Series Appliance or to its transfer destination, it still marks the schedule
complete and updates the last run date. If the integration client itself experiences an error, it neither marks the schedule
complete nor updates the last run date.

ra -_-"'\
( ! ) IMPORTANT!

Ensure that the clock on the server hosting the integration client is not ahead of the clock on the B Series Appliance from which data is
being extracted. If the server clock is ahead, some data may not be downloaded. The best way to ensure that the integration client's
host server and the B Series Appliance have synchronized clocks is to use the same network time protocol (NTP) server for both.
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Test the Integration Client

1. Oncg you hg\{e at least one plugin and the BeyondTrulst PRA site © BeyondTrust Integration Client _ %
configured, it is recommended that you verify the configuration.
Open the integration client from its directory location (C:\Program Tools | Setup  Help
Files\Bomgar \Integration by default) and then run the API Tester | AP| Tester
from the Tools menu. Log File ]
Aunning

Last Scheduled Run:  Wed, Ocfober (02, 2019 10:07:20 AM
Next Scheduled Run:  Uinkmown
Last Program Run: i, October 04, 2075 08-18-46 AM

e

2. Totestthe database configuration, select one or more sites to verify @ BeyondTrust Integration Clisnt AP Tester X
from the list of configured sites. [Sevan e [0 )]
3. Choose either a start date and duration for which to pull data or Select one or more suppor sies Lo transfer

enter a specific session ID number.
4. Select the destinations you would like to test.

5. Finally, from the list of plugin operations, select one or more types of Sl FEEE
data to transfer. Fiker By
. . Date Range Session ID
6. Once you click the Download button, the API tester begins StatDate:  |9/3/2019 Process Sessions With No End Tme
transferring data based on the parameters you defined. Once the Duration (Daye): | 30
transfer is finished, verify the appropriate information was NOTE: Fitering oy applies when transfring sesskn data or sesson
successfully transferred to the selected destinations. Dtiation Opersions
Operation Name Description A

[SGL Server] sql

Command Shell Recordings ~ Sends command ¢
Show My Screen Recordings  Sends show my sc
Site Backups Sends site backuy v
< >

Transfeming

2015-10-02 13:31:00.544 [New Plugin Inst] INFO Bomgar.Integration. Uil ShowMyScreen Recording TransferDes »
2019-10-02 13:31:00.538 [New Plugin Inst] INFO Bomgar.Integration. Litil. Session TransferDestination " 1[[Bomgar
2019-10-02 13:31:00.522 [New Plugin Inst] INFO Bomgar.Integration. Litil. Show My Screen Recording TransferDes
2019-10-02 13:31:00,519 [New Plugin Inst] INFO Bomgar.Integration. Ltil. CommandShellRecording TransferDesti
2019-10-02 13:31:00,519 [New Plugin Inst] ERROR Bomgar.Integration. Ltil. Session TransferDestination 1[[Bomg
2019-10-02 13:31:00,508 [New Plugin Inst] INFO Bomgar.Integration. Litil. Session TransferDestination"1[[Bomgar
2019-10-02 13:31:00,503 [New Plugin Inst] INFO Bomgar.Integration. Ltil. CommandShellRecording TransferDesti «
>

<
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7. Alternatively, test your plugin settings by parsing data from @ BeyondTrust Integration Client API Tester X
previously downloaded XML files. From the XML Files ta.b, click the Suppor Sten | [T |
Add button to browse to one or more BeyondTrust XML files and o XL
i . les to read
then select the files you would like to parse. CAUserstadmin\Desktop\8-8cac642a6b97 15657abaad.mav
8. If you choose to transfer any type of data other than session details
(session recordings, Show My Screen recordings, command shell
recordings, access keys, or site backups), the API tester needs to Delete
connect back to the BeyondTrust PRA site. Enter either the Login Credertials
appropriate hostname and credentials for the site from which the Hoat[support examplecom | o e -
data was extracted or select the appropriate site from the dropdown Usemame:  [admin Password: [~ |
of configured sites.
9. Select the destinations you would like to test. Destination Operations
10. Finally, select one or more types of data to transfer from the list of [SQL Server] New Phugin Instance Operaion Name Desciton o
N [Metrics DB] New Plugin Instance Sessions Sends logged ses
Operat|ons [File System] New Plugin Instance Session Recordings Sends session rec
. . X Command Shell Recordings  Sends command £ v
11.  Once you click the Download button, the API tester begins parsing < >
the XML files via the methods you specified. Once the transfer is
finished, verify the appropriate information was successfully
transferred to the selected destinations. 20151002 1326.05.595 (3 scaso ] ERROR. Bemgr chegraion. At esson necLnk paid L
2019-10-02 13:28:09.817 [api_tester] INFO Bomgar.Integration. Support SiteBase raw api info: <?ml version="1.

2019-10-02 13:28:08,293 [api_tester] INFO Bomagar Integration AP Tester Using credentials
2019-10-02 13:28:08.276 [api_tester] INFO Bomgar Integration AP Tester Pulling info from XML files
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Integration Client Tools

Once you have finished setting up your integration client, you can start it

from Start > Programs > Bomgar > Integration. © BeyondTrust Integation Client - X

Tools  Setup  Help

Note: Ifthe configuration needs to be changed, the integration Status
client.sh.ould always be run as gdministrator. Otherwise, file Scheduler Status: Rorwsiog
permission access errors are likely to occur. Last Scheduled Run:  #ed, September 25 2019 01:50-47 FM
Next Scheduled Run:  Wed, September 25, 2079 07:57:47 FM
The integration client shows whether your scheduler is running, stopped, or Last Program Run:  Wed. September 25, 2015 08:74:43 AM
is not installed. Every minute, the scheduler checks to see if it has any
transfers to perform. Last Program Run displays the last time that the Loabe
integration client itself was invoked.
From the Setup menu, you can modify your site, plugin, or schedule &) BeyondTrust Integration Client - ks
conflguratlor)s. You cap al§o install gddltlonal pluglns_, such.as in- Tools m Help
house/proprietary applications or third-party applications. Finally, you can i : :
. . . s e . Site Configuration
set integration client application and notification settings. Status
Plugin Configuration
Sched
Last 9 Schedule Configuration 1838 PM
Next Install Plugin... 1938 PM
Last F - ) - 18:46 AM
Application Settings
Log Fi Motification Settings

From Application Settings, you can start and stop the scheduler, uninstall B settings X
the scheduler, and change log file directory locations. You can also set the Seheduler Log File Removal
Log File Removal field to delete the integration client's activity logs after a Seheduler Staus: il PR e
certain number of days to save disk space and make review of activity logs bt schekiee |
more manageable Uninstal Scheduier
Log File Location
Service Log File: |C.“" Data\B dTrust\l iontloghics-log.txt | ‘ Modify... |
\pplication Log Fie: [C\ProgramData\BeyondTrust\integrationtloglicstog.tet | | Modfy... |
Settings Database
Connection String: | I ‘ Modify. |
ok [ ot |[ b |
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From the Notification Settings window, you can set notification parameters. Notifications are

sent any time the integration client logs an error.

If you wish to verify that your SMTP settings are accurately configured, click Send Test.

To view a log of the integration client's activity, click Log File at the bottom
of the integration client window or select it from the Tools menu. The IC
Log tab shows activity within the integration client tool itself, while the

Service Log tab shows activity within the scheduler service.

@) Notification Settings X

Enable Motffications: E

SMTP Server: |mai|.e:amp|e com
Port:

Use S5L: &

Usemame: |admin

Password: |vuu"".

From Email Address: |iC@exampIe.com

To Email Address: |adrnin@e:ample.corn

O | [ Concsl | | sty |
@ C:\ProgramData\Bomgar\Integrationiloghic-log.bxt o X
ClearIC LogFile  Refresh
{ICTog" servies Log
[2015-08-25 08:14:35.540 [1] DEBUG Bomgar Integration P C d Line = "C-\Program exe” - A

Crypt_ste_passwords

en
2015-09-25 08:14:35,560 [1) ERROR Bomgar Integration Program Cannot exesute command line argument because the seftings file does not exist

2015-09-25 08:1:35,815 [1] DEBUG Bomgar Integration Program Command Line = “C:\Program Files\Bomgar'Integration\beyondtrust-c.exe” upgrade_support_stes

F
12019-09-25 08:14:35,830 1) ERROR Bamgar Integretion Program Cannot execute command line argument because the seftingsfie does not exist
Irtegration.Program C.

14:36,049 1] DEBUG Bor

d Line = "C:\Program o exe” plugin_args

20190925 08:14:36,224 [1] ERROR Bomgar. Integration. P

4325 ~schema_hange i it Site D Changes !
2015-09-25 03:14:36,064 [1]INFO_Bomgar Integration. Program Passing arguments to plugin 4ab0c300-447-4825-538 33adc3de T34
InvalidOy The C

et

property has not been intiiized

at System Data SqiClent. SqlConnection.PemissionDemand )
at System Data.SalClent, SalC actory P Demand{DCannection outerConneciion)
TryOpenC DbConnection outerC:

at System Data ProviderBase. DbC ection, DbC:
 TaskCompletion Source 1 retry, DbConnectionOptions userOptions)

at System Data SqiClient SqiConnection. TryOpenlnnen{TaskCompletion Source 1 retry)

at System.Data SalClient. SqiConnection. TryOpen(TaskCompletion Source 1 retry)

at System Data. Sn\l]welnlmsmﬂonnedmn Open()

:\‘ Proaram Pr C L aras) v
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Migrate Integration Client Data to a New MS SQL Server

You can migrate integrations client data from one MS SQL server to another by following the steps below.

x Note: The process may vary depending on your server software versions and configurations. The steps below provide general
guidance.

1. Backup the databases from the old server, and restore them to the new server. There are two databases to copy:
o BGAPISettings
« BGinfo

2. Relocate BGAPISettings database in the IC Setup / Application Settings menu.
3. Reconnect the Integration Client to the new SQL server by reconfiguring the SQL Plugin.

i For more information, please see the following:
o For backing up and restoring databases, Copy Databases with Backup and Restore at https://learn.microsoft.com/en-
us/sql/relational-databases/databases/copy-databases-with-backup-and-restore ?view=sql-server-ver16.
o Forrelocating the database, "Create the Integration Client Settings Database" on page 7.
o Forreconfiguring the SQL Plugin, "Configure the File System or SQL Server Plugin Settings" on page 10.
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