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Configure ldentity Providers for Identity Security Insights

Identity Security Insights supports connecting to your third-party single sign-on applications. Configuring an identity provider allows
members of your organization secure and authorized access to the Insights platform, enabling you to centrally manage accounts,
passwords, and identity verification in a manner familiar to both your users and security team.

Insights currently supports the following identity providers using SAML.:

« Microsoft Entra ID

o Okta

« PingOne
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Configure Microsoft Entra ID as an Identity Provider

Companies using Microsoft Azure to manage identity verification can integrate with Identity Security Insights to provide authorized access
to their users. This guide describes how to create a new application in Microsoft Azure and register the application credentials in Insights.

Note: You must have your Microsoft Azure dashboard and Identity Security Insights open simultaneously to complete setup.
Ensure you are logged in as an administrator in both Microsoft Azure and Insights prior to beginning.

Create a New Application in Microsoft Entra ID

To begin adding Microsoft Azure as an identity provider, you must create a new application for Identity Security Insights within Microsoft
Azure.

Open your Microsoft Entra ID console, and ensure you are logged in as an administrator.
Search for and select Enterprise applications.
Select New application, then Create your own application.

Enterprise applicaions | Al applications > Create your own application x

In the Create your own application panel, provide a human- Browse Azure AD Gallery

readable name (e.g., Identity Security Insights), select Integrate § Coseroemnntn | 9 ot

any other application you don't find in the gallery (Non- e
gallery), and click Create. e —
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5. You are redirected to the management page for your new
application. From this page, select Set up single sign-on, and
configure the following:

+ Under Select a single sign-on method, choose SAML.
« Basic SAML Configuration: Select SAML 2.0.

« Identifier (Entity ID): The URL of your Insights app (e.g.,
example.io).

+ Reply URL: A temporary placeholder URL to complete the
app creation (e.g., https://placeholderazure.com). This
value will be edited with a URL generated by the Insights application in a later step.

6. Click Save.

Add a New Ildentity Provider in Identity Security Insights

To register an identity provider for use with Insights, it must be created within the Insights console.

Within your Insights Organization dashboard, add a new identity provider using the following steps:

1. Navigate to Menu > Identity & Authentication Providers and click Add New Identity Provider.
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2. Provide the following information in the Add New Authentication

. ADD NEW AUTHENTICATION PROVIDER
Provider panel:

Authentication Provider

+ Provider Name: The name of your SSO service, or a
human-readable name for reference (e.g., Microsoft Azure).
« Binding Type: Select Post from the dropdown.

+ Domain Name: Your organization’s email domain (e.g.,
example.com).

« Service Provider Entity ID: The URL of your Insights app
(e.g., example.io).

g Note: Ensure that the Service Provider Entity ID matches the Identifier (Entity ID) configured in your Azure application.

Provide Your Microsoft Azure Credentials

Once your Microsoft Azure application is created, Microsoft Azure generates several values required by Insights to complete setup.

g Note: To provide these credentials to Insights, you must have both the Microsoft Azure and Insights dashboards open
simultaneously.

1. Within the Azure dashboard, open your app configuration from Step 2, if it is not already open (search for Enterprise
applications, and click your new Insights app).

Click Single sign-on for your new Insights app.

Under SAML Certificates, click Download beside Federation
Identity Security Insights | SAML-based Sign-on
Metadata XML.

7 Upload metadatafile ) Change single sign-on mode #= Test this application | &7 Got feedback?

4. Open the XML file and provide the following values to the Identity O [ I
Security Insights Add New Authentication Provider panel 7 e 7
(opened in Step 1): - :
o Copy the entitylD from the top line of the document, and P |
paste the value into the Insights Identity Provider Entity ID )

Required No
Active o
Expired o

field.

« Copy the encoded certificate between the
<X509Certificate> tags of the document, and paste the
certificate into the Insights tab labeled Certificate 1.

¢ Close the XML document.

O et ensty Securty nsighs

Youll need to configur the application to link with Azure AD.

o RO TRETeT

Logout URL hitpsy/loginmicrosoftonline.com/3310467(-19a4-... &

5. Inyour Azure app configuration, under Set up for your application, copy the Login URL. Within the Insights Add New
Authentication Provider panel, paste the Login URL value into the field labeled Identity Provider Sign-On URL.

6. Within the Insights Add New Authentication Provider panel, click Save Settings.

Update Your Azure Single Sign-On URL

The Insights application now generates a unique single sign-on URL to use with Microsoft Azure. To provide this URL to Microsoft Azure,
follow the below steps:
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1. Within the Identity & Authentication Providers dashboard in Identity Security Insights, click Actions to the right of your newly
configured identity provider and select Edit.

Copy the SAML Single Sign-On URL.
2. Inyour Azure app configuration (in Azure, search for Enterprise

applications, and click your new Insights app), select Edit under
Basic SAML Configuration.

Basic SAML Configuration

per—

Reply URL: Remove your placeholder single sign-on URL value,
and paste the value generated by the Insights console.

..........

3. Click Save.

Invite Organization Users

Once your identity provider has been configured in Identity Security Insights, your users can be invited through the User Management
console.

= For more information, please see the User Management guide at https://www.beyondtrust.com/docs/identity-security-
l insights/getting-started/admin/users.htm.
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Configure Okta as an Identity Provider

Companies using Okta to manage identity verification can integrate with Identity Security Insights to provide authorized access to their
users. This guide describes how to create a new application in Okta and register the application credentials in Insights.

g Note: You must have your Okta dashboard and Identity Security Insights open simultaneously to complete setup. Ensure you
are logged in as an administrator in both Okta and Insights prior to beginning.

Create a New Application in Okta

To begin adding Okta as an identity provider, you must create a new application for Identity Security Insights within Okta.

Open your Okta tenant dashboard and ensure you are logged in as an administrator.
Navigate to Applications > Applications and click Create App Integration.

Select SAML 2.0 and click Next.

Enter a human-readable app name, such as Identity Security Insights, and then click Next.

o w N~

In the Configure SAML step, provide the following information:

« Single sign-on URL: A temporary placeholder URL to
complete the app creation, e.g., https://placeholder-
okta.com. This value will be edited with a URL generated by
the Insights application in a later step.

=;Create SAML Integration

© contisure sav

A SAMLSettings
What does this form do?

« Audience URI: The URL of your Insights app (e.g., Genera
example.io). sngesigron U © ———

Where do| find the info this form
Use this for Recipient URL and Destination URL ne

« Name ID Format: Select EmailAddress. Autince UR) (P Entity ) ©

beyondtrust.io

+ Application Username: Select Okta username. camtrensss ©

6. Click Next when complete.

Name ID format @

7. Select your customer type on the Feedback screen, and then click Appcaton sarmame ©
Finish.

Add a New ldentity Provider in Identity Security Insights

To register an identity provider for use with Insights, it must be created within the Insights console.

Within your Insights Organization dashboard, add a new identity provider using the following steps:

1. Navigate to Menu > Identity & Authentication Providers and click Add New Identity Provider.

2. Provide the following information in the Add New Authentication

) ADD NEW AUTHENTICATION PROVIDER
Provider panel:

Authentication Provider

+ Provider Name: The name of your SSO service, or a
human-readable name for reference (e.g., Okta).
« Binding Type: Select Post from the dropdown.

+ Domain Name: Your organization’s email domain (e.g.,
example.com).

« Service Provider Entity ID: The URL of your Insights app
(e.g., example.io).
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f Note: Ensure that the Service Provider Entity ID matches the Audience URI configured in your Okta application.

Provide Your Okta Credentials

Once your Okta application is created, Okta generates several values required by Insights to complete setup.

f Note: To provide these credentials to Insights, you must have both the Okta and Insights dashboards open simultaneously.

Within your Okta dashboard, navigate to Applications > Applications and select your new Insights app from the list.
In the Sign On tab, click View SAML setup instructions on the right side.

Okta displays a list of items required to finish configuration. The following items must be copied from the Okta dashboard and
pasted into the Identity Security Insights Add New Authentication Provider panel (opened in Step 1):

Paste the Okta Identity Provider Single Sign-On URL into
the Insights Identity Provider Sign-On URL field.

Paste the Okta Identity Provider Issuer value into the

The following is needed to configure Identity Security Insights

@ wentity Proider Sigle Sign-0n URL:

Nttps: //your-app .okta. con/exanple/sso/sanl

Insights Identity Provider Entity ID field. © oo ot

« Within Okta, copy the certificate encoding between the text .
BEGIN CERTIFICATE and END CERTIFICATE, and paste
the certificate into the Insights tab labeled Certificate 1.

fwan_okta. con/exanple

© x509 Cortrcate:

4. Within the Insights Add New Authentication Provider panel, click e e e e
Save Settings. Sr——— oo e

181 jANEg
Lw2pictyGUn/ /4PBtLFFUNGEU/0

XZAOVILK/

i i KOPH2BOMV2U9IP.
184K/ j80 7 DVRLY
Ay

Update Your Okta Single Sign-On URL

2t ¥
XE/IROKUMUCE faZWGDP KB A4X R TeHONS 0

2pK1yGUn/JeFs

The Insights application now generates a unique single sign-on URL to use
with Okta. To provide this URL to Okta, follow the below steps:

1. Within the Identity & Authentication Providers screen in the Insights dashboard, click Actions to the right of your newly
configured identity provider and select Edit.

Copy the SAML Single Sign-On URL.

2. Inyour Okta dashboard, navigate to Applications > Applications

and select your newly configured Insights app. okta =

SAML Settings

e Under General > SAML Settings, click Edit.
« Inthe General Settings tab, click Next.

GENERAL

hitpi/placeholderokta.com

+ Inthe Configure SAML tab, remove your placeholder
single sign-on URL value, and paste the value generated by .
the Insights console. seury N

htp:fplaceholderokta.com

beyondtrustio

Emailaddress

3. Click Next, and then click Finish to save your changes.
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Invite Organization Users

Once your identity provider has been configured in Identity Security Insights, your users can be invited through the User Management
console.

= For more information, please see the User Management guide at https://www.beyondtrust.com/docs/identity-security-
l insights/getting-started/admin/users.htm.
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Configure PingOne as an Identity Provider

Companies using PingOne to manage identity verification can integrate with Identity Security Insights to provide authorized access to their
users. This guide describes how to create a new application in PingOne and register the application credentials in Insights.

ﬂ Note: You must have your PingOne dashboard and Identity Security Insights open simultaneously to complete setup. Ensure
you are logged in as an administrator in both PingOne and Insights prior to beginning.

Create a New Application in PingOne

To begin adding PingOne as an identity provider, you must create a new application for Identity Security Insights within PingOne.

Open your PingOne console and ensure you are logged in as an administrator.
Select the environment you would like to configure Insights for, and then navigate to Connections > Applications.
Click the plus sign beside Applications to create a new application.

Ll .

In the Add Application panel, provide a human-readable name
(e.g., Identity Security Insights), a useful description, and click
Configure.

5. In the following SAML Configuration page, under Provide
Application Metadata, select Manually Enter and provide the
following information:

o ACS URLs: A temporary placeholder URL to complete the
app creation (e.g., https://my-ping-placeholder.com). This
value will be edited with a URL generated by the Insights
application in a later step.

« Entity ID: A unique identifier for your IDP (e.g., ping).
6. Click Save.

Add a New ldentity Provider in Identity Security Insights

To register an identity provider for use with Insights, it must be created within the Insights console.
Within your Insights Organization dashboard, add a new identity provider using the following steps:

1. Navigate to Menu > Identity & Authentication Providers and click Add New Identity Provider.

2. Provide the following information in the Add New Authentication
Provider panel:

ADD NEW AUTHENTICATION PROVIDER

+ Provider Name: The name of your SSO service, or a
human-readable name for reference (e.g., PingOne).

« Binding Type: Select Post from the dropdown.

+ Domain Name: Your organization’s email domain (e.g.,
example.com).

« Service Provider Entity ID: The unique Entity ID assigned
in the previous step.
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f Note: Ensure that the Service Provider Entity ID matches the Entity ID configured in your Ping application.

Provide Your PingOne Credentials

Once your PingOne application is created, PingOne generates several values required by Insights to complete setup.

Note: To provide these credentials to Insights, you must have both the PingOne and Insights dashboards open
simultaneously.

1. Within the PingOne dashboard, open your app configuration from Step 2 if it is not already open (navigate to Connections
> Application and click your new Insights app), and then click the Overview tab.

2. Copy the Single Signon Service URL. Within the Insights Add New Authentication Provider panel, paste the Single Signon
Service URL value into the field labeled Identity Provider Sign-On URL.

3. Copy the Issuer ID. Within the Insights Add New Authentication Provider panel, paste the Issuer ID value into the field labeled
Identity Provider Entity ID.

4. Click Download Signing Certificate and open the certificate file in §  Identity Security Insights iox
a program such as Notepad++.

5. Copy the text between ----- BEGIN CERTIFICATE----- and ----- END
CERTIFICATE----- and paste the value into the field labeled . .
Certificate 1 . Connection Details

6. Within the Insights Add New Authentication Provider panel, click
Save Settings.

Issuer ID

Overview  Configuration  Attribute Mappings ~ Policies  Access

Configuration details for a SAML application. o

your-issuer-id T
Update Your PingOne Configuration o i g senice ©

Single Signon Service
Update the ACS URL IDP Metadata URL

your-IDP-metadata-ull 0

Initiate Single Sign-On URL

The Insights application now generates a unique single sign-on URL to use yoursingle-sign-on-ul 0
with PingOne. To provide this URL to PingOne, follow the below steps:

1. Within the Identity & Authentication Providers dashboard in SAML Settings
Identity Security Insights, click Actions to the right of your newly :E;U;mt;m o

configured identity provider and select Edit.
2. Copy the SAML Single Sign-On URL.

In your PingOne application (in PingOne, navigate to Connections > Application and click your new Insights app), select
Configuration.

4. Click the pencil in the top right of the configuration menu and edit the following values:

o ACS URL: Remove the placeholder value, and paste the SAML Single Sign-On URL generated by the Insights console.

5. Click Save.
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Update Mapped Attributes

1. Click on Attribute Mappings.

2. Click the pencil in the top right of the configuration menu and edit
the following values:

Overview  Configuration  Aftribute Mappings ~ Policies  Access
These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping attributes: o

« saml_subject: Ensure this is set to Username.

If this Application is accessible by users from more than one External IdP, it is recommended that you

° userName Ensure th|S |S Set to Username map the Identity Provider ID attribute so the Application can distinguish users by their IdP.
3. Click Save. .
Identity Security Insights PingOne
saml_subject User ID Required

Invite Organization Users

Once your identity provider has been configured in Identity Security Insights, your users can be invited through the User Management
console.

i For more information, please see the User Management guide at https.//www.beyondtrust.com/docs/identity-security-

insights/getting-started/admin/users.htm.
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