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BeyondTrust Identity Security Insights is a powerful solution that helps you protect your organization
from identity-driven threats. It leverages machine learning to automatically correlate and contextualize
your identity data across on-premises and multicloud environments. This enables you to gain a holistic
understanding of your unique identity security posture, and helps you to identify, detect, and respond
to threats quickly and effectively.

With Identity Security Insights, your teams have a single source of truth to:

e Identify your greatest identity-driven risks
e Gain proactive recommendations specifically curated for your unique environment

o Detect threats such as lateral movement and privilege escalation

Release Highlights

Visibility into Azure Service Principals helps you assess and reduce identity-
driven risks within Azure environments.

BeyondTrust empowers you to gain a deep understanding of your Azure Service Principal accounts
through the Accounts summary page. Identify risks, detect threats, and gain proactive recommendations
related to Service Principal accounts to effectively safeguard your Azure environment.

Ul enhancements drive simplicity and flexibility for users.

We have enhanced both the Detections and Recommendations pages with two tabs: grouped and
ungrouped views. The grouped view summarizes detections and recommendations by type, offering an
overall view of your security posture. Drill down each item to see a list of relevant instances and
streamline the analysis of critical threats without the need to navigate through multiple pages of results.
The ungrouped view represents a raw view of individual detections and recommendations, allowing you
to use filters such as source, account, and status for customized lists and investigations.
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Figure 1 — Grouped Detection Summary page
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Figure 2 — Detection Details page
Recommendations

Q Recommendations Overview

1678 trmiee | 0 Dtxsiimpornes 9 vt impercncs 1387 modew brpectarce 282 Low mpartancs

Fecnmmangeean Loowten Erawy Type rrry nema

Figure 3 — Flattened Recommendations page
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We have updated the Entitlements page, enabling you to customize your view by adding or removing
columns in the display grid. Your preferences will be automatically saved, you have the option to reset
to the default column view.

Entitiements

Key Entitlements

Figure 4 — Add or delete columns from the Entitlements page for a customized view.

Additional details make it easier to identify the type and nature of accounts.

BeyondTrust includes additional account attributes and metadata within the Accounts page, making it
easier to identify and determine the type and nature of an account. Attributes and metadata vary based
on the type and source of accounts.
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Figure 5 — Additional account attributes and metadata.

About BeyondTrust

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering
organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a
work-from-anywhere world. Our integrated products and platform offer the industry's most advanced
privileged access management (PAM) solution, enabling organizations to quickly shrink their attack
surface across traditional, cloud, and hybrid environments.

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from
security threats, while creating a superior user experience and operational efficiencies. With a heritage
of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy,
manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the
Fortune 100, and a global partner network. Learn more at www.beyondtrust.com.
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