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Delegate Permissions to Manage License Containers

AD Bridge stores licenses for agents in Active Directory (AD). To store the licenses, one or more license containers need to be created
using the BeyondTrust Management Console (BMC). Licenses are then imported into the container from the console.

Agents get licenses from the license container they are immediately subordinate to in the AD hierarchy. In most cases, a single license
container placed in the hierarchy superordinate to all agents is sufficient. In some cases, additional licensing containers can be created for
organizational or administrative reasons.

Overview of License Containers and Licenses in AD Bridge

Each license container and each imported license is stored in AD as an object of class container. Appropriate permissions must be
defined for a licensing administrator to create and delete license containers and licenses.

In addition to granting permissions to a licensing administrator, AD Bridge computer objects must also be granted Write all properties
permissions to each license object to write to their claimed license object. These rights will be automatically granted on each imported
license when the license container is created, using the default option Allow Computers to Acquire Licenses Automatically.

For more information, see Create an AD Bridge License Container at https.//www.beyondtrust.com/docs/ad-bridge/getting-
started/windows-admin/manage-licenses/create-license-container.htm.

x Note: To run the BMC, the user account must be a domain user account and a member of the local Administrators group.

Delegate Permissions to a License Container

This guide shows how to apply the minimum permissions required to manage licensing. In general, if a user has full rights over an OU
structure, they can administer all license functions over that OU. The following procedure shows how to add minimum permissions to a
security principal (preferably a group) to manage licensing.

The procedure uses the ASDI Edit configuration tool. ADSI Edit exposes the specific permissions required at the minimum level. Active
Directory Users and Computers (ADUC) or a command line tool such as DACLS do not expose the permissions to this level of granularity.

Steps might vary slightly between OS versions. Steps provided here are from Windows Server 2012.

1. Using ADSI Edit, connect to the default naming context of the domain and browse to the OU where the license containers will be

created.
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2. Right-click an OU, and then select Properties. 1 AD3 Edit
A i Default narming context [DCOT.intechral lacal]

4 ] DC=intechral,DC=local
7] CM=flikewiseldentityCell
[7] CM=Builtin
7] CM=Computers
7] OU=Daormain Contrallers
[ CMN=ForeignSecurityPrincipals
[ CH=Lost&ndFound
7] CH=Managed Service Sccounts
7] CH=MNTDS Quotas
[7] CM=Prograrn Data

[7] CH=Systern
» [ ouzpers

[ CH=TP hlowve

) Ch=Uss Mew Connection fram Here
Mewy 3
ey 3
Delete
Renarne
Refresh
Export List...
Properties
Help

3. Click the Security tab, and then select Advanced.

Attribte E ditor | Security

Graup or user hames:

%Administratols [INTECHRALAdministrators)

%.&ccount Operators [IMTECHRALMACcount Operators)

% Print Operatars [IMTECHRALWPnt O perators)

% Pre-windows 2000 Compatible Acceszs (INTECHRALWPrewind...
%ENTEHPHISE DOMAIN COMTROLLERS

L

| Add... || BRemove |

Permizzions for SELF Dery

Full contral

Read

write

Create all child objects
Delete all child objects

Far special parmissions or advanced settings, click

Advanced.

Ok | | Cancel | | Apply | | Help
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4. Click Add. I ——

Owmner: Domain Admins (INTECHRAL\Domain Admins) Change

Permissions Buditing | Effective Access

Far additional informatian, double-click a permission entry, To modify  permission entry, select the entry and click Edit (i available).

Permission entries:

Type  Principal Access Inherited from Applies to ~
82, Allow  Account Operators (INTECH...  Create/delete InetOrg... None This object only
82, Allow  Account Operators (INTECH...  Create/delete Comput.. None This object anly
82, Allow  Account Operators (INTECH... ~ Create/delete Group ... None This object only =
82, Allow  Print Operators (INTECHRAL... Create/delete Printer o... None This object only
82, Allow  Account Operators (INTECH...  Create/delete User obj... None This object only
82, Allow  Domain Admins (INTECHRA...  Full control None This object only
82, Allow  ENTERPRISE DOMAIN CONT... Special Nene This object anly
82, Allow  Authenticated Users Special None This object only
82, Allow  SYSTEM Full control None This object only
82, Allow  Pre-Windows 2000 Compatib... Special DC=intechral,DC=local  Descendant InetOrgPerson o... ',

o Retor deis
Disable jnheritance

5. Click Select a principal, enter the name of the group to provide p Permision nty for PBIS —Tal %

permissions to, and then click OK. H
List contents [User. Group, o Buikin secury principal | [obiect Types...|
[ Read all properties From this location:
[JWrie all propeties || [techraliocal | [ oostons.. |
[ Delete (exemples}
[ Delete subtree PGS censepining Check Names
[ Read permissions int objects
] Modify permissions nt objects
[]Modify owner e jects
] All validated writes i) ects
[ All extended rights | Create msExchConfigurationContainer obje cts
[ Create all child objects [] Delete msExchConfigurationContainer objects
[ ] Delete all child objects [] Create msiee£80211- Palicy objects
[] Create account objects [] Delete msiee e80211-Policy objects
[ ] Delete account objects [] Create mslmaging-PSPs objects
[ Create applicationEntity objects [] Delete msimaging-P SPs objects o
6. Select Allow, This object and all descendent objects, and then
select the following permissions from the list and click OK: e ——
« Create Container objects N e T
» Delete Container objects ,
] Full contral [ Create msDS-App-Configuration ebjects
[] List contents []Delete msDS-App-Configuration abjects
[ Read all properties [ Create msDS-AppData objects
[ Write all properties [ Delete msDS-AppData objects
[ Delete [ Create msDS-AzfdminManager objects
[ Delete subtree [ Delete msDS-Azhdmintanager objects
[ Read permissions [ Create msDS-GroupManagedServiceAccount objects
] Modify permissions [ Delete msDS-GroupManagedServiceccount objects
[ Modify owner [ Create msDS-ManagedServiceAccount objects
] All validated writes [ Delete msDS-ManagedServiceAcc ount objects
[ All extended rights [ Create msExchConfigurationContainer objects
[ Create all child abjects [ Delete msExchConfigurationContainer objects
[] Delete all child objects [ Create msieeeB0211-Policy objects
[ Create account abjects [ Delete msieeeB0211-Palicy objects
[] Delete account objects [ Create mslmaging-PSPs objects
[ Create applicationEntity objects [ Delete mslmaging-PSPs objects
[] Delete applicationEntity objects [] Create MSMQ Group objects
[] Create applicationiersion objects [] Delete MSMQ Group objects
[] Delete applicationVersion bjects (] Create MSMQ Queue Alias objects
[] Create classStore abjects [] Delete MSMQ Queue Alias objects
[] Delete classStore objects [] Create MSMQ Upagraded User objects
[] Create Computer objects [] Delete MSMQ Upgraded Liser objects
[] Delete Computer objects [ Create msPKI-Key-Recovery-Agent objects
[ Create Contact objects [ Delete msPKI-Key-Recavery-Agent objects
[V Create Container bjects [] Delete mS-SQL-OLAPServer objects
(Vi Delete Container objects [] Create mS-SQL-SQLServer abjects
[] Delete mS-SQL-SQLServer objects
] Delete device objects [ Create msTAPI-ReConference objects ~
| I |
=

7. Repeat steps 4 and 5 to add the group with a new set of permissions.
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8. Select Allow, Descendent Container objects, and then select the [ emsonemytors [-[=[EE]
following permissions from the list and click OK: Pincpt B ceseAdmin NTECHRAPAS s St e 4

o [[Aow |
1

o List contents sots | Dot oty g

+ Read all properties
. Write a" properties [] Full contral [] Delete msDS-ClairmsTransformationPalicies objects
o Delete

« Delete subtree

+ Read permissions Dttt e

[] Delete all child objects

¢ Modify owner

x Note: The steps can be performed on an OU, or on the root of the domain. In some cases, especially to manage a licensing
container at the domain root, it may not be preferable to grant even these restricted permissions as they allow the manipulation
of all container class objects under the target. In these cases, a Domain Admin can create the licensing container first in the
BMC and then follow the above steps. However, instead of targeting the parent OU, target the $LikewiseEnterpriseLicenses
container created (turn on Advanced Features from the ADUC View menu to see the created license container).
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