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Integrate BeyondTrust Remote Support and Ping DaVinci
Connector

Introduction

BeyondTrust has partnered with Ping Identity to deliver a Remote Support (RS) connector leveraging the PingOne DaVinci no-code
orchestration service. An orchestration platform integrates multiple applications and services to automate a process or provide real-time
data synchronization and flow.

PingOne DaVinci is a cloud orchestration service for creating user journeys across various applications via a drag-and-drop interface.
DaVinci is an open interface with integrations and connections across multiple applications and identity ecosystems. You can start by
building and designing your own workflows or refine one of the existing workflow templates to customize your user journeys. Optimize
your flows easily with A/B testing and deploy changes in quick succession.

Possible Use Cases

The BeyondTrust RS/PingOne DaVinci connector gives an organization the ability to terminate all RS sessions on a host (by hostname)
and/or terminate all RS sessions that a particular identity (by username) might have across the environment.

These use cases provide examples of how the BeyondTrust RS connector can be used:

o A security incident has occurred on one or more host, requiring the termination of any RS sessions by any user on those affected
hosts. The security incident can be discovered by any XDR or SOAR system that also has a DaVinci connector capable of
supplying the RS connector with a hostname of the affected system.

« Regular IT tasks of user moves, changes, or deletions might require any open RS sessions in use by an identity across the
infrastructure to be terminated. A DaVinci connector from any iDP that can provide the RS connector with an identity (username)
can be used as part of the workflow to terminate any open RS sessions. The hostname and/or identity can also be provided to the
connector though a static HTML form.
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« The RS connector provides a result, error, or success, which can be sent to a ticketing system as part of the DaVinci workflow,
using any available third-party ITSM connector.

Prerequisites

The following are required to use the Remote Support connector:

« A PingOne SaaS instance.
« PingOne DaVinci added as a service to the PingOne SaaS instance.

« A supported version of BeyondTrust Remote Support. To confirm your version is supported, contact support or refer to the
BeyondTrust End of Life Policy at https://www.beyondtrust.com/eos-eol.

APl Account

Using the the RS connector in PingOne DaVinci requires an AP| account in RS, with the Command API permission set to full access. This
must be created if it does not already exist.

The OAuth Client ID and the OAuth Client Secret for this AP| account are required to install the integration.

For more information, please see Add or Edit an APl Account at https://www.beyondtrust.com/docs/remote-support/getting-
started/admin/api-configuration.htm.
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Configure the DaVinci Connector Service

Start the DaVinci Site

Follow these steps to access and start the PingOne DaVinci site:

1. Sign into your PingOne SaaS instance.
2. Click Services on the Overview page.
3. Select PingOne from the list.

Pingldentity. L] Production PRA ~ (@4 ® Explore ~ 2 .
Overview Getting Started Tasks (1/4) .
Dashboards @ o @
Identities

Connections *‘ ®

Experiences Customize sign-on form Add a SAML app Create a group

Environment

®
®

Control user access

ss0| PingOne SSO

Documentation | APls | Code Examples
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4. After a short delay, the DaVinci instance starts and there is a link to .
it in the list of active services. i )

5. Click PingOne under Services.

ss0| PingOne SSO

6. The DaVlnCl Slte Opens Documentation | APIs | Code Examples

pay| PingOne DaVinci

Documentation | APls | Knowledge Base

Start the Connector

Follow these steps to start the connector.

1. Inthe PingOne DaVinci site, click Connectors in the left menu, and then click Add Connector in the upper right.

-
davinci

Env me c t
TAP PS-RS-PRA-PM v onnectors

Annotation
Dashboard

[ ¢ ) Annotation

Company

Users Error Message

Connectors Error Customize oo

Flows

Function

2. Search for BeyondTrustin the search bar.

3. Select the RS connector by clicking the plus sign (+) next to it.
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Connectors

Annotation 1D

/" ) Annotation

)

BeyondTrust - Privileged Remote Access 1D

BeyondTrust - Privileged Remote Access

@

Error Message 1D

Error Customize

Function 1D

Fx ) Functions

Enter the name of your choice for the connector.
Click Create.

® N o o A Q

Select Edit from the menu.

Q Search

Actions

Actions

Actions

Actions

At the right end of the line with the BeyondTrust connector, click the ellipsis.

Add Connector X

Don't see the connector you need? Some connectors
are only available by request. To search the complete
list of connectors, see the Integration Directory.

Q_ BeyondTrust x

Operate ~

BeyondTrust - Privileged
@ Remote Access +

Get session info and terminate sessions

BeyondTrust - Remote

@ Support +

Get session info and terminate sessions

The Connectors window refreshes with the BeyondTrust connector, displayed with the name entered above.

-
davingi @ =2
Environments c t Q search m
TAP PS-RS-PRA-PM v onnectors eare Add Connector X
Annotation 1D Actions Don't see the connector you need? Some connectors
Dashboard are only available by request. To search the complete
R list of connectors, see the Integration Directory.
(/) Annotation cee
Company N
Q, BeyondTrust
Users BeyondTrust - Privileged Remote Access 10 Actions
Operate ~
Connectors BeyondTrust - Privileged Remote Access .o
BeyondTrust - Privileged
Flows @ +
BeyondTrust - Remote Support 1D Actions Remote Access
Get session info and terminate sessions
Applications .
BeyondTrust - Remote Support Edit
Rename BeyondTrust - Remote
Forms +
Clone @ Support
Error Message 1D Get session info and terminate sessions
Ul Studio Delete
Error Customize
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9. Inthe connector details screen, enter:

. . . BeyondTrust - Remote Support Details =~ X
o The URL for your Remote Support instance, including the cgm,‘fw o %az%ed“m(,,43(,0,%50,93559732,26

https.'//SUfﬂX For example. Connector ID: bf9954cc8cdlad0e570d390aadba2cic

https://customername.beyondtrustcloud.com .
« The OAuth Client ID and the OAuth Client Secret for your GENERAL CAPABILITIES INFLows

APl account in Remote Support. +indicates required

10. Click Apply and then Close. EHE D O

ClientID *®

Client Secret * ®

Close Apply
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Test the Ping DaVinci RS Connector

Before you add the RS connector to a production Ping DaVinci flow, we recommend testing the integration.

Follow these steps to test termination by hostname flow.

Start a Workflow

1. Inthe PingOne DaVinci site, click Flows in the left menu, and then click Add Flow in the upper right.

davinci @ =

; Search :
TAP PS-RS-PRA-PM v Flows Q, [Searct l

BeyondTrust see
Terminate by Hosthame
Test

Dashboard

Company

Users

Connectors

Flows o

Applications

Select Blank Flow and provide a name and description of your choice.
Click Create.

In the blank flow page, click the plus sign (+) on the bottom right.
Search for BeyondTrust in the search bar under the Existing List tab.

L O

Click BeyondTrust Remote Support.
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- °
davinci (7 4 2
Environments Flows > | Termir eb i m
TAP PS-RS-PRA-PM v
BeyondTrust RS - Terminate by Hostname (@ @ Save Deploy ® H
Dashboard Test
Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033c221f87a052 Version: N/A
Company Updated Date: 2023-09-26, 10:47:14 a.m
Users 57 Input Schema
Connectors
Add Connector X
Flows | EXISTING NEW
Applications [ Q_ Beyond X
Forms ‘/ Beyond Identity
Ul Studio BeyondTrust -
Privileged Remote
Access
Variables
BeyondTrust - Remote
Support
Audit Trail
7. The BeyondTrust RS connector appears on the flow screen.
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— -
davinci (2 4 2.

Environments Flows - | St v H
TAP PS-RS-PRA-PM v

BeyondTrust RS - Terminate by Hostname (@ Deploy ® :

Dashboard Test

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033c221f87a052 Version: N/A
Company Updated Date: 2023-09-26, 10:47:14 a.m

Users 57 Input Schema

Connectors
Flows
Applications

Forms
BeyondTrust -

Remote Support

unconfigured

Ul Studio

Variables

Audit Trail

1l Analytics — Reset -+

Create a Form

8. Next you must create a form for manually entering a hostname. Click the small square external link icon next to the right of Forms
in the left menu.
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— -
davinci (2 4 2.

Environments Flows >
TAP PS-RS-PRA-PM v

BeyondTrust RS - Terminate by Hostname (@ Deploy ® :

Dashboard Test

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033c221f87a052 Version: N/A
Company Updated Date: 2023-09-26, 10:47:14 a.m

Users 57 Input Schema

Connectors
Flows
Applications

Forms
BeyondTrust -

Remote Support

unconfigured

Ul Studio

Variables

Audit Trail

1l Analytics — Reset -+

9. Anew window opens. Here you create the test form flow. Click the plus sign (+) next to DaVinci Forms.
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MPingldentity.  BeyondTrust (G ® Explore ~ 2

® Overview DaVinci Forms #® Share Feedback

Dashboards Create and customize forms to use in your DaVinci flows. Forms support i 1and use your 1's branding.

Identities DaVinci Flow Forms

Connections

E Example - Password Recovery 7
Experiences
@ Example - Password Recovery User Lookup /s
B Example - Password Reset 7
E Example - Registration s
Password
Notification E Example - Sign On 7
Self Service B Pingip d

Forms

Languages

10. Enter your desired Form Name. A Form Description is optional. Then click Add Form.

Add Form X
® Overview DaVinci Forms

Dashboards Create and customize forms to use in your DaVinci flows ~ Form Name *

BeyondTrust RS Hostname|

Identities DaVinci Flow Forms

. Form Description
&S Connections

@ BeyondTrust PRA Hostname

Form description

© Experiences

Policies Example - Password Recovel
E P & Add Form Cancel

Authentication

11. Click Blank Form.
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Add Form - BeyondTrust RS Hostname X

How would you like to start building your form?

Create Your Profile
Enter the required information below

| Usamame

Emai Address

verly Password

| s

Blank Form Registration
Used to create your own forms from nothing. Used to create forms for new user accounts.
Change Password
Sign On Your password must be changed. Please enter a new one.
| o | Cunent Password ®
| New Passwerd o
| Password k=)
m | Vrify New Password 0
12. Drag the Text Input field from the list on the left to the new blank form.
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Edit Form

BeyondTrust RS Hostname Bl bk Close m

Properties Fields Toolbox

. nel on the left to start building your form
Custom Fields 9y

Password
Dropdown
13. Inthe next page, provide names for the Key and Label fields.
14. Click Save in the top right, click Save again in the popup message, and then click Close in the top right.

Edit Form

BeyondTrust RS Hostname L Sl il Close

(]
X

Hostname

Form-level error messages display here

Field Type

Text Input -
Hostname

Key

Hostname

Label

Hostname A

15. Navigate back to the DaVinci workflow page.

16. Click the plus sign (+), and then click the New tab.

17. Search for PingOne Forms, and then click that in the list of search results.
18. Give the new connection your desired name, and then click Create.
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New Connector - PingOne Forms

BeyondTrust Hosthame Form

19. The form connector appears on the workflow screen.

20. Click the small connection point on the right of the form connector and, while keeping your mouse button pressed, drag the
connection line from the form connector to the BeyondTrust RS connector.
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Environments Flows =B RS rm > by H
TAP PS-RS-PRA-PM v

BeyondTrust RS - Terminate by Hostname (@ Deploy ® :

Dashboard Test

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033c221f87a052 Version: N/A
Company Updated Date: 2023-09-26, 10:47:14 a.m.

Users 57 Input Schema
Connectors
Flows

Applications

Forms

(o)

BeyondTrust BeyondTrust -
©) Hostname Form 'ke Remote Support
unconfigured unconfigured

Ul Studio

Variables

Audit Trail

il Analytics — Reset ++

21. Confirm the result appears as follows:

® ®)

\E) \9)
BeyondTrust BeyondTrust -

©) Hostname Form Q—@ @ ©) Remote Support @

unconfigured unconfigured

22. Double-click the form you created and click Show Form.
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Environments Flows > BeyondTrust RS - Terminate by Hostnam

TAP PS-RS-PRA-PM v

BeyondTrust RS - Terminate by Hostname (@ @ Save Deploy ®

Dashboard Test

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033c221f87a052 Version: N/A
Company Updated Date: 2023-09-26, 10:47:14 a.m

BeyondTrust o ~ X
Hosthame Form

id: jh8dd4781a

connectionld: 290d527571dd65b1024alcee864a975f
Users

Select a capability to use in your flow.
Connectors P Y Y

Flows Show Form S
Show a form from the drag-and-drop form builder.
Applications
Show Branded Message
Show a message with your PingOne branding theme. >
Forms
BeyondTrust
Hostname Form
Ul Studio unconfigured
Variables
Audit Trail
1l: Analytics
23. Onthe Show Form panel, click Select under the General tab.
24. Click the hostname form you created from the list.
25. Click Apply and then Close.
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Environments Flows > | R -
TAP PS-RS-PRA-PM v

BeyondTrust RS - Terminate by Hostname (@ @ Save Deploy ® :

Dashboard Test

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: ¢29409133fa2a83345033¢c221f87a052 Version: N/A
Company Updated Date: 2023-09-26, 10:47:14 a.m

BeyondTrust o S X
Hosthame Form

id: jh8dd4781a
connectionld: 290d527571dd65b1024alcee864a975f

Users

<
Connectors Show Form
Flows

GENERAL SETTINGS >

Applications *indicates required

Form * ®
Forms Select.

BeyondTrust
Hostname Form
unconfigured Example - Password Recovery User Lookup
Ul Studio —
Example - Password Recovery

Variables BeyondTrust PRA Hostname 7| +

Example - Sign On

Audit Trail

BeyondTrust RS Hostname

Example - Registration
Ping ID

Example - Password Reset

1l: Analytics
Close Apply

26. Double-click the BeyondTrust - Remote Support connector and select Terminate RS Jump Session by hosthame.
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Environments Flows > Beyond st RS - Terminate by Hostnam
TAP PS-RS-PRA-PM v

BeyondTrust RS - Terminate by Hostname (@ @ Save Deploy ® :
Dashboard Test

Companyld: 96a295ed-780d-43d0-8e50-9388597a2126 BeyondTrust - o N4

Flowld: ¢29409133fa2a83345033¢c221f87a052 Version: 0

Updated Date: 2023-09-26, 11:06:29 a.m. RemOte Support

Company
id: 5zgtiev509

connectionld: bf9954cc8cdlad0e570d390aa9ba2cic
Users

This connector is missing required £ Confi
. . onfigure
Connectors configuration. 9

Flows

Select a capability to use in your flow.

Applications
Terminate RS jump session by hostname
__‘_ ) . o b >
Forms ] z Terminate RS jump session by hostname
L BeyondTrust 3
©) Hostname Form @
1 1
] Show Form !
H 1 1
AL N ———— ! Terminate RS jump session by username ;

Terminate RS jump session by username

Variables

Audit Trail

1l: Analytics

27. Click {} in the Hostname field and click the form you created.
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Environments
TAP PS-RS-PRA-PM v

Flows > Be ( st RS ninate b tname Te

S Depl H
BeyondTrust RS - Terminate by Hosthame Test @ [&sae o ® :

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033¢221f87a052 Version: 0
Updated Date: 2023-09-26, 11:06:29 a.m. BeyondTrUSt = ¢ N x

Remote Support

Dashboard

Company
id: 5zqtiev509
connectionld: bf9954cc8cdlad0e570d390aa9ba2cic
Users
<
Connectors Terminate RS jump session by hostname

This connector is missing required
Flows i ! * r is missing requir £ Configure
configuration.
Applications
' \

1
| BeyondTrust 3
Forms ©) Hostname Form @_‘_._ True ¢ GENERAL SETTINGS N
1
E Show Form : ”
;
b o o s e B | *indicates required
Ul Studio MESGEE @
Variables Choose Connection

Show all nodes »

Global
SK-Component

BeyondTrust Hostname Form

Show Form

Audit Trail

1l Analytics

Close Apply

28. Inthelist that appears, click the output value you created for the hostname.
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) BeyondTrust

REMOTE SUPPORT

PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments
TAP PS-RS-PRA-PM v

Dashboard

Company

Users

Connectors

Flows

Applications

Forms

Ul Studio

VEUELIES

Audit Trail

Flows > B n st RS - Termin y Hostname Test
. ® @ Save Deploy
BeyondTrust RS - Terminate by Hostname Test
Companyld: 96a295ed-780d-43d0-8e50-9388597a2126
Flowld: c29409133fa2a83345033c221f87a052 Version: 2 . .
Updated Date: 2023-09-26, 11:25:19 a.m. . Termination o
Output

id: s9pmh30mam
connectionld: c89b5d9a11e050d65b4d69f314206d82

<

Custom Html Message

GENERAL SETTINGS

,"“'“'".
1 i
! BeyondTrust |
@ Hostname Form @e
i T
] Show Form |

Message Title

Terminate RS
hos

Information (& output

Message Title CSS

Message

*indicates required

{

B

29. Click Apply and then Close.
Create an Output Form
Now you create an HTTP form to show the output of a terminated session.
30. Click the plus sign +, and then click the New tab.
31. Search for http, and then click that in the list of search results.
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REMOTE SUPPORT

I BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments Flows > BeyondTrust RS - Terminate by Hostname T
TAP PS-RS-PRA-PM v

S Depl H
BeyondTrust RS - Terminate by Hosthame Test @ @ save ® :

Companyld: 96a295ed-780d-43d0-8e50-9388597a226
Flowld: c29409133fa2a83345033¢221f87a052 Version: 1
Updated Date: 2023-09-26, 11:12:07 a.m.

Dashboard

Company

57 Input Schema

Users

Connectors
Add Connector X
Flows ‘
EXISTING NEW
Applications
[ Q nttp X BeyondTrust -
—©) Remote Support (@

Terminate RS jump session by,

Forms

HTTP

Ul Studio

Variables

Audit Trail

1l Analytics \p— T — Reset <+

32. Enter your desired name for the connector output form and click Create.
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REMOTE SUPPORT

I BeyondTI’USt PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

New Connector - HTTP

Termination Qutpuf]

Create

33. The HTTP output connector appears on the workflow screen.

Environments
TAP PS-RS-PRA-PM v

Flows > BeyondTrust RS - Terminate by Hostname Test

S Depl H
BeyondTrust RS - Terminate by Hosthame Test @ o ® :

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033¢221f87a052 Version: 1
Updated Date: 2023-09-26, 11:12:07 a.m.

Dashboard
Company

Users

Connectors

Applications :,--------1
: BeyondTrust L
©) Hostname Form @e

Forms H Show Form 1

BeyondTrust -
Remote Support (@

Terminate RS jump session by,

unconfigured

Ul Studio

Variables

Audit Trail

1l Analytics — Reset +
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REMOTE SUPPORT

I BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

34. Click the small connection point on the right of the form connector and, while keeping your mouse button pressed, drag the
connection line from the BeyondTrust RS form connector to the new HTTP connector.

Environments s > Eeensiius: 2S
TAP PS-RS-PRA-PM v

S Depl .
BeyondTrust RS - Terminate by Hosthame Test @ o ® :

Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: ¢29409133fa2a83345033c221f87a052 Version: 1
Updated Date: 2023-09-26, 11:12:07 a.m.

Dashboard

Company

57 Input Schema

Users
Connectors

Flows

Applications l."‘““‘":

2 BeyondTrust H
©) Hostname Form @+.— True o
1 1

Forms H Show Form H Terminate RS jump sessipn by|
hostname

BeyondTrust -
Remote Support| (@ k ©

Termination Output

unconfigured

Ul Studio

Variables

Audit Trail

35. Confirm the result appears as follows:

1

i BeyondTrust :
@ Hostname Form @@

1 1

1

Show Form

BeyondTrust -
Remote Support

unconfigured

Terminate RS jump session by
hostname

36. Double-click the HTTP connector you created and click Custom HTML Message.
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REMOTE SUPPORT

lEI BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments
TAP PS-RS-PRA-PM v

Flows > BeyondTrust RS - Terminate by Hostname Test

. @ Save Deploy :
BeyondTrust RS - Terminate by Hostname Test @ ®
Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Dashboard Flowld: c29409133fa2a83345033¢221f87a052 Version: 1 L.
Updated Date: 2023-09-26, 11:12:07 a.m. Termlnatlon * o x
Output

Company

id: s9pmh30mam
connectionld: c89b5d9a11e050d65b4d69f314206d82
Users

Select a capability to use in your flow.
Connectors ® v Y

Send Success JSON Response

Send a successful response. >
Applications :’““—‘_ Y
i
é) N cyonditust ©® . @ P Send Error JSON Response X
1 1 Send an error response.
Forms \ Show Form i Terminate R§
L R / hos
Ul Studio Send Custom JSON Response
Send a custom response. >
Variables
Custom Html Message 5
n q Creates a customizable HTML message.
Audit Trail ¢
reCAPTCHA v2 Verification N

Verify that you are not a robot and proceed.

] Make REST API Call
1l: Analytics Extend the functionality of the DaVinci platform by invoking >

any third party service.

37. Inthe Message section, click the {} and click BeyondTrust - Remote Support.
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REMOTE SUPPORT

I BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments
TAP PS-RS-PRA-PM v

Flows > BeyondTrust RS - Terminate by Hostname Test

. @ Save Deploy :
BeyondTrust RS - Terminate by Hostname Test @ ®
Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Dashboard Flowld: c29409133fa2a83345033¢221f87a052 Version: 1 L.
Updated Date: 2023-09-26, 11:12:07 a.m. Termlnatlon * o x
Company Output
id: s9pmh30mam
connectionld: c89b5d9a11e050d65b4d69f314206d82
Users
<
Connectors Custom Html Message

GENERAL SETTINGS >

*indicates required

Applications :'""
L BeyondTrust
@ Hostname Form COO

H Show Form 1
\,

Message Title

Forms Terminate RE
hos

Information Choose Connection

Ul Studio Show all nodes »
Message Title C!

Global R

Variables

SK-Component

Audit Trail

BeyondTrust - Remote Support
Terminate RS jump session by hostname

Message BeyondTrust Hostname Form

Show Form

) 4t
1l: Analytics
Close Apply
S

38. From the menu that appears in the next screen, select the entire output object by clicking the plus sign (+) to the right of the object

@ @ @@

row.
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REMOTE SUPPORT

lEI BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments
TAP PS-RS-PRA-PM v

Flows > BeyondTrust RS - Terminate by Hostname Test

. @ Save Deploy :
BeyondTrust RS - Terminate by Hostname Test @ ®
Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Dashboard Flowld: c29409133fa2a83345033¢221f87a052 Version: 1 L.
Updated Date: 2023-09-26, 11:12:07 a.m. Termlnatlon * o x
Company Output
id: s9pmh30mam
connectionld: c89b5d9a11e050d65b4d69f314206d82
Users
<
Connectors Custom Html Message

GENERAL SETTINGS >

Applications :'_"'""‘;

L BeyondTrust 3

©) Hostname Form @e
i

E Show Form i

\

*indicates required

Message Title

Forms Terminate RE
hos

o
Information BeyondTrust - Remote Support (@/

Ul Studio

success (boolean)

~ output (object) ®

Variables

rawResponse (object)

statusCode (number)

Audit Trail

headers (object)

result (string)

Message Title CSS

5
1l: Analytics -
Close Apply

39. Click Apply and then Close.
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REMOTE SUPPORT

I BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments Flows > BeyondTrust RS - Termin y Hostname Test
TAP PS-RS-PRA-PM v
. ® @ Save Deploy ® :
BeyondTrust RS - Terminate by Hostname Test
Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Dashboard Flowld: c29409133fa2a83345033¢221f87a052 Version: 2 . . .
Updated Date: 2023-09-26, 11:25:19 a.m. Termlnatlon Q D x
Company Output
id: s9pmh30mam
connectionld: c89b5d9a11e050d65b4d69f314206d82
Users
<
Connectors Custom Html Message

Flows

Applications :,-------.1
L BeyondTrust i
©) Hostname Form @—‘—.— True ')
i T
) Show Form |

GENERAL SETTINGS >

*indicates required

Message Title

Forms

Terminate RS
hos

Information (& output {

Ul Studio

Message Title CSS

VEUELIES B

Audit Trail

Message

c 1l Analytics
Close Apply

Test the Workflow

40. In the upper-right corner of the screen, click Deploy.
41. Wait for the Successfully Deployed flow message to appear in the lower-left corner of the screen.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 29
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 3/4/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



REMOTE SUPPORT

I BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments
TAP PS-RS-PRA-PM v

Flows > BeyondTrust RS - Terminate by Hostname Tes

. ® @ Save Deployed m
BeyondTrust RS - Terminate by Hostname Test
Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26
Flowld: c29409133fa2a83345033c221f87a052 Version: 4
Updated Date: 2023-09-26, 11:36:39 a.m.

Dashboard

Company

571 Input Schema

Users

Connectors

Applications
L B dTrust ! B dTrust - LT (et om Gy
8 Forms ) B e @0 Reﬁ&';s;::on 0@ ermination Outpu 6

: Show Form 1 Terminate RS jump session by| H Custom Html Message :
\, \, ;

Ul Studio
VEUELIES

Audit Trail

I @ Successfully deployed flow X T T

42. Loginto your Remote Support representative console or web rep console.

43. Initiate a session to any host you have access to.
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REMOTE SUPPORT
l BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Home Vault Accounts WINT1
Screen Sharing | File Transfer | System Info

mn
IR M Al MM

2 Ee

ncpa.cpl  Task ManagermesUTorrent

., 16°C | - e ﬁ ‘ ~ ENG 11:55 AM O
Cloudy L] p [ D - 0 R s L ax 2023-09-26 -

44. Back on your DaVinci workflow page, click Try Flow in the upper right.
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REMOTE SUPPORT

I BeyondTrust PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Environments

Flows > Beyonc RS - Terminate by Hostname Test

TAP PS-RS-PRA-PM v
BeyondTrust RS - Terminate by Hostname Test @ ®
Companyld: 96a295ed-780d-43d0-8e50-9388597a2f26

Dashboard Flowld: c29409133fa2a83345033¢221f87a052 Version: 5

Updated Date: 2023-09-26, 11:51:40 a.m

Company

571 Input Schema

Users
Connectors
Flows

Applications

-
L BeyondTrust BeyondTrust - L Termination Output !
Forms 0) Hostname Form @G Remote Support Ge) P! @
i ] i i

H Show Form i Terminate RS jump session by| H Custom Html Message |
hostname A, 4

Ul Studio

Variables

Audit Trail

BMC) Af QO OE MAf) A AGSOAOQR0NMN . = COE B S e
45. A web browser page opens, with a field to enter a hostname.
46. Enter the hostname of the session you initiated in your Remote Support representative console or web rep console.
47. Click Submit.
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REMOTE SUPPORT

lEI BeyondTI‘USt PING DAVINCI CONNECTOR INSTALLATION AND CONFIGURATION

Ping

Identity.

HOSTNAME
WIN11

48. The session terminates, and a status window provides details of the session, including the result Successfully Terminated
Session.

49. If the session does not terminate as expected, review the
configuration and test steps or contact Support. [ 1 .11 :. |
l- | [

EN Wm :l N [
| n
charset=UTF-
8" "connection":"close"},"result":"success","resul

tMessage":"Successfully terminated session."}

MPingidentity.
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