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Configure SAML 2.0 for Remote Support using Ping Identity
PingOne

Ping Identity offers a PingOne SSO solution that integrates with BeyondTrust Remote Support. It can be set up for Representatives,
Public Portals, or both. This guide shows how to configure PingOne and Remote Support integrations.
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Configure PingOne for Remote Support Representatives

Configuring the PingOne integration with BeyondTrust Remote Support for Representatives requires steps in both applications. Start in
PingOne, and follow these steps:

1. Loginto PingOne.
2. Navigate to the Application Catalog.
3. Search for BeyondTrust. The search results show the various BeyondTrust applications and their configuration status.

Environmen . .

Admiristrators Application Catalog #® Share Feedback
Praduction

Browse for the application you want to add, or search for it by name. Configure it to have your users.

access it with single sign-on through PingOne. Don't see the application you're looking for? Fill out

@ ¢ Conneetions our Application Request Form.

= O, beyondtrust X
=N Applications

= Application Catalog Al Configured

Application Portal

@ BeyondTrust - Password Safe Cloud  Gonfigured v
L L) @ BeyondTrust - Privileged Remote Access  Configurad v
PingFederate @ BeyondTrust - Remote Support +
Pingintelligence

@ BeyondTrust - Remote Support Public Portals ~ Cenfigured v

Webhooks

Gateways

Certificates & KeyPairs

Resources

4. Click the + icon at the end of the row for BeyondTrust - Remote Support.
5. Enteryourinstance name.
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Em ! . .
e e Application Catalog @ BeyondTrust - Remote Support
Py n
Browse for the application you want to add, or search for it by name. Configure it to k
access it with single sign-on through PingOne. Don't see the application you're lookift  jngtant Remote Support from Anywhere. Support all of your systems over the web, even f they are behind firewalls you dont

¢ Connections our Application Request Form. control. Robust features including remote control and screen sharing, unattended access, annotations, file sharing, and camera
@ sharing. This delivers support to end users and their devices as if technicians were there in person. BeyondTrust Remote Support
software works across Windows, Mac, Linux, Android, iOS, and Chrome OS. Access and control any remote computer or device,
on o off the network, no VPN required

O, beyondtrust X
Applications.
Application Catalog All  Configured @ ) X
Application Portal Quick Setup

@ BeyondTrust - Password Safe Cloud  Gonfigured

Name *

BeyondTrust - Remote Support

Your BeyondTrust
Instance Name (EX:

External IDFs @ BeyondTrust - Privileged Remote Access  Configurad
ll https://INSTANCE_NA

| ME.ps.beyondtrustclo

" ud.com)
PingFederate @ BeyondTrust - Remate Support
Instance Name @)
Pingintelligence eval12:
@ BeyondTrust - Remote Support Public Portals ~ Cenfigured

Webhooks

Gateways

Certificates & KeyPairs

Resources

Cancel m
6. Click Next.
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. i i X
i.vjlralurs Appllcatlon CataloQ @ BeyondTrust - Remote Support

Browse for the application you want to add, or search for it by name. Configure it to k

access it with single sign-on through PingOne. Don't see the application you're lookif  ngtant Remote Support from Anywhere. Support all of your systems over the web, even if they are behind firewalls you dont
¢ Connections our Application Request Form. control. Robust features including remote control and screen sharing, unattended access, annotations, file sharing, and camera

) sharing. This delivers support to end users and their devices as if technicians were there in person. BeyondTrust Remote Support

software works across Windows, Mac, Linux, Android, iOS, and Chrome OS. Access and control any remote computer or device,

O, beyondtrust x on or off the network, no VPN required
Applications
Application Catalog Al Configured a : .
Application Portal Map Attributes i

@ BeyondTrust - Password Safe Cloud  Gonfigured

BeyondTrust - Remeote Support PingQOne Required
External IDFs @ BeyondTrust - Privileged Remote Access ~ Configwred SAML_SUBJECT | User ID - e
Groups | e O s 0

PingFederate @ BeyondTrust - Remote Support
LastName | Family Name P Advanced Expression

Pingintelligence

u: U %
@ BeyondTrust - Remote Support Public Portals ~ Cenfigured sername | sermame v ]
Webhooks

FirstName Given Name ~ %
Gateways

Email Email Address -~ °°

Certificates & KeyPairs

Resources

Gancel m

7. Onthe Map Attributes page, complete the configuration for the Groups attribute. Remote Support requires one or more string
values with multiple values separated by a configurable delimiter. It is possible to map a PingOne User Attribute or another
method, but that is beyond the scope of this guide. We must configure an advanced expression for the groups attribute. Assign a
static value, surrounded by double quotes, that corresponds to an existing group in Remote Support. In this example, feam_a is
used.

8. The Map Attributes page should look like the image below.
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— X
Application Catalog [EY sevonamust - Remote suppor

Browse for the application you want to add, or search for it by name. Configure it to

access it with single sign-on through PingOne. Don't see the application you're lookift  |nstant Remote Support from Anywhere. Support all of your systems over the web, even f they are behind firewalls you dont
¢ Connections our Application Request Form. control. Robust features including remote control and screen sharing, unattended access, annotations, file sharing, and camera
: : ) sharina. This delivers suooort to end users and their devices as if technicians were there in person. BeyondTrust Remote Support

ess and control any remote computer or device,
o ¢ Build and Test Expression - Groups X
Expression View Documentation
"team_a"

Application Catalog S | :

8 of 1026 characters (1018 remaining) Required

Test Data ? Result Verification Successful

-
@ No data references in expression team_a

:

UU

B 8 D

o o o o8 o o
-

U

Save Cancel

9. Click Save, then Next.
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Application Catalog @ BeyondTrust - Remote Support

Browse for the application you want to add, or search for it by name. Configure it to k

access it with single sign-on through PingOne. Don't see the application you're lookil  |ngtant Remote Support from Anywhere. Support all of your systems over the web, even if they are behind firewalls you dont

our Application Request Form. control. Robust features including remote control and screen sharing, unattended access, annotations, file sharing, and camera
sharing. This delivers support to end users and their devices as if technicians were there in person. BeyondTrust Remote Support
software works across Windows, Mac, Linux, Android, iOS, and Chrome OS. Access and control any remote computer or device,
on o off the network, no VPN required

< Connections

O, beyondtrust %
Applications
Application Catalog Al Configured a : .
Application Portal Map Attributes i

@ BeyondTrust - Password Safe Cloud  Gonfigured

BeyondTrust - Remeote Support PingQOne Required

Baerings @ BeyondTrust - Privileged Remote Access ~ Gonfigured SAML_SUBJECT | User ID - s

Groups | Expression: §{*team_a"} - O % ®u
PingFederate @ BeyondTrust - Remate Support

LastName | Family Name - “a
PingIntelligence

s °
@ BeyondTrust - Remote Support Public Portals ~ Cenfigured B | sermame v 2

Webhooks

FirstName | Given Name - %
Gateways

Email Email Address -~ °°

Certificates & KeyPairs

Resources

Gancel m

10. Access Control Groups in PingOne can be used to limit access to the Application. Leave the page empty for now and click Save.
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E !l . . *

Administretors Application Catalog @ BeyondTrust - Remote Support

Py n

Browse for the application you want to add, or search for it by name. Configure it to k

access it with single sign-on through PingOne. Don't see the application you're lookift  jngtant Remote Support from Anywhere. Support all of your systems over the web, even f they are behind firewalls you dont

@ ¢ Connections our Application Request Form. control. Robust features including remote control and screen sharing, unattended access, annotations, file sharing, and camera
sharing. This delivers support to end users and their devices as if technicians were there in person. BeyondTrust Remote Support

software works across Windows, Mac, Linux, Android, iOS, and Chrome OS. Access and control any remote computer or device,

Q. beyondtrust w on o off the network, no VPN required
Applications
Application Catalog Al Configured °—°—®
Application Portal Select Groups
@ BeyondTrust - Password Safe Cloud ~ Gonfigured Users have access to all applications, by default. Assigning groups to an application restricts access to
only those groups.
. All Added
External IDFs @ BeyondTrust - Privileged Remote Access  Configurad
PingFederate @ BeyondTrust - Remate Support
Pingintelligence
@ BeyondTrust - Remote Support Public Portals ~ Cenfigured
Webhooks
Gateways
Certificates & KeyPairs
Resources
Cancel Save
11. Onthe Connection Details page, click Download Metadata.
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E 1 . .
Administrators Application Catalog

P n

Browse for the application you want to add, or search for it by name. Configure it to k
access it with single sign-on through PingOne. Don't see the application you're lookir

< @ our Application Request Form.

@

O, beyondtrust
Applications

All

Application Catalog Configured

Application Portal

@ BeyondTrust - Password Safe Cloud  Gonfigured

External IDFs @ BeyondTrust - Privileged Remote Access  Configurad

FingFederate @ BeyondTrust - Remate Support ~ Configured

Pingintelligence

@ BeyondTrust - Remote Support Public Portals ~ Cenfigured

Webhooks
Gateways
Certificates & KeyPairs

Resources

saml2-metadata...xml

@ BeyondTrust - Remote Support

Instant Remote Support from Anywhere. Support all of your systems over the web, even if they are behind firewalls you dont
control. Robust features including remote control and screen sharing, unattended access, annotations, file sharing, and camera
sharing. This delivers support to end users and their devices as if technicians were there in person. BeyondTrust Remote Support
software works across Windows, Mac, Linux, Android, iOS, and Chrome OS. Access and control any remote computer or device,
on or off the netwark, no VPN required.

BeyondTrust - Remote Support
View in Applications list

Connection Details

Download Metadata
Download Signing Certificate

Issuer ID
hitps://auth.pingone.com/ad94d554-5650-4e3a-80a2-24164fab972b 1§

Single Signon Service
hitps://auth.pingone.com/ad94d554-5650-4e3a-80a2-24164fab972b/saml20/idp/sso

IDP Metadata URL

https://auth.pingone.com/ad94d554-5650-4e3a-80a2-24164fab972b/saml20/metadata/a1960082-d95d-4 =
827-9515-22708b67cc37 o

Initiate Single Signon URL

https://auth.pingone.com/ad94d554-5650-4e3a-80a2-24164fab972b/saml20/idp/startsso?spEntityld=http

s://evaléd1268.beyondtrustcloud.com n

Show All x

12. Continue the configuration in BeyondTrust Remote Support.
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Configure Remote Support Representatives for PingOne

Follow these steps to create a new SAML Provider for Ping Identity PingOne.

1. Login to BeyondTrust Remote Support.
2. Click Users & Security on the left menu, and then click the Security Providers tab.
3. Click Add and select SAML for Representatives.
4. Enter a name to identify this provider, such as SAML For B seyonamae | USers & Security
. Remote Support
Representatlves USERS REP INVITE SECURITY PROVIDERS
SECURITY PROVIDERS
Jump
Local RADIUS
Provides:
o User authentication Kerberos
Authentismglocaly
gﬁm:;:rzlatives @
SANL For Public Portals
5. Under Identity Provider Settings, click UPLOAD IDENTITY ez
PROVIDER METADATA.

Vetadets @ enigyiD o

Browse to the metadata file downloaded from PingOne and select it. ‘

Single Sign-On Service URL » 550 URL Protocol Binding

o post <]

The Single Sign-On Service URL and the Entity ID are populated
by the metadata file. Leave the SSO URL Protocol Binding as

HTTP POST.
8. Select the Available Groups and Default Group Policy. Athorizaton Secings
9. Click SAVE at the top of the screen. Group Lookup At Name € ‘De.mo‘ Avalabie roups @

If left blank, SAML users must be manually assigned to
group policies after their first successful authentication.

Default Group Policy » @
TEAM A (Customer Prompting Requi..
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PingOne supports Identity Provider (IdP) initiated Single Sign-On, via a
direct link or the Apps portal for Users. Remote Support supports Service
Provider (SP) initiated Single Sign-On. On the login page, click Use SAML BeyondTrust

Authentication for SP initiated SSO. Re m Ote S u p p (0] I't

Powered by Bormgar

Administrative Interface

PLEASE LOG IN

Username

Password

LOG IN
IUse SAML AUthentication I

SAML Users are managed by the Identity Provider, which is PingOne.

1§ seyonamse . USEI'S & Security © Admin ~

Remote Support
USERS REP INVITE SECURITY PROVIDERS SESSION POLICIES GROUP POLICIES KERBEROS KEYTAB LICENSING

USER ACCOUNTS

Search Users o Security Provider o

SAML For Representatives v SYNCHRONIZE

+0s

caa® Users & Security

Last Authenticated As Private Display Name = Last Authentication Date Administrator Two Factor Authentication
albert.paul Albert Paul Wed, Jul 6, 2022 5:41 PM UTC No No S m
1 25 v Showing items 1 -1 of 1
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Configure PingOne for Remote Support Public Portals

Configuring the PingOne integration with BeyondTrust Remote Support Portals requires steps in both applications. Start in PingOne, and
follow these steps:

1. Loginto PingOne.
2. Navigate to the Application Catalog.
3. Search for BeyondTrust. The search results show the various BeyondTrust applications and their configuration status.

Application Catalog @ Share Feedback

Browss for the application you want to add, or search for it by name. Configurs it to have your users
access it with single sign-on through PingOne. Don't see the application you're looking for? Fill out

¢ Connections our Application Request Form.

Q. beyondtrust *

Applications

Al Configured

Application Catalog

Application Portal

@ BeyondTrust - Password Safe Cloud  Configured Vg
External IDPs @ BeyondTrust - Privileged Remote Access  Cenfigured v
PooCedsmts @ BeyondTrust - Remote Support ~ Configured v
Pingintelligance

@ BeyondTrust - Remote Support Public Portals +

Webhooks

Gateways

Certificates & KeyPairs

Resources

4. Click the + icon at the end of the row for BeyondTrust - Remote Support Public Portals.
5. Enteryourinstance name.
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Environments . .
:d'“i"is"a‘”'s App"catlon Catalog BeyondTrust - Remote Support Public Portals
n
Browse for the application you want to add, or search for it by name. Configure it to F
access it with single sign-on through PingOne. Don't see the application you're ookl BeyondTrust allows you to create web support portals, or public web sites, for your BeyondTrust Remote Support deployment.
< Connections our Application Request Form. These portals allow your customers to request support utilizing BeyondTrust's remote support software. Each support portal can
@ be configured to support your erganization's branding and support processes. This includes customizing logos and allowing
customers to start a BayondTrust session using click-to-chat.

Q. beyondtrust x
Applications
| @ ]
Application Catalog Al Configured
Quick Setup
Application Portal
Name *

@ BeyondTrust - Password Safe Cloud  Cenfigured BeyondTrust - Remote Support Public Portals

Your BeyondTrust
. Instance Name (EX:
External IDFs @ BeyondTrust - Privileged Remote Access  Cenfigursd | hl‘lps:l'ﬂNSTANéE NA
u ME.ps.beyondtrustclo
ud.com)
PingFederate @ BeyondTrust - Remote Support ~ Configured Instance Name @
Pingintelligence evall 23765|
@ BeyondTrust - Remote Support Public Portals
Webhooks
Gateways
Certificates & KeyPairs
Resources
Cancel m
6. Click Next.
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:d'“i"is"a‘”'s App"catlon Catalog @ BeyondTrust - Remote Support Public Portals

roduction

Browse for the application you want to add, or search for it by name. Configure it to F

access it with single sign-on through PingOne. Don't see the application you're ookl BeyondTrust allows you to create web support portals, or public web sites, for your BeyondTrust Remote Support deployment.

our Application Request Form. These portals allow your customers to request support utilizing BeyondTrust's remote support software. Each support portal can
be configured to support your erganization's branding and support processes. This includes customizing logos and allowing
customers to start a BayondTrust session using click-to-chat.

< Connections

Q. beyondtrust x

3
Al Configured o @

Application Catalog

Map Attributes + Add

Application Portal

@ BeyondTrust - Password Safe Cloud ~ Gonfigured
BeyondTrust - Remote Support Public

Portals PingOne Required

Eneelioes @ BeyondTrust - Privileged Remote Access  Configured SAML_SUBJECT | User ID M ‘o

LastName | Family Name - %a
PingFederate @ BeyondTrust - Remote Support ~ Configured

FirstName | Given Name - %
Pinglntelligence

«
@ BeyondTrust - Remote Support Public Portals Usemame | Usemame - «

Webhooks

Email | Email Address - “a

Gateways

Certificates & KeyPairs

Resources

Cancel m

7. Onthe Map Attributes page, click Next.

8. Access Control Groups in PingOne can be used to limit access to the Application. Leave the page empty for now and click Save.
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Environment:
Administrators
Py n

@ < Connections

Applications
Application Catalog

Application Portal

Application Catalog

Browse for the application you want to add, or search for it by name. Configure it to F
access it with single sign-on through PingOne. Don't see the application you're lookir
our Application Request Form.

Q. beyondtrust x

Al Configured

@ BeyondTrust - Password Safe Cloud ~ Gonfigured

BeyondTrust - Remote Support Public Portals

BeyondTrust allows you to create web support portals, or public web sites, for your BeyondTrust Remote Support deployment.
These portals allow your customers to request support utilizing BeyondTrust's remote support software. Each support portal can
be configured to support your organization's branding and support processes. This includes customizing logos and allowing
customers to start a BeyondTrust session using click-to-chat.

© © ®

Select Groups

Users have access to all applications, by default. Assigning groups to an application restricts access to
only those groups.

All Added

External IDFs @ BeyondTrust - Privileged Remote Access  Cenfigursd

PingFederate @ BeyondTrust - Remote Support ~ Configured

Pingintelligence

@ BeyondTrust - Remote Support Public Portals

Webhooks

Gateways

Certificates & KeyPairs

Resources

Cancel Save
9. On the Connection Details page, click Download Metadata.
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Environment: . .

Administrators App"catlon Catalog BeyondTrust - Remote Support Public Portals

P n

Browse for the application you want to add, or search for it by name. Configure it to F

access it with single sign-on through PingOne. Don't see the application you're ookl BeyondTrust allows you to create web support portals, or public web sites, for your BeyondTrust Remote Support deployment.
< Connections our Application Request Form. These portals allow your customers to request support utilizing BeyondTrust's remote support software. Each support portal can

@ be configured to support your erganization's branding and support processes. This includes customizing logos and allowing

customers to start a BayondTrust session using click-to-chat.
Q, beyondtrust X
Applications

Al Configured

Application Catalog
Portals >

m BeyondTrust - Remote Support Public
View in Applications list

Application Portal
@ BeyondTrust - Password Safe Cloud ~ Gonfigured

Connection Details
@ BeyondTrust - Privileged Remote Access  Cenfigursd

PingFederate @ BeyondTrust - Remote Support ~ Configured Issuer ID
https://auth.pingone.com/ad84d554-5650-4e3a-80a2-24164fab972b I

External IDPs

Pingintelligence
Single Signon Service

@ Esyendlniet Hemas S o pcn Bt il hitps://auth.pingone.com/adg4ds54-5650-4e3a-80a2-24164fabd72b/sam|20/idplsse O

Webhooks
IDP Metadata URL

Gateways https://auth.pingone.com/ad34d554-5650-4e3a-80a2-24164fab972b/saml20/metadata/8298d701-fb2f-49 m
c2-85fe-3bbe2{9b7alb

Certificates & KeyPairs Initiate Single Signon URL
https://auth.pingone.com/ad34d554-5650-4e3a-80a2-24164fabd72b/saml20/idp/startsse?spEntityld=http

[—— s://evalB41268.beyondtrustcloud.com/public_portal u

saml2-metadata...xml  ~ Show All x

10. Continue the configuration in BeyondTrust Remote Support.
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Configure Remote Support Portals for PingOne

Follow these steps to create a new SAML Provider for Ping Identity PingOne.

1. Login to BeyondTrust Remote Support.
2. Click Users & Security on the left menu, and then click the Security Providers tab.
3. Click Add and select SAML for Public Portals. —
4. Enter a name to identify this provider, such as SAML-For-Public- @ seoneme | USET'S & Security
Remote Support
Portals USERS REP INVITE SECURITY PROVIDERS
SECURITY PROVIDERS
Jump
Local RADIUS
Provides:
o Userauthe[mc.atlon Kerberos
o User provisioning
[T — Authenticating locally. L For
Representatives
£ SAMIL For Public Portals @
3 public portals
5. Under Identity Provider Settings, click UPLOAD IDENTITY )
PROVIDER METADATA.
Browse to the metadata file downloaded from PingOne and select it.

Single Sign-On Service URL » 550 URL Protocol Binding

TP POST -

The Single Sign-On Service URL and the Entity ID are populated
by the metadata file. Leave the SSO URL Protocol Binding as
HTTP POST.

8. Leave the User Attribute Settings at their defaults.

9. Click SAVE at the top of the screen.
10. Click Public Portals on the left menu, and then click Public Sites.
11. Click the pencil icon to edit the selected portal.
12. Check Require SAML Authentication.

13. Click SAVE at the top of the screen. @ eoenems Public Portals

Remote Support

CANCEL

PUBLIC SITES SCHEDULE HTML TEMPLATES

EDIT PUBLIC SITE

o Required field
Name o

Default
Site Addresses « @

eval641268.beyondtrustcloud.com

3 public portals
@ Localization

Default Support Button Profile
None v
Public Template

Default A

| [ Require SAML Authentication @

Display Customer Notices @
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PingOne supports Identity Provider (IdP) initiated Single Sign-On, via a Suooort Portal
direct link or the Apps portal for Users. Remote Support supports Service ”g’;.ﬂwo a
Provider (SP) initiated Single Sign-On. The public portal enabled for SAML

authentication displays alogin button.

The Suppert Portal requires you to be authenticated. Please Login fo continue.

Cookies must be enabled to Login

Once authenticated via PingOne, the user will see the Your Name field populated.

Support Portal

English (US)

Representatives

Session Key

Issue Submission

Your Issue [ - Please choose an issue - v]

Your Name

Company Name [

Describe Your Issue

Copyright @ 2002-2021 BeyondTrust Corporation. Redistributicn Prohibited. All Righis Reserved.
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