BOMGAR External Version

Remote Support 10.6.2/10.6.0 Release Notes

February 1, 2011

Requirements:

e This version of Bomgar has been certified for physical appliance Base software versions 3.2.2 and later.

e For virtual appliances, this version of Bomgar has been certified for base software version 3.2.3 and later.

e Customers using the Bomgar APl need to verify the data type used by the LSID field within their code and/or
databases. The LSID field has changed to a string data type (previously integer) to guarantee uniqueness in
complex environments. If you are not currently using the Bomgar API, you may safely ignore this requirement. For
more information, contact Bomgar Support.

e Note that the API version has been incremented to 1.5.0 with this release

New Features and Enhancements:
e For Support Administrators
o Failover Optimizations* - several Failover enhancements have been added in Bomgar 10.6, making it
easier and more flexible than ever

= A new Inter-appliance Communication Pre-Shared Key is now used fo establish a failover
relationship between appliances for improved security.

=  Failover-specific error codes have been improved, providing more detail for each reported
event.

= Data syncs can now be initiated by either appliance.

=  Failover history now shows all major events including establishing or breaking a failover
relationship, change of role from primary to backup and vice versa, data sync starting and
completing, automatic failover occurrences, and more.

o Auditable Dashboard Monitoring* - Administrators can report on monitoring activity as well as enable
visual noftifications to monitored reps whenever monitoring activity occurs. You can also define the
scope of monitoring to only the Rep Console, the entire desktop, or disabled completely.

o Filtered Reporting - the reporting page has been significantly refreshed to allow easier searching and
filtering. Specific options now appear based on your selections as you narrow down the reporting filters
that you need.

e For Support Representatives

o Jump Client Management - centrally manage and report on all deployed Jump Clients from the Rep
Console.

o Private Chat with Presenter - Presentation attendees can now choose to send chat messages directly to
the presenter or to everyone in the presentation.

o Headless Mac Support - screen sharing is now supported on “headless” Macs and Mac Virtual
Machines.

o Number-Only Session Keys - all session keys are now exclusively numeric [0-9] and seven digits in length,
allowing for easier session initiation for customers with non-English keyboards.

e For Appliance AdministratorsA

o Certificate Management Interface - A new certificate management interface makes it easier to create,
apply, control and view SSL certificates. Customers can also dynamically change IP/SSL certificate
bindings.

o Appliance Network Statistics - appliance administrators can now view detailed network statistics for
each configured network interface.

Other Enhancements:
e Administrative Interface
o Standard license customers can now deploy Bomgar Buttons through a BES server.

o Jump Clients now uninstall themselves after 180 days (increased from 30 days) of being disconnected
from the appliance.
o Bomgar Buttons for Windows Mobile are now customizable.
e Rep Console

o Application sharing is now available in the Mac Rep Console during Presentations and when using Show
My Screen.
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o  When using Shell Jump, the last-used Jumpoint is now displayed first in the list.
o When editing a Bomgar Button, the dialog now shows a preview of the selected Bomgar Button icon and

fitle.

o  When supporting mobile devices, reps can now use the Scale-To-Fit option during screen sharing for easier
viewing.

o When reps use Presentation or Show My Screen, the customer’s viewer now defaults fo maximized.

o Click-To-Chat sounds are now easier to hear, and the displayed text is now formatted to match the full
Customer Client.

o Application sharing now has buttons for selecting all and clearing all applications when the screen sharing
session begins.

o The Bomgar product logos and graphics have updated to reflect the corporate branding, most
prominently in the system tray icons.

Issues Resolved:

With thanks to our Early Adopters, the following features and resolved issues have also been included in this release. In
addition, all of the recent features, enhancements, and issues resolved in our 10.5.3 release (except translations) are
included in Bomgar 10.6.2.
e  Administrative Interface
o Reporting
= The filter header on the reporting page now says, “All Sessions” if the “Include Only Completed
Sessions” option is unchecked
= Resolved an issue where searching Exit Survey reports by Session ID would return results for the
session even if the session did not have an exit survey
= Resolved an issue where reports would ignore filtering rules when results spanned multiple pages
= Resolved an issue where reporting data could be displayed incorrectly after upgrading from
10.3.xt0 10.4.11 or 10.5.x
= Resolved an issue where sites with large amounts of reporting data would only partially upgrade
due to low disk during the upgrade; an error message now appears if the backup cannot be
completed, and the upgrade will stop
= Resolved an issue where support and presentation sessions could use the same sequence
numbers
= Resolved an issue with the wrong error message being displayed if an invalid backup file
password was used
= Resolved an issue where localized, user-customizable fields were not logging to syslog correctly
= Resolved an issue where the team name was missing from some reporting results
= Resolved an issue where multiple session details could display when there were results with the
same session ID
= Resolved an issue with reporting data integrity after upgrading a site that was in a failover
relationship
= Resolved a display issue where Exit Survey answers showed a literal “\n" in reports
o API
= Resolved an issue where some reporting APl responses were not validating against the schema
= Resolved an issue where reporting GUIDs could be interpreted as LSIDs
o Failover*
= Resolved an issue where data syncs from the primary to the backup were not honoring
configured bandwidth limits
= Resolved an issue where interrupted data syncs could corrupt files being synced
= Resolved an issue where error messages would appear in the status history whenever a manual
failover was attempted
= Resolved an issue where failover alert emails were being sent out daily when configured for
weekly (Note: if the sync interval is increased, alerts will still be sent early until an actual data sync
occurs, so it is recommended to manually sync after changing the interval)
= Resolved an issue where a 704 failover message could occur when a very large amount of
reporting data was synced
o Misc
= Resolved an issue where session recording links sometimes did not display on the exit survey
page. If recordings are enabled, the links now appear whether the session is over or noft.
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. Resolved an issue where removing all users from a Jumpoint appeared to be successful but the
changes were not actually made

. Resolved an issue on the User Accounts page where the column header’s sorting arrows were
pointing the wrong way

Rep Console

o

(e}

(e}

Resolved an issue where the File Transfer fool could overwrite files without prompting if multiple files were
selected to be transferred

Resolved anissue Jump Clients status could inaccurately show as “Session Started” in the Rep Console
listing when rebooted into Safe Mode

Resolved an issue where the text on the Generate Session Key window did noft follow the Public Site
configuration options

Resolved an issue where drive usage was being displayed incorrectly in System Information when
supporting a remote Mac

Resolved an issue where the EULA appeared in the background after upgrading a Mac Rep Console
Resolved an issue where using the File Transfer tool with a é64-bit OS was not always prompting before
overwriting a transferred file

The “Up Directory” button is now available when reps navigate to a disallowed directory

Resolved an issue where a rep could not remove Bomgar Buttons if they were not an admin

Resolved an issue where the Edit and Revoke buttons were not disabling after revoking a set of Bomgar
Buttons

Resolved an issue where the rep’s mouse scroll wheel was not working properly during screen sharing
sessions

Resolved an issue where canned script resource files could be left behind on the customer machine after
a support session

The “Reps In Session” dialog (prior to Jumping) has been improved to better display the appropriate text
Resolved an issue where the Rep Console’s tabs could disappear if a session was ended while in full screen
mode

Resolved an issue where chat messages for Access Sponsor elevation attempts could be sent to the wrong
Rep

Resolved an issue where Presentation email invitations were not displaying the correct time and date
values

Resolved an issue where a monitoring rep’s view was off by a few pixels when the monitored rep was
running on Linux

Resolved an issue where BlackBerry overlays that are larger than the screen sharing viewing area were not
updating when using the scroll bars

Resolved an issue where the wrong message was displayed when removing a Jump Client

The Linux Rep Console’s desktop shortcut is now marked as executable after being installed (Note that the
Rep Console installer will still need to be marked as executable before it can run)

Resolved an issue where Jump Clients could “kick” the console session during RDP sessions

Resolved an issue that prevented PPC-based Macs from joining Presentations

Resolved an issue where the Customer and Presentation Clients would not return to their original size and
location after a Rep stops presenting their screen

Customer Client

(e}

(e}

(e}

Resolved an issue with the post-session dialog not appearing on Vista+ systems on completing an elevated
session

Resolved an issue where Jump Clients could not upgrading properly when a file named “Documents”
existed in the root directory

The Customer Client window now comes to the foreground when notifications are received, rather than
bouncing the dock icon

Resolved an issue where, under certain conditions, the Customer Client would display a “duplicate
connection” error followed by a 2.6gws error while trying to connect to the appliance

Resolved an issue where the Customer Client could stay unconditionally minimized

Resolved an issue where the “Actual Size” toolbar button on the Presentation Client was displaying the
wrong image

Resolved an issue where the fime format in the “Last message received” messages were not matching the
fime format in the Click-To-Chat window

Resolved an issue with using resource files in canned scripts while elevated
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e Jumpoint
o Resolved anissue where, in poor network conditions, a Jumpoint could lock up when attempting fo
connect to the appliance
o Resolved anissue where attempting to jump via Jumpoint could cause a “cannot create thread” error
under certain conditions
o Resolved an issue where adding or updating SSH host keys through the Jumpoint Configuration window
was not working properly

Notes:
e Features with an asterisk (*) require an Enterprise license
e (AN) See our 3.2.2 & 3.2.3 release notes for details
e Non-English franslations for Bomgar 10.6 will be available in an upcoming maintenance release. If you need to
provide remote support in a language other than English, ask our support team about Bomgar 10.5.3, our latest
franslated release.
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