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Chapter 1 - Release Notes
l New Features detailed below
l Bug Fixes detailed below
l Release Notes detailed above

1.1 - New Features
74189 - Added a new 'Uninstaller' Application Type. This feature allows end users to uninstall applications from
machines managed by Defendpoint.

1.2 - Bug Fixes
l Policy Editor Specific Bug Fixes detailed below
l ePO Report Specific Bug Fixes detailed below

1.2.1 - Policy Editor Specific Bug Fixes
74535 - The Action drop-down now defaults to 'Block Execution' whichmatches theMMC Policy Editor.

75472 - The Template button is now correctly disabled on the Edit Application page when adding an Uninstaller
Application.

1.2.2 - ePO Report Specific Bug Fixes
73911 - You can now add child or parent applications to policy or update the reputation after you have drilled down
from the Discovery > All report.

74151 - You can now select the Shell and Auto advanced filters without receiving an error.
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Chapter 2 - Compatibility
This section details the versions of software that this version of the Defendpoint ePOExtensionmaintains
compatibility with.

2.1 - Defendpoint Windows Client
The following Avecto Defendpoint Windows Client versions are compatible with this version of the Defendpoint
ePOExtension.

l Recommended: 5.1.95.0 GA (not supported with ePOServer 5.9.0 or higher)

The next release of the Defendpoint client will be supported with ePOServer 5.9.0 or higher.

l 5.0.102.0 (GA)
l 4.4.222.0 (SR4)
l 4.4.199.0 (SR3)
l 4.4.177.0 (SR2)
l 4.4.145.0 (SR1)
l 4.4.92.0 (GA)
l 4.3.50 (GA through to and including SR6)
l 4.1 (GA through to and including SR10)
l 4.0.384 (ePO-WIN10)
l 4.0 (GA through to and including SR7)
l 3.8 (GA through to and including SR11)

2.2 - Enterprise Reporting Database
The following Enterprise Reporting versions are compatible with this version of the Defendpoint ePOExtension.

l Recommended: 5.1.21.0 GA
l 5.0.25.0 (GA)
l 4.5.13.0 (GA)
l 4.3.116 (GA)
l 4.1.291 (SR1)
l 4.1.160 (GA)

Using ePO to query fields, or import events that contain fields, that are not present in Enterprise Reporting
database causes an error to be displayed. Fields won't be present in the Enterprise Reporting database if the
functionality was implemented in a subsequent release, for example Trusted Application Protection was
implemented in Enterprise Reporting 5.0 and the 'Uninstaller' Application Type was implemented in
Enterprise Reporting 5.1.
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2.3 - McAfee Agent
The followingMcAfee agent versions are compatible with this version of the Defendpoint ePOExtension.

l Recommended: 5.0.6.220
l 5.0.5.658
l 5.0.4.283
l 5.0.3.272 (XP supported)
l 4.8.1938 (P3)

2.4 - McAfee ePO Server Version
The following ePOServer versions are compatible with this version of the Defendpoint ePOExtension.

l Recommended: 5.9.1
l 5.9
l 5.3.3
l 5.3.2

2.5 - McAfee Endpoint Security
The followingMcAfee Endpoint Security versions are compatible with this version of the Defendpoint ePO
Extension.

l Endpoint Security (ENS) Adaptive Threat Protection (ATP) v10
l ENS Firewall v10
l ENS Threat Prevention v10
l ENSWebControl v10

2.6 - McAfee MOVE Multi-Platform Client
Wedo not support the agentless version of McAfeeMOVE.

The followingMcAfeeMOVE Antivirus Multi-Platform agents are compatible with this version of the Defendpoint
ePOExtension.

l MOVE AV[Multi-Platform] SVA Manager 3.6.1.141
l MOVE AV[Multi-Platform] Client 3.6.1.141
l MOVE AV[Multi-Platform] License Extension 3.6.1.141
l MOVE AV[Multi-Platform] Offload Scan Server 3.6.1.141
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Chapter 3 - Version History
3.1 - 5.0.25.0 GA
3.1.1 - New Features
35810 - Resilience improvements have beenmade to the Enterprise Reporting database to better handle
unexpected system events, data quality problems or long -term accrual of data.

68667 - Added a new dashboard for Trusted Application Protection (TAP) reporting. Includes the addition of new
DLL event Types in relevant reports such as Events > All.

58708 - Added database caching option to several reports to improve performance. These are Summary,
Workstyles, Actions, Target Types, Events, Target Types -> Applications, Action (Elevated, Blocked Passive,
Canceled, Other), Target Type (Applications, Services, COM, Remote PowerShell, ActiveX, All), and Discovery.
See the Enterprise Reporting Administration Guide to learn how to turn caching on.

3.1.2 - Enhancements
71162 - There have been several branding updates throughout the product.

72082 - You can now view IE Zone tags in the Events > All and Process Details reports.

3.1.3 - Database Bugs Fixed
32633 - The CopyFromStaging stored procedure now correctly handles an unplanned server reboot and terminates
cleanly.

66038 - The performance of the Application reports has been improved.

68567 - Resolved an issue that caused upgrades to fail with a 'DPCopyFromStagingLock' error.

69237 - Performance improvements to the PurgeApplications stored procedure.

72563 - Two new indexes have been added for performance improvements.

3.1.4 - Report Bugs Fixed
15071 - The correct date format is now shown on the Summary page.

66866 - Instances of 'Privileged Account Protection' have been changed to 'Privileged Account Management'.

72127 - The correct date format is now used on the ErpEventReport page.
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