PRIVILEGE MANAGEMENT CLOUD 23.3

I BeyondTrUSt RELEASE NOTES

Privilege Management Cloud 23.3 Release Notes

April 20, 2023

This release notes document covers the following:

o Privilege Management Cloud
« PM Cloud Windows Adapter
o PM Cloud Mac Adapter

+ Notes

PM Cloud

New Features and Enhancements:

Policy Editor

« Added ability to block a list of DLLs that Microsoft recommends blocking.

« Added enhanced targeting to improve ease-of-use when configuring to elevate Windows Store applications by adding Advanced
Options as matching criteria options.

« Added ability to configure content groups, definitions, and rules.
« Added ability to configure the text displayed on ActiveX installation dialog presented on endpoints.

« Added ability to configure the Authentication Context Class Reference (ACR) field for multi-factor authentication on Mac
messages.

PM Cloud

« Added more granularity to API accounts by splitting up the permissions into read-only and full access options for each of the APlIs.
» Analytics v2. Added Add to Policy support from Event Details grid.
« Analytics v2. Added Add fo Policy support from the Events grid.

« Streamlined the login process to allow users who are already logged in to their SSO provider to be automatically logged in to PM
Cloud.

« Analytics v2. Updated the Application type filter, replacing the abbreviation to show the full application name.

« Added a Policy Revision number filter to the filter bar in the Events grid so users can narrow the scope of their data set by the
policy revision number.
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Issues Resolved:

Privilege Management Cloud
« Updated dates on the Analytics v2 Event Details grid to reflect the user's date/time preferences.

PM Cloud Windows Adapter

No updates.

PM Cloud Mac Adapter

New Features and Enhancements:

« Increased the opportunity to pull down the latest policy updates from PM Cloud by increasing the frequency with which we check
for updates to five minutes.

Notes

Components:

o PM Reporting: 23.1.67

+ Web Policy Editor: 23.3.116
o PM Reporting Ul: 23.3.168
« EventCollector: 23.3.15

e PM Cloud: 23.3.256

Requirements:

o Microsoft .NET Framework 4.6.2 (required to use PM Windows adapter)

For more information about Windows or macOS requirements, please see the Privilege Management Release Notes at
https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm.
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Compatibility:

IMPORTANT!

Do not install a new adapter version before you are running a version of Privilege Management Cloud that supports it. Installing an
unsupported adapter can result in endpoints that no longer connect. You will be notified before your instance of Privilege
Management Cloud is upgraded.

Supported Versions

» PM Windows Adapter: 23.3.256 (Recommended)| 23.2.506 | 23.1.942 | 22.9.393.0 | 22.8.396 | 22.7.271| 22.6.273 | 22.5.144

e PM MMC snap-in: Recommended: 23.3.130.0 | 23.1.264.0 | 22.9.268.0 | 22.9.243 | 22.7.205.0 | 22.5.184.0 | 22.5.179.0 |
22.3.145.0122.1.95]21.7.152]21.5.106 | 21.4.91.0 ] 21.3.135| 21.2.98 | 21.1.133

« PM for Windows: Recommended: 23.3.130.0 | 23.1.259.0 | 22.9.268 | 22.9.243 | 22.7.205.0 | 22.5.184.0 | 22.5.179.0 | 22.3.145.0
[22.1.95]21.7.152 | 21.5.106 | 21.4.91.0 | 21.3.135 | 21.2.98

o PMfor macOS: Recommended: 23.3.0.1 | 23.1.0.1]22.9.0.22]22.7.0.83 | 22.5.1.1]22.3.1.2
o PM macOS Adapter: Recommended: 23.1.0.1,22.9.0.22 | 22.7.0.83 | 22.5.0.1

« PM Rapid Deployment Tool for macOS: Recommended: 23.3.0.123.1.0.1|22.7.0.9 | 22.5.1.1 | 22.5.0.1 | 22.3.145.0 | 22.1.0.1 |
22.1.0.74121.4.0.4

+ PM Response Generator for Windows: Recommended: 23.3.130.0 | 23.1.259.0 | 22.9.268.0 | 22.9.243.0 | 22.7.205.0 |
22.5.184.0122.5.179.0122.3.145.0|22.1.95

« PM Response Generator for macOS: Recommended: 23.3.0.1|23.1.0.1|22.7.0.83|22.5.1.1|22.5.0.1 | 22.3.0.1 | 2.2.0.74

Supported, but Deprecated, Versions

These versions are compatible with PM Cloud, but best avoided. Support for deprecated versions will be removed in the future.

o PM Windows Adapter: 21.3.392|21.4.448 | 21.5.331]21.6.339|21.7.634 | 21.8.760 | 22.2.584 | 22.3.310 | 22.4.227
e« PMmacOS Adapter: 21.3.0.44|21.4.0.3|21.5.0.25|21.7.0.1|22.1.0.74 | 22.3.0.1 | 22.5.0.1
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