PRIVILEGE MANAGEMENT CLOUD 22.6

I BeyondTrUSt RELEASE NOTES

Privilege Management Cloud 22.6 Release Notes
August 11, 2022

New Features and Enhancements:

« PM Cloud:
o Added support for JSON Lines coded without SIEM S3 integration.
o Security updates.
« Web Policy Editor:
o Added the ability for users to generate the key pair for agent protection within WPE via Utilities.

o Added the ability for Windows Management Instrumentation (WMI) filters to be configured for Windows Workstyles via
WPE.

o Improved user journey by reducing the number of clicks and providing users with the option to assign the latest policy
revision to multiple computer groups upon clicking Save & Unlock.

o Improved Windows and Mac message options.
o Improved user experience by making application matcher text more readable.

« Privilege Management Reporting:

o Added bulk update events Reputation on the Events > All report, and resolved general Ul bugs.

Issues Resolved:

« PM Cloud:

o Resolved performance issue with policy list.
o Relabeled CEF to CIM format for QRadar SIEM integration.
o Resolved issue with event descriptions being truncated on SIEM Splunk messages.
o Resolved an Azure AD issue in which the service was running out of memory.
o Privilege Management Reporting:
o Improved the naming of grids headers so they are now in a consistent format.
o Improved wait time on filters searching across all grids.
o |mproved consistency with headers.
+« PM Cloud Windows Adapter:

o Resolved issue with adapter configuration files getting corrupted, resulting in a failure to download policy.

Components:

« PM Reporting Database: 22.5.7
e PM Reporting Ul: 22.6.70
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o Event Collector: 22.4.70
+ Web Policy Editor: 22.6.83

Compatibility:

IMPORTANT!

Do not install a new adapter version before you are running a version of PM Cloud that supports it. Installing an unsupported adapter
can result in endpoints that no longer connect. You will be notified before your instance of PM Cloud is upgraded.

e PM MMC snap-in: 22.5.184 (Recommended), 22.5.179, 22.3.145.0, 22.1.95, 21.7.152, 21.5.106, 21.4.91.0, 21.3.135, 21.2.98,
21.1.133

» PM for Windows: 22.5.184 (Recommended), 22.5.179, 22.3.145.0, 22.1.95, 21.7.152, 21.5.106, 21.4.91.0, 21.3.135, 21.2.98,
21.1.133

¢ PM Windows Adapter: 22.5.144 (Recommended), 22.4.227, 22.3.310, 22.2.584, 21.8.760, 21.7.634, 21.6.339

¢ PMfor macOS: 22.5.1.1 (Recommended), 22.5.0.1, 22.3.1.2, 22.1.0.74,21.7.0.1, 21.5.0.25, 21.4.0.3

« PM macOS Adapter: 22.5.0.1 (Recommended), 22.3.0.1, 22.1.0.74, 21.5.0.25, 21.4.0.3

« PM Rapid Deployment Tool for macOS: 22.5.1.1 (Recommended), 22.5.0.1,22.3.0.1,22.1.0.1,22.1.0.74,21.4.0.4
« PM Response Generator for Windows: 22.5.184 (Recommended), 22.5.179, 22.3.145.0, 22.1.95

« PM Response Generator for macOS: 22.5.1.1 (Recommended), 22.5.0.1, 22.3.0.1, 2.2.0.74

Notes:

« The following PM Cloud Adapters are deprecated, and support will be removed in a future version of PM Cloud. These adapters
will continue to function with PM Cloud 22.6, but should be upgraded to ensure ongoing compatibility:

o PM Windows Adapter: 21.6.339
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