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Application Launcher and Session Recording

The goal of application launching is to put a user into a privileged session and limit their access to a specific application and a single
connection. The BeyondTrust Privileged Identity (PI) application launcher is designed to launch a wide range of programs and processes.
From the web application, you can click a link and connect to a target endpoint through a jump server using credentials from BeyondTrust
PI. Or, you can use the BeyondTrust Pl API. Additionally, the application launcher provides free session recording to capture the entire
session in a video, which can be played back via a streaming media server.

This guide explains how to install the BeyondTrust Privileged Identity application launcher and session recording software.
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Application Launcher Installation and Deployment
Considerations

Review the tasks required to install the application launcher and session recording software for Privileged Identity.

Installation Tasks

Install and register the Privileged Identity management console, the web application, and web service.

Make note of the web service URI. It is required for the application launcher and session recording to work properly.
Understand the product requirements prior to installation.

Install the application launcher and (optionally) the session recording software.

Install streaming media services for IIS.

o gk wbdb=

Configure application launching settings via the management console.

Plan Your Session Recording Installation

The application launching capability of Privileged Identity is a licensed feature, which requires a jump server. An application launcher
server needs to be a Windows Remote Desktop Services (RDS) machine which can proxy connections to specific target systems.
The general configuration for application launcher includes:

« Installation of Privileged Identity
« Jump server or multiple jump servers to launch applications

x Note: We recommend jump servers be hosted separately from your main BeyondTrust Privileged Identity instance.

When session recording is enabled, the following should be considered:

+ Recording: The session recording component on the jump server records the session and copies the resulting file(s) for video
transcoding to the machine/folder, which functions as the video transcoder.

« Transcoding: The video transcoding service compresses the raw video file and processes it for streaming.

x Note: We do not recommend installing the transcoding component on your jump server due to potential storage and CPU
usage issues and instead recommend installing the component on a separate machine. However, a single server
configuration is supported.

« Storage: The transcoded file is moved to permanent storage. This could be the file system of the transcoder or another system
providing access from the final files to the streaming media services machine.

« Streaming - The media server component streams the video files for viewing on demand and requires access to the storage
where the video files are located. This machine may be a shared machine or a separate machine.
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High Availability Suggestions

High Availability (HA) is achieved by deploying multiple instances and configuring load balancing. A few examples and suggestions of how
HA can be achieved are provided below:

« Jump server: The application launcher relies on Microsoft Remote Desktop Services (RDS), and RDS uses Network Load
Balancing (NLB) to achieve high availability.

« Transcoding: If transcoding occurs on another machine separate from the jump server, you can deploy multiple transcoders and
point to where the recorder will place the raw, non-transcoded files. If transcoding occurs on your jump server and the jump server
is already configured as part of an NLB cluster, you can install the transcoder on each host.

« Storage: To retain multiple live copies of recorded sessions, you can use a replicated storage solution like a Distributed File
System (DFS) to replicate the data.

« Streaming: To enable HA for streaming, you can maintain multiple instances of the media server configured as an NLB cluster
and point to the same shared storage.

x Note: The recorded video files are located in the file system of the host operating machine. A simple backup strategy may be
beneficial and may make the deployment process easier.

Potential Deployment Strategies

There are several ways to deploy the application launcher and the session recording software. If using the session recording component,
your deployment strategy may be more complex.

Here are three potential deployment scenarios.

Deployment 1

Place the recording, transcoding, and streaming components on the jump
server. Deployment 1

Video Transcoding
Service

ERPM Media Server

Application Launcher &
Session Recorder

Remote Deskiop
Services

Web Server Application
Launch Server
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Deployment 2

Place the recording and transcoding components on the jump server, and
the streaming component on the web server. If the CPU on the jump server Deployment 2
is powerful enough and can quickly process raw video for streaming, this
deployment model may be ideal.

Note: This deployment model does not require IIS to be

configured on the jump server. Video Transcoding
Service
ERPM

Application Launcher &
Media Server Session Recorder

Remote Desktop
Services

Web Server Application
Launch Server

Deployment 3
Place the recording component on the jump server, and place the
transcoding and streaming components on the web server. This model is Deployment 3
recommended.
. Video Transocdlng
x Note: Before deployment, make sure your web server is Service
appropriately sized to handle the output from the video
transcoding service.
ERPM
Application Launcher &
Media Server Session Recorder
Remote Desktop
Services
Web Server Application
Launch Server
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Application Launcher and Session Recording Prerequisites

This section outlines the installation prerequisites for the Privileged Identity application launcher and session recording software. Based
on your starting host system configuration, your actual installation experience may vary.

Recommended Knowledge

While BeyondTrust provides documentation and support to install and configure the application launcher and session recording software
for Privileged Identity, product administrators should have experience in the following areas:

+ Knowledge of the Windows environment

« |IS web server technologies

o Network administration

o System administration

Note: Privileged Identity component host servers should be patched, secured, and properly configured in conjunction with
your corporate patching strategy to ensure the password store system is not compromised.
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Application Launcher and Session Recording Requirements

Application Launcher Platform Requirements

A Windows Server operating system is required for any installation of the application launcher. The solution is fully supported on a
physical server or a virtual machine, regardless of the virtual host platform. All service pack levels and editions of the supported operating
systems are supported, except where specifically noted. BeyondTrust recommends using the most current version of Windows Server.

Supported Windows versions:

« Windows Server 2016
« Windows Server 2012 R2

Application Launcher Hardware and Software Requirements

« Web Service installed and configured with a valid and trusted SSL certificate
e Microsoft NET Framework 4.5.2+
+ Microsoft Remote Desktop Services (RDS) with proper licensing

+ RAM and CPU appropriate for the number of users and applications using application launcher

IMPORTANT!

High availability should be employed whenever possible. All components of Privileged Identity support a high availability
configuration.

Session Recording Platform Requirements

A Windows Server operating system is required for any installation of the session recording component. The solution is fully supported on
a physical server or a virtual machine, regardless of the virtual host platform. All service pack levels and editions are of supported
operating systems are supported, except where specifically noted. BeyondTrust recommends using the most current version of Windows
Server.

Supported Windows versions:

« Windows Server 2016
« Windows Server 2012 R2

Session Recording Hardware and Software Requirements

o Microsoft .NET Framework 4.5.2+
¢ Microsoft NET Framework 3.5 SP1
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o Multi-core CPUs
« 2GB+RAM

Minimum Requirements for Bastion Hosts

The following requirements are for launching applications on a bastion host.

x Note: The bastion host can function as the video transcoder and
media server; however, this will impact the performance of the /\
host during video transcoding. m @ o

Media Server / Transcoder /

« Bastion host: RDS host ERPN‘IN\QIEI; servce,
o 2GBRAM
o 2+ CPU cores;
o .NET Framework 4.5.2+

Bastion Host /
Recording

i For more information about RDS sizing, please see the Microsoft Help Center at docs.microsoft.com.

« Session Recorder / Media Server
o 2GBRAM
o 2+ CPU cores
o NET Framework 4.5.2+
o IS

o Microsoft Media Services (included in download)

x Note: The amount of free disk space required depends on the number of recordings being stored.

Recommended Hardware for Deploying Application Launcher with Session Recording

If you wish to deploy application launcher with session recording, BeyondTrust recommends the following hardware:

« Bastion host: RDS host
o 6 GB+ RAM
o 4+ CPU cores (not including hyper-threading)
o .NET Framework 4.5.2+
o Multiple RDS hosts configured as an RDS farm
« Session Recorder / Media Server
o 4 GB+ RAM
o 4+ CPU cores (not including hyper-threading)
o .NET Framework 4.5.2+
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o Microsoft Media Services (included in download)
o Storage for recorded videos (can be on a distributed file system (DFS) share)

Example

In the diagram shown, an Active Directory-based Distributed File System
(DFS) is depicted as the storage for raw and converted session recording
files. DFS is not a requirement, but it is recommended in order to add online
redundancy for the storage of the recorded sessions.

(D
Web Application &
Web Service

In this scenario, the bastion host records raw sessions and copies them to
the DFS share. The media server transcodes the files from the DFS share,
writes the converted files back to the DFS share, and deletes the original
raw files.

If a DFS share is not used, the bastion host moves the raw files to the media
server, performs video transcoding services, and stores the files locally.

In either case, the media server provides access to the recorded sessions
via IIS and Microsoft Media Services.

Bastion Host /
RDS Farm

Media Server /
Transcoder

(D
iy e

Domain DNS File Share
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Media Server Requirements

Platform Requirements

A Windows Server operating system is required for any installation of streaming media services. The solution is fully supported on a
physical server or a virtual machine, regardless of the virtual host platform. All service pack levels and editions of supported operating
systems are supported, except where specifically noted. BeyondTrust recommends using the most current version of Windows Server.

Supported Windows versions:

« Windows Server 2016
« Windows Server 2012 R2

Hardware and Software Requirements

o Internet Information Services (IIS)
« 2GB+RAM

12
TC: 11/1/2022
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Service Account Requirements for App Launcher

Multiple service accounts may be used during this process. If one service account is used for more than one component, combine the
permissions required for the account.

Application Launcher Service Accounts

The application launcher uses a single account to log into the jump server on behalf of the user and to launch the application. This account
should be a domain-joined account and can be managed by Privileged Identity, provided it is not also running deferred or zone processing
services. The account has no explicit requirements other than it must be allowed to RDP to the jump server host. This typically only
requires membership in the Remote Desktop Users group on the jump server.

Other considerations for this service account are:
« Ifthe web service is leveraging Integrated Windows Authentication, this account must be able to connect to the web service
without being prompted for a username and password.
» When connecting to the web service with the account, no SSL trust issues can be encountered.

« Depending on the application being launched, the account may require additional permissions on the jump server. For example, if
the application being launched requires administrative privileges to run on the jump server, this service account must have
administrative group membership on the jump server.

Session Recording Service Accounts

Session recording service account requirements vary based on deployment.
All roles on same server

« If session recording, transcoding, and media service roles are installed on the jump server, it is sufficient to configure the
application to use Local System since no network access is required.

Recorder role on jump server, media server, and transcoder services on a separate host

o The jump server login account must have network access and must be able to modify permissions to the Source share on the
transcoder host.

« On the jump server, the session recording service account should be configured as Network Service.
« Through the Windows services snap-in, session recording services may be disabled post-install.

« The transcoding host service account may be configured as Local System or a named account. If running as a named account,
this account must be granted Logon as a service. Network access is required from the transcoder host for the video files, as the
media server is on the same host.

« The transcoding host service account must be granted Modify access to the Source, Working, and SessionRecording
directories on the transcoder host. The actual paths are defined during installation.
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Recorder role on jump server, transcoder on a separate host, and media server on a separate host with
local storage

o The jump server login account must have network access and must be able to modify permissions to the Source share on the
transcoder host.

+ On the jump server, the session recording service account should be configured as Network Service.
« Through the Windows services snap-in, session recording services may be disabled post-install.

« Transcoding host service account must be configured as a named account.

« Transcoding host service account must be granted Logon as a service.

« Transcoding host service account must be granted modify access to the Source and Working directory on the transcoder host.
The actual paths are defined during installation.

« Transcoding host service account must be granted Write access to the SessionRecording share on the media server host.

Recorder role on jump server, transcoder on separate host, and media server on separate host with
remote storage

« The jump server login account must have network access and must be able to modify permissions to the Source share on the
transcoder host.

+ On the jump server, the session recording service account should be configured as Network Service.
« Through the Windows services shap-in, session recording services may be disabled post-install.

« Transcoding host service account must be configured as a named account.

« Transcoding host service account account must be granted Logon as a service.

» Transcoding host service account must be granted Modify access to the Source and Working directory on the transcoder host.
The actual paths are defined during installation.

« Transcoding host service account must be granted Write access to the SessionRecording share on the storage system
connected to the media server host.

« Ifthe storage system for the media server is a remote server, configure the SessionRecording virtual directory in IS with network
credentials valid on the remote storage system, and grant Read permissions to that directory for the account.

Note: It is possible to configure every component to use the same service account. Because there are different access
requirements, using a single service account for all components is fully supported and recommended. However, this can make
the configuration and maintenance unnecessarily complex.
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Port Requirements for App Launcher

Application launcher and session recording software make use of a small number of ports. Actual port usage varies based on your specific
configurations.

Note: The following ports are the standard ports for common protocols. These ports may have been changed on the target
system. It is the responsibility of the administrator to determine if any of the target ports have been changed and reflect
changed ports when password change jobs or account discovery jobs are performed.

Ports ‘ Direction ‘ Use
53 TCP/UDP, outbound, Used for name resolution to target hosts.
DNS
88 TCP/UDP, outbound, When Kerberos authentication is configured, used by the jump server to authenticate users.
Kerberos
443 TCP, outbound, HTTPS | Used by the application launcher and web service to communicate with the Privileged Identity
web service.
445 TCP, outbound, SMB When hosted across multiple servicers, used by session recording components to copy recorded
files to other session recording component hosts.
464 TCP/UDP, outbound, When Kerberos authentication is configured, used by the jump server to authenticate users.
Kerberos
3389 TCP/UDP, inbound, Used by the end user to connect to remote applications installed on the jump server.
RDP
389/636 TCP, outbound, During the login of the application launcher, used by the jump server to communicate with Active
LDAP/LDAPS Directory.

}{ Note: Applications will require ports specific to their function. They are not defined by Privileged Identity.

Note: If either the web service or the web app is on a non-default port, you must configure the firewall to allow communication

over that port.
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Application Launcher and Session Recording Installation

Install Remote Desktop Services

This section explains how to install Microsoft Remote Desktop Services (RDS) on a Windows server host. If multiple jump servers are
used, Privileged Identity does not require them all to run on the same operating system. However, they all need to use Windows Server
2012 R2+. We recommend using the most current version of Windows Server.

Privileged Identity uses a single login account to connect to the jump server. This account is used to launch applications, and it does not
have to be an administrator account unless a specific application requires administrative rights to run. If the account is not configured as
an administrator, it must be granted the right to log in via RDS. This can be granted by adding the account to the Remote Desktop Users
local group.

1. Open Server Manager. Select Add Roles and Features.

2. Click Next on the Before You Begin page.

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which rales, role services o
- features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Deployment Type

Befor egin

=
Deployment Scenario 3

senvices, or features:
o5 and Features Wizard

Fole services Before you continue, verify that the following tasks have been completed:

RD Connection Brok
OnnesIon Sroxes * The Administrator account has  strong passward

* Network settings, such as static IP addresses, are configured
RD Session Host * The most current security updates from Windows Update are installed

RD Web Access

Confirmation If you must verify that any of the preceding prerequisites have been completed, <lose the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ skip this page by default

[ <previous | [ Memt> | [ Deploy |[ Cancel |

3. Onthe Select installation type page, select Remote Desktop

Services installation. Click Next.

Select installation type DESTINATION SERVER

Before You Begin Select the installation type. You can install roles and festures on a running physical computer or virtual
machine, or on an offine virtual hard disk (VHD).

O Role-based or feature-based installation

Deploym:
Configure a single server by adding roles, role services, and features.

Deployment Scenario

iation
Role Services o

ual Desktop Infrastructure (VDI to ereate a virtual machine-based
RD Connection Broker or session-based desktop deployment.

RD Web Accass

RD Session Host

Confirmation
e el [ oo | e
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4. Onthe Select deployment type page, choose a deployment type
and click Next. Selecting Standard deployment requires the
administrator to configure a collection post-RDS installation. The
Quick Start method is faster and automatically creates a collection.
However, it also adds and publishes additional applications that are
not needed and does not provide configuration options.

Select deployment type

DESTINATION SERVER
Na servers are selscred

Before You Begin Remote Deskiop Services can be configured across multiple servers or on one server.

@ Standard deployment

A standard deployment allows you to deploy Remote Desktap Services across multiple servers.

Quick Start

Role Services

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection

RD Conecion S kel and publishes RemoteApp programs.

RD Web Access
RD Session Host
Cenfirmation

[<Brevious | [ Mew> | [ Deploy |[ Cancel |

5. Onthe Select deployment scenario page, select Session-based
desktop deployment. Click Next.

DESTINATION SERVER
Standard deployment selscred

Select deployment scenario

Remote Desktop Services can be configured to allow users to connect to virtual desktops, RemoteApp

Before You Begin
programs, and session-based desktops.

Installation Type
) Virtual machine-based desktop deployment

Virtual machine-based desktop deployment allaws users to connect to virtual deskiop collections
that include published RemateApp programs and virtual deskiops.

Role Services

0 g
D Connesaon] Bioker Session-based desktop deployment

RD Web Accass

RD Session Host

Session-based desktop deployment allows users to connect to session collections that include
published RemoteApp programs and session-based desktops.

Confirmation

[Comon] [ies] [ ooy | o]

6. Click Next on the Role Services page.

DESTINATION SERVER
Standard deployment selzerzd

Review role services

Before You Begin
Installation Type
D

The following Remate Desktop Services rale services will be installed and configured for this
deployment.

et Ty E Remote Deskiop Connection Broker
Remote Desktop Connection Broker connects or reconnects a client device to RemoteApp

programs, session-based deskiops, and virtual deskiops.

@ Remote Deskiop Web Access
RD Connection Broker Remote Deskiop Web Access enables users to connect to resources provided by session
D WeE Ao collections and virtual desktop collections by using the Start menu or a web browser.

RD Session Host i3 Remote Desktop Session Host
it | g Desktop Session Host enables a server to host RemoteApp programs or session-based
desktops.
0 The credentials of the STONEFF\lscadmin account will be used to create the deployment.
<Previous | [ Next> | | Desloy |[ Concel
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7. Onthe Specify RD Connection Broker server page, select the
server from the Server Pool field. Add it to the Selected computer
field by clicking the arrow between the two fields.

8. Click Next.

9. Onthe Specify RD Web Access server page, select the server
from the Server Pool field. Add it to the Selected computer field.

10. Click Next.

SALES: www.beyondtrust.com/contact

Before You Begin
Installation Type
Deployment Type
Deployment Scenario

Role Services

RD ecti
RD Web Access
RD Session Host
Cenfirmation

Specify RD Connection Broker server

DESTINATION SERVER
Standard deployment selected

Select the servers from the server pool on which to install the RD Connection Broker role service.

Selected
Computer
Filter:
4
Name 1P Address Operating st-bastion

<T [
1 Computers) found

1 Computer(s) selected

[<Brevious | [ New> | [ Deploy |[ Cancel |

Before You Begin
Installation Type
Deployment Type
Deployment Scenario
Role Services

jon Broker

RD Conne

RD Session Host

Confirmation

Specify RD Web Access server

DESTINATION SERVER
Standard deployment selscred

Select a server from the server pool on which to install the RD Web Access role service.

[ Install the RD Web Access role service on the RD Connection Broker server

Selected
Computer
Fiter:
4
MName 1P Address Operating st-bastion

<[ W B
1 Computerls) found

1 Computerls) selected

[Comon] [heis] [ ooy | o]

Before You Begin
Installation Type
Deployment Type
Daployment scenario
Role Services

RD Connection Broker

RD Web Access

Confirmation

Specify RD Session Host servers

DESTINATION SERVER
Standard deployment selzerzd

Select the servers from the server pool on which to install the RD Session Host role service. If mare than
one server is selected, the RD Session Host role service will be deployed on all of them.

Selected
Computer
Fiter:
4
Name 1P Address Operating st-bastion

<] [
1 Computer(s) found

1 Computer(s) selected

[<previous | [ Mext> | | Deploy |[ Cancel
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11. On the Confirm selections page, click Deploy. If required, restart
the host.

DESTINATION SERVER

Confirm selections Standard deploymensseleczed

Before You Begin To complete the installation, you must restart the RD Session Host servers, After installation is complete
on the remote computers, the local computer will be restarted.
Installation Type

Deployment Type RD Connection Broker (1 server selected)
Deployment Scenario st-bastion

Role Servicas RD Web Access (1 server selected)

RD Connection Broker ct-bastion

D= oces RD Session Host (1 server selected)

RD Session Host

. The following servers may restart after the role service is installed.

st-bastion

Restart server ifrequirsd

<Previous | | Next> | [ Deploy |[ Cancel

12. Afterrestarting, open Server Manager > Remote Desktop
Services. Click Collections.

» Collections

[ e
13. Atthe top right corner, select Tasks > Create Session Collection.

Futer s ®v @~

Nime Type e ResoucType S

14. On the Before you begin page, click Next.

This wizard allows you to create a session collection. A session collection consists of one or more
- Remote Desktop Session Host (RD Session Host) servers.
Collaction Name

You need the following to complete the wizard:

* An existing user or user group must exist in Active Directory Damain Services (AD DS) cansisting
of users that should have access to this collection.

* At least one RD Session Host server that is not assigned to a collection should be added te the
deployment.

i P s

[ <Previous | [ New> | [ Creste | [ Cancel |

15. Onthe Name the collection page, supply a friendly name for the

collection and click Next. The collection name should be 16

. . L Name the collection
characters or less (due to Microsoft design limitations).

Before You Begin A session collection name is displayed to users when they log on o a Remote Desktop Web Access
server.

Name:

RD Session Host

Lsq
User Groups
User Profile Disks Description {optional):
<previous | [ Newt> | | creme | [ cancel
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16. Onthe Specify RD Session Host server page, select the server

from the Server Pool field. Add it to the Selected > Computer .
f|e|d C||Ck Next_ pecity eSsI0N HOst servers

Before vou Begin Select the RD Session Host servers from the server pool to add to this collection,

Collection Name

Selected

User Groups

User Profile Disks

Computer
Filter: |

4

Name 1P Address Operat

st-bastion

<] ||| >
1 Computeris) found

T Computerts) selected

[<Previous | [ Net> | [ Creste | [ Cancel |

17. Select a proxy account to connect the jump server to prior to

launching the selected application. This account either needs to be

. Specify user groups
added to a group that can RDP to the target jump server to launch PECTy Esergionp
subsequent applications, or the account should be added directly as e e s groups st houla e seces o comect o e calectn
. Collection Name User Groups:
a user that can connect to the RDP session host server. D Session Hos B | [aee |
18. Click Next.
[<Previous | [ Mext> | | creste |[ Cancal |

19. On the Specify user profile disks page, click Next.

Specify user profile disks
Before You Begin User profile disks store user profile settings and data in a central location for the collection.
Collection Nama [ Enabie user

RD Session Host Location of user profile disks:

User Groups

s Maximum size (in GBY:
Confirmation 2l

@ The servers in the collection must have full cantrol permissions on the user profile disk share,
2nd the current user must be a member of the local Administrators greup on that server.

<Previous | [ Net> | | creme | [ Cancel

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs

20
©2003-2022 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 11/1/2022
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED IDENTITY 7.3

I BeyondTl’l.ISt APP LAUNCHER AND SESSION RECORDING

20. On the Confirm selections page, click Create. An empty collection

is created. :
Confirm selections
Before You Begin ' Collection Name
Collaction Namea i ISC
RD Session Host Users and User Groups
User Groups
User Profile Disks
Remote Desktop Session Host Servers
ST-BASTION
User Profile Disks
No
<Previous | | Net> | [ Create | [ Concel
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Install Microsoft Desktop Experience

(1) IMPORTANT!

If you enable session recording, you do not need to install the Desktop Experience feature.

Microsoft Desktop Experience is included with Windows Server 2012 R2.

If you install the video transcoding service, Application Launcher, and session recording components on separate systems, install
Desktop Experience on the jump server and the system running the video transcoder. You do not need to install Desktop Experience on
the streaming media server.

For more information about Microsoft Desktop Experience, please see Desktop Experience Overview at
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn609826(v=ws.11).

Install Desktop Experience

1. To add Desktop Experience, open Server Manager and select Add Features.

2. Onthe Features page, expand User Interfaces and

Infrastructure. Select Desktop Experience.
Select features

Before You Begin Select one or more features to install on the selected server.

Installztion Type Features Description

server selecton [ TFIP Client ~]  This contains the available User
Experience and Infrastructure
= options.

Server Roles

Features

[ Desktop Experience
Server Graphical Shell (Installed)

[ Windows Biometric Framework

[ Windows Feedback Forwarder
[] Windows Identity Foundation 3.5
[J Windows Intemal Database
b [ Windows PowerShell (3 of 5 installed)
b Windows Process Activation Service (nstalled) [
[ Windows Search Service
[ Windows Server Backup
[ Windows Server Migration Tools
S PSS [

< [0 >

[<Previous | [ New> | [ instal | [ Cancel |

3. If prompted for additional components, click Add Features.

Add features that are required for Desktop
Experience?

You cannat install Desktop Experience unless the following role
services or festures are also installed.

Ink and Handwriting Services
Media Foundation

Include management tools (if applicable)
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4. Add any other requirements that other applications launched from
this system may require, such as .NET Framework 4.x+ Click Next.

Select features

Before You Begin
Installation Type

Server Selection

Confirmation

Select one o more features to install on the selected server,

Features

S

[B] User Interfaces and Infrastructure (2 of 3 installed)

cal Management Tools and Infrastructuy

phical Shell (Installed)
[ Windows Biemetric Framewark
[ Windows Feedback Forwarder

[ TFTP Client L

DESTINATION SERVER
sinebstonefime

Description

Desktop Experience includes
features of Windows 8.1, including
Windows Search, Windows Search
ets you search your device and the
Internet from one place. To learn
‘more about Desktop Experience,
including how to disable web results
from Windows Search, read http://
go.microsoft.com/flink/?

[] Windows Identity Foundation 3.5 LS008

[J Windows Intemal Database

[®] Windows PowerShell (3 of 5 installed)
Windows Process Activation Service (Installed) |
[ Windows Search Senvice
[ Windows Server Backup H
[ Windows Server Migration Tools

(R T N S U N S P N R [V

< W I Gl

[<Brevious | [ Mew> | [ sl | [ Cancel |

5. Continue through to the end of the wizard. Click Close and restart
the host.

DESTINATION SERVER
st-nebstoneftme

Installation progress

View installation progress

A\ Feature installation

A restart is pending on st-web.stonefr.
installation.

You must restart.

server to finish the

Ink and Handwriting Services
Media Foundation

User Interfaces and Infrastructure
Desktop Experience

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Noifications in the command bar, and then Task Details.

Export configuration settings

<o | [ New> | (D0 [ oo
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Install the Application Launcher and Session Recording Software

1. To begin installation, open the Supplementallnstallers sub-folder from the installation directory, %ProgramFiles
(x86)\Lieberman\Roulette.

2. Copy ERPMRemoteLauncherinstaller.exe to the machine functioning as the transcoder, and launch the installer.
Click Next on the Welcome page.

Welcome to the InstallShield Wizard for
Remote Launcher

The InstalShield(R) Wizard will install Remote Launcher
on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

4. Read and accept the license agreement. Click Next.

License Agreement
Please read the following license agreement carefully.

License Agreement

This is a legal and binding contract between you, the
end user, and Lieberman Software Corporation. By using
this software, you agree to be bound by the terms of
this agreement. If you do not agree to the terms of
this agreement, you should return the software and
documentation as well as all accompanying items promptly
for a refund.

do not accep:

Installshield

5. Enterthe full SSL-secured URL to the web service. Web Services are installed separately on the web application server. The
application launcher web service is installed with the standard ERPMWebService installer package,
https:/Iserver.example/ERPMWebService/WebLauncherBackEndService.svc.
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6. Click Test to validate the URL. All certificate issues must be
corrected before installation can succeed. If the web page does not
appear at all, validate the URL and try again, or install Web
Services.

7. Ifnoissues or errors are encountered, click Next.

8. If session recording WILL NOT be enabled, select to install:

« Application Launcher

For the Application Launch Server host, if session recording
WILL BE enabled, select to install:

« Microsoft Expression 4 Encoder SP2

« Session Recorder and File Watcher Service

o Application Launcher

9. Select the installation directory. Click Next.

Application Launcher Web Service URI

Test Application Launcher Web Service

https: /flocalhost/ERFMWebService flebLauncherBackendService. svc

Installshield

Custom Setup
Select the program features you want installed.

f Note: If session recording components are not enabled, clicking
Next installs the application launcher software and completes the
installation.

10. If session recording components are being installed, the next dialog
configures the session recording paths.

o The destination directory is where completed video files are
placed after being transcoded. If this machine is functioning
as the transcoder host as well and the media serveris a
separate machine, specify the network path to the
SessionRecording share on the media server host.

11. Click Next.

Click on an icon in the list below to change how a feature is installed.

Microsoft Expression 4 Encoder SP2
Session Recorder and File Watcher Service

Application Launcher

Feature Descaription
Application Launcher

This feature requires OKB on
your hard drive.

Install to:
C:\Program Files (x86)\Lieberman\Roulette\LaunchApp

Installshield

[ tep ]

Video Transcoder Paths

These paths are used by the file watcher service and transcoder {video file format
converters). Mote that this component may be installed on a machine separate

from the Launcher application for better performance.

Source Directory

|C:\Program Files (x86)\Lieberman'Roulette aunchAppTranscoders\Source Change...

Destination Directory

|C:\neu:ub\wwwmnt\SEs;mnRecnrdlng\
Presets Directory

|C:\Program Files {x86)\Licberman'Roulette L aunchAppTranscoders\Preset Change...

Logs Directory

|C:‘.Program Files (x86)\Lieberman'Roulette aunchAppTranscoders!Logs) Change...

Waorking Temparary Directory

|C:\Program Files {x86)\Licberman'Roulette\LaunchAppTranscoders\Workir Change...

Installshield
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12.  Onthe jump server host, select to run the service identity as either a
Specific User, Network Service, or Local System.

Service Identity
o Local System offers the benefit of already having proper Configure the identity to run EncoderFolderWatcherService ‘tﬂ
access and no password management requirements. If the _ _ _
. . Provide domain'username and password to access web service on web server and
transcoder is running on a separate system and local local data fles.
system is used, the computer account of the Jump server O
must be granted Modify access to the source directory on
) Metwork Service
the transcoder host.
. . ) O Local Service
« Network Service provides fewer rights than local system
and offers the benefit of already having proper access and QR
no password management requirements. If the transcoder is i
running on a separate system and network service is used, N [seesened

the computer account of the jump server must be granted e
Modify access to the Source directory on the transcoder
host. NT Authority\Network Service must also be granted
Modify access to the Session Recording directory.

« Specific User offers the path of least privilege but requires configuring NTFS permissions on the Source directory. When
the transcoder is on a separate system, running as a specific user is recommended for running the File Watcher service
on the jump server.

13. Click Next.
14. Click Install.

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

<Back |F sl | [ Concel
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15. Click Finish to complete the first part of the installation.

InstallShield Wizard Completed

The Installshield Wizard has successfully installed
Remote Launcher. Click Finish to exit the wizard.

The next step in the installation will launch the installer for
Microsoft Expression 4 Encoder SP2. This companent
performs recording of your sessions. Instal all components
for proper operation, Default location for Expression
installation is OK.

Cancel

IMPORTANT!

If session recording components were not selected during the installation process, the installation ends. If any of the session
recording components were selected, a separate installation for the Microsoft Expressions recorder is initiated.

Install Microsoft Expressions Recorder

License agreement
1. Accept the license agreement for the Microsoft Expressions

You must accept the terms of this agreement to continue. If you do not want
recorder.

to accept the Microsoft Software License Tarms, click Decline.

MICROSOFT SOFTWARE LICENSE TERMS B

MICROSOFT EXPRESSION ENCODER 4 AND EXPRESSION
ENCODER 4 PRO WITH SERVICE PACK 2

These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. Please
read them. They apply to the software named above, which includes
the media on which you received it, if any. The terms also apply to
any Microsoft

B P
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2. Click Next on the Enter product key page. No product key needs
to be entered.

Enter product key

| |®

Features will be limited until a valid key is provided.
To purchase a key, go to the Expression web site.

3. Choose if you would like to join the Microsoft Customer

Experience Improvement Program. Click Next. "

Join the Customer Experience Improvement
Program
‘Would you like to help improve Microsoft Expression Encoder 4 by joining the

Customer Experience Improvement Program to periodically send basic
performance and usage infermation to Microsoft?

Privacy Statement

4. Selecttoinstall Expression Encoder 4. Click Install.

Installation

Choose the programs you want to install:

;| Expression Encoder 4

» Options

e | o | oree |
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5. Click Finish to complete the installation.

Thank you

Setup has successfully installed Microsoft Expression Encoder 4.

| View release notes |

Register your product

6. Other tasks are performed that are not not visible in the installer, including:

« A [Domain] Local security group is created called WriteRecordingGroup. If the installation is taking place on a domain
controller, the group is created in the Users container. This group may be safely deleted from the jump server if also
functioning as the transcoder host.

e The Domain Admins group is added to this WriteRecordingGroup.

« The installer creates and shares the following directory: %inetpub%\wwwroot\SessionRecording as
SessionRecording. This directory is used to copy compiled session recordings from the jump server to the transcoder
host. This scenario applies if using the FFMPeg video recorder rather than the Expressions recorder. This share directory
will be required when configuring the jump server for app launching with session recording. If the transcoder and jump
server are the same system, this share can be safely deleted.

o Theinstaller creates and shares the following directory: %ProgramFile5|
|(x86) %\Lieberman\Roulette\LaunchApp\Transcoders\Source|as Source. This directory is used by the jump
server to copy raw session recording files to the transcoder host. This scenario would apply if using the Expressions 4
recording software. This share directory is required when configuring the jump server for app launching with session
recording. If the transcoder and jump server are the same system, this share can be safely deleted.

« Each of the shared directory's share permissions are set to allow full control of the WriteRecordingGroup. Minimum
permission required is Change.
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Install the Session Recording Software on the Transcoder Host

ra -_-"'lu
( ! ) IMPORTANT!

If you are not installing and using the session recording software, skip this step.

1. To begin installing the session recording software, open the
Supplementallnstallers sub-folder from the installation directory, )
"%ProgramFiles (x86)\Lieberman\Roulette". e e oy

2. Copy ERPMRemoteLauncherinstaller.exe to the machine

functioning as the transcoder. Launch the installer. Ine ettt el ieord vl oo Ly

on your computer. To continue, dick Mext.

3. Click Next on the Welcome page.

4. Read and accept the license agreement to continue installation.

Click Next.
X i WARNING: This program is protected by copyright law and
5. Enter the full SSL-secured URL to the web service. Web Services international treaties,

are installed separately. The application launcher web service is
installed with the standard ERPMWebService installer package.
The URL is

https:/Iserver.example/ERPMWebService/WebLauncherBackE
ndService.svc.

6. Click Test to validate the URL. Any certificate issues must be
corrected before installation will succeed. If the web page does not
appear at all, validate the URL and try again, or install web services.

Application Launcher Web Service URI

Test Application Launcher Web Service

7. Ifthe page tests without issue or errors, click Next.

https: {/localhost/ERPMWebService M/ebLauncherBackendService. svc

Installshield
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8. Forthe transcoder host, select to install:

e Microsoft Expression 4 Encoder SP2 Custom Setup a

. . . Select the program features you want installed.
« Session Recorder and File Watcher Service

Click on an icon in the list below to change how a feature is installed.

9. Select the installation directory. Click Next.

Feature Description

Microsoft Expression 4 Encoder
SP2

Microsoft Expression 4 Encoder SP2
(=3 ~ | Session Recorder and File Watcher Service

This feature requires 34MB an
your hard drive.

Instal to:
C:\Program Files (x&6)\LiebermanRoulette\LaunchAppY

Installshield
[ tep [ see || <Bek || mear [ conel |

10. Specify the network path to the SessionRecording share on the
media server host. If this system will server as both the transcoder et Treseiier il

H H These paths are used by the file watcher service and transcoder (video file format
hOSt and the medla server hOSt’ the defaU|t path IS CorreCt' converters), Mote that this component may be installed on a machine separate
11. Click Next.

from the Launcher application for better performance.

Source Directory
|C:‘Program Files (x&6)Lieberman'RoulettelLaunchAppiTranscoders\Source Change...

Destination Directory

|C:\ineiu..lb‘wuwwroot‘\SessionRemrding\ Change...
Presets Directory

|C:\Program Files (x86)\Lieberman'Roulettel aunchAppTranscoders\Preset Change...
Logs Directory

|C:\Program Files {x86)\Licberman'Roulette L aunchAppTranscoders\Logs Change...
Working Temparary Directory

|C:\Program Files (x86)\Lieberman'Roulette L aunchAppTranscoders\Workir Change...

Installshield

12. Onthe transcoder host, set the service identity to run as either

Local System or as a Specific User. ; )
Service Identity

« Offers the benefit of already having proper access and no Configure the identity to run EncoderFolderWatcherService
password management requirements.

Provide domain\username and password to access web service on web server and

« Running as a Specific User offers the path of least loceldata fies.

privilege. However, it requires configuring NTFS ® Local System
permissions to read, write, and delete files on the Source T —
directory. O foc Samics:
O Spedific User
x Note: On the transcoder host, running the File Watcher service Romin'sername |
as Local System is recommended. Password I

Installshield

13. Click Next.
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14. Click Install.

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

Installshield

15. Click Finish to complete the first part of the installation. After the
initial installation is complete, a separate installation for the

. . e e InstallShield Wizard Completed
Microsoft Expressions recorder is initiated. A A I

The InstalShield Wizard has successfully installed
Remote Launcher. Click Finish to exit the wizard.

The next step in the installation will launch the installer for
Microsoft Expression 4 Encoder SP2. This component
performs recording of your sessions. Instal all components
for proper operation. Default location for Expression
installation is OK,

Install Microsoft Expressions Recorder :
License agreement

You must accept the terms of this agreement to continue. If you do not want
to accept the Microsoft Software License Tarms, click Decline.

1. Accept the license agreement for the Microsoft Expressions
recorder.
MICROSOFT SOFTWARE LICENSE TERMS 4

MICROSOFT EXPRESSION ENCODER 4 AND EXPRESSION
ENCODER 4 PRO WITH SERVICE PACK 2

These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. Please
read them. They apply to the software named above, which includes
the media on which you received it, if any. The terms also apply to
any Microsoft

B P
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2. Click Next on the Enter product key page. No product key needs
to be entered.

Enter product key

| |®

Features will be limited until a valid key is provided.
To purchase a key, go to the Expression web site.

3. Choose if you would like to join the Microsoft Customer

Experience Improvement Program. Click Next. "

Join the Customer Experience Improvement
Program
‘Would you like to help improve Microsoft Expression Encoder 4 by joining the

Customer Experience Improvement Program to periodically send basic
performance and usage infermation to Microsoft?

Privacy Statement

4. Selecttoinstall Expression Encoder 4. Click Install.

Installation

Choose the programs you want to install:

;| Expression Encoder 4

» Options

e | o | oree |
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5. Click Finish to complete the installation.

Thank you

Setup has successfully installed Microsoft Expression Encoder 4.

| View release notes |

Register your product

6. Other tasks are performed that are not not visible in the installer, including:

« A [Domain] Local security group is created called WriteRecordingGroup. If the installation is taking place on a domain
controller, the group is created in the Users container. This group may be safely deleted from the jump server if also
functioning as the transcoder host.

e The Domain Admins group is added to this WriteRecordingGroup.

« The installer creates and shares the following directory: %inetpub%\wwwroot\SessionRecording as
SessionRecording. This directory is used to copy compiled session recordings from the jump server to the transcoder
host. This scenario applies if using the FFMPeg video recorder rather than the Expressions recorder. This share directory
will be required when configuring the jump server for app launching with session recording. If the transcoder and jump
server are the same system, this share can be safely deleted.

o Theinstaller creates and shares the following directory: %ProgramFile5|
|(x86) %\Lieberman\Roulette\LaunchApp\Transcoders\Source|as Source. This directory is used by the jump
server to copy raw session recording files to the transcoder host. This scenario would apply if using the Expressions 4
recording software. This share directory is required when configuring the jump server for app launching with session
recording. If the transcoder and jump server are the same system, this share can be safely deleted.

« Each of the shared directory's share permissions are set to allow full control of the WriteRecordingGroup. Minimum
permission required is Change.
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Install the Streaming Media Software on the Session Recording Media
Server

e
(1) MPORTANT!

If you are not installing and using the session recording software, skip this step.

The streaming media services broadcast recorded sessions from the streaming host to the client's browser and video player.

x Note: The installation of IIS media services requires a basic installation of IIS to be available on the same host server.

1. To begin installing the media software, open the Supplementallnstallers sub-folder from the installation directory,
%ProgramFiles (x86)\Lieberman\Roulette.

2. Copy lISMedia64.msi to the machine functioning as the streaming video server, and launch the installer.

Click Next on the Welcome page. .n

1y
Microsoft I ey
IlS Information Welcome to the IIS Media Services 4.1
Services E
Setup Wizard

The Setup Wizard will install IIS Media Services 4.1 on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard,

4. Read and accept the terms of the license agreement. Click Next.

End-User License Agreement

Flease read the following license agreement carefully

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE
TERMS

IIS MEDIA SERVICES 4.1 FOR MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft Corporation (or based on where you live, one of its affiliates)
licenses this supplement to you. If you are licensed to use Microsoft
Windows Operating Systems software (for which this supplement is
applicable) (the "software™), you may use this supplement. You may not v

W17 accept the terms in the License Agree
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5. Leave the default options selected. Click Next.

Custom Setup

Select the way you want features to be installed. T (-

Click the icons in the tree below to change the way features will be installed.

Media Services 4.1
- | Bit Rate Throttling
- =3 = | Live Smooth Streaming
(=) - | Smooth Streaming

115 Media Services features and
tools.

=] Web Pla\disi.s This feature requires 332KB on your
¥ _-| Session Helper hard drive. It has 4 of 4
subfeatures selected, The
subfeatures require 7071KB on your
hard drive.
Reset Back [ mext | [ cancal ]

6. Click Install.

Ready to install IIS Media Services 4.1

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. Click Finish.

Completed the IIS Media Services 4.1
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Finish i | Cancel
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Configure Remote Desktop Services (RDS) for Application Launching

When a user uses the Launch App link in the web application, the launcher is called and obtains the necessary credential information for
the application to launch. The application is launched from the jump server. In turn, VDI displays the remote application on the user's
workstation like a local application. Before application launching can occur, RDS must be configured.

Configure Remote App

Open Server Manager. Select Remote Desktop Services > Collections.

Select the collection needed to configure application launcher.

In the RemoteApp Programs area, select Tasks select > Publish

RemoteApp Programs.
Select RemoteApp programs

4. Click Add on the Publish RemoteApp programs dialog.

Select the RemoteApp programs to publish to the LSC collection. To dd a RemoteApp program to
the fist, click Add.

RemoteAp)

The RemoteApp programs are populated from ST-BASTION.STONEFF.ME.
[ RemoteApp Program Location 1~

[ Hcaleulator #SYSTEMDRIVE®\Windowshsystem32\calc.exe
[ & Cheracter Map %SYSTEMDRIVESS\Windowssystem32\charmap...
[] EjDefault Programs %SYSTEMDRIVESS\Windows\system32\control.e...
[] 1 Defragment and Optimize Drives  %SYSTEMDRIVE®:\Windows\system32\dfrgui.exe
[ [£3Deplayment Wizard %SYSTEMDRIVES&\Program Files (:86)\Microsof...
[] = Disk Cleanup %SYSTEMDRIVE \Windows\system32\cleanmg...
[ Sjintemet Information Services (IIS)  %SYSTEMDRIVE®\Windows\system32\inetsril...
[ €isCl Initiator %SYSTEMDRIVESS\Windowstsystem32\scsicple..
[ “: Launcher Logs HSYSTEMDRIVES\Windows\explorer.exe
[ ##Math Input Panel %SYSTEMDRIVES:\Program Files\Common Files..
[ L Micrnsnft Exnrmssinn Encoder d___SLSYSTEMT Eilac L4
<] m 11>

Verify that the program is installed on all the RD Session Host servers in the collection,

[ <previous | [ mew> | [ pustisn | [ Cameel |

5. Select LiebsoftLauncher.exe from the application launcher

installation location on the jump server. The default directory for this
file is C:\Program Files (x86)\Lieberman\Roulette\LaunchApp.

Select RemoteApp programs

Select the RemoteApp programs to publish to the LSC collection. To add a RemoteApp program to

RemoteAp)

6. Click Next. it

The RemoteApp programs are populated from ST-BASTION.STONEFF.ME.

[ RemoteApp Program Location ~
[[] ¥ Task Manager %SYSTEMDRIVE\Windows\system32\taskmgr....
[] 22 Web Senice Logs %SYSTEMDRIVE®\Windows\explorer.exe
[ 1 Windows Media Player %SYSTEMDRIVES&\Program Files (x86)\Windows
[] B Windows Memory Diagnostic  %4SYSTEMDRIVE%\Windows\system32\ MdSche...
[] & Windows PowerShell %SYSTEMDRIVE\Windows\System32\Windou...
[] Efwindows Powershell (x36) %SYSTEMDRIVESS\Windows\SysWOW64\Windo...
(] “¥Windows PowerShell ISE %SYSTEMDRIVEX\Windows\system 32\ Window.
[ E#Windows PowerShell ISE («86)  %SYSTEMDRIVESS\Windowssyswow6\Window..
[ EWordPad %SYSTEMDRIVES:\Pragram Files\Windows NT\... H
RLiebsoftlauncher c\Program Files (x86)\Lieberman’Roulette\Laun...

[ 1B

Verify that the program is installed on all the RD Session Host servers in the collection,

<previous | [ Nest> | [ puslish | [ Cancel
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7. Onthe Confirmation page, click Publish.

Confirmation

RemotzApp Frograms Canfirm that the list of RemoteApp programs to be published is correct, and then click Publish.

1 RemoteApp program:

RemoteApp Program Location

AL

[<Previous | [ ne> | [ publish | [ Cancel |

8. Once the LiebsoftLauncher application is published, right-click on

itin the RemoteApp Programs list. Select Edit Properties. AR 5T Al

9. Onthe General tab, set the Show the RemoteApp program in Srou

- -
RD Web Access dialog to No. e e

User Assignment  +

I>]

RemoteApp program name:

e : LiebsoftLauncher
File Type Associati... +

Alias:
LiebsoftLauncher
RemoteApp program lacation:

c\Program Files (x86)\Lieberman\Roulette\LaunchApp\LiebsoftLauncher.

B
Current icon; b

Show the Remotefpp program in RD Web Access
O Yes 1

Type the name of the folder in which you want this RemoteApp program to appear on
the RD Web Access server. I you do not want the RemoteApp program to appear in
any folder, leave this field blank.

RemoteApp program folder:

<]

10. Onthe Parameters tab, select Allow any command-line

parameters. LiebsoftLauncher (LSC Collection)
Show All

General + Command-line Parameters

User Assignment  + O Do not allow any command-line parameters

B T L (@ Allow any command-line parameters

A By allowing this RemoteApp program to run with any command-line
parameter, your server may be vulnerable to malicious software.
O Always use the following command-line parameters
Ok | [ cancel |[ apply
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11. Onthe User Assignment tab, we highly recommend that you

change the Usgr Assignment option to be a specific use_r or group SR S BT
of users. You will be connected to the server as a pre-designated S
account, which can be managed by Privileged Identity. This is the Geperal % User Assignment -
. Parameters +
only account that requires access to run the program. The account St e e e e e o
assigned requires all permissions and rights to launch desired HETipe Sseadt. iy e ers el s whe S 3 this Rt s
) All users and groups that have access to the collection
prog rams. ® Only specified users and groups
12. Click OK. Users and groups:
SThlscbastion
L]
@ Fora user account to have access to a RemoteApp program, the user account
must have access to both the RemoteApp program and the collection to which it is
published. Updating the user access at the collection level will not change the user ||
access at the RemoteApp program level. "
Ok | [ cancel |[ apply
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Configure IIS to Host Recorded Sessions

ra -_-"'lu
( ! ) IMPORTANT!

If you are not installing and using the session recording software, skip this step.

When an application is launched using a jump server and the application is configured to record sessions, the recorded sessions are
placed into a pre-configured directory on the system. When using the Microsoft Expressions session recorder, the files are copied locally
to the file system, and the File Watcher service moves the raw files to a share called Source. This machine is configured as the video
transcoder in a XESC file. Once the raw XESC files are copied to the transcoder, the File Watcher service on the system transcodes the
videos to WMV format and moves the compiled files into the SessionRecording share on the same system. This directory is hosted in [IS
and is made available via the web application.

To configure IS on the machine hosting the compiled videos, minimal configuration is required. The application launcher installer
configures most of the required elements:

The default web site will have a new virtual directory added, called SessionRecording. This directory will point to
%inetpub%\wwwroot\SessionRecording.

The only change that may need to be made is to set the authentication
scheme to anonymous: @ Authentication
1. Open lIS and expand the Default Web Site. Sloupbyg) NoGrouping -
S | = £} Application Pools | | kb e———
2. Open the Authentication area. ‘__% Sif:slca S  Anonymous Authentication Enabled f
. Al . . 4“ Default Web Site ASP.NET Impersonation Disabled
3. Right-click on the Authentication Types. Al S Ri
4. Enable Anonymous Authentication and disable all others. b ERPMWebServiceAnon| | Windows Authentication e
b PWCWeb
[ l‘? SessionRecording
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Configure the Application Launcher and Session Recorder

After installation, there are five configuration steps to complete before using the application launcher and the session recorder.

Configure the Jump Server Logon Account

The Application Launcher uses a standard logon account to log into the target jump server and launch the LiebsoftLauncher application.
The LiebsoftLauncher application launches the target application and connects to a web service, WebLauncherBackendService.svc,
to obtain the necessary program settings and credentials.

Logon Account Requirements

The logon account must have the following:

« A domain account is recommended, but the logon account can be a local account.

« The account must be able to remotely log into the target jump server. If the account is not an administrator, it must be added to the
Remote Desktop Users group on the jump server.

» Because the user account launches the LiebsoftLauncher application upon login, make sure the account has the permissions
required for launch. Set the permissions in the RemoteApp settings, which are found in Server Manager > Roles > Remote
Desktop Services. The permissions can be assigned directly to the user or assigned to a group that the user belongs to.

« The account needs all of the same rights necessary to launch the final target application. It does not necessarily need local or
domain admin privileges.

Secure the Logon Account

« The account for application launching should have its password rotated frequently by Privileged Identity. Daily or weekly is
recommended; however, setting the rotation schedule to hourly is not recommended and could possibly invalidate the logon
account's session.

« There are no requirements for password propagation, and it is recommended you turn off password propagation for the password
change job.

+ We recommend keeping the password length 80 characters or less because some versions of Windows will not allow longer
passwords to be used with RDP.

e
(1) ImMPORTANT!

When launching an application, this account will be able to do anything the target application allows.

Recommended Policy Settings for the Logon Account

If this account is located in Active Directory, we recommend placing the account into an organizational unit (OU) by itself or with other
similarly locked down accounts. On this OU, create a policy and modify the User Settings portion of the policy to lock down this logon
account. There is no need to place the jump server in this OU because the policies locking down the user experience are user-based and
not system-based.
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The following table provides a list of recommended settings for lockdown. All policies should be tested to ensure they do not interfere with
the required operation of a target application:

Policy Setting
Enforcement
Apply Software Restriction Policies to the following All software files except libraries (such as DLLs)
Apply Software Restriction Policies to the following users All users
When applying Software Restriction Policies Ignore certificate rules

Trusted Publishers

Trusted publisher management Allow all administrators and users to manage user's
own trusted publishers

Certificate verification None

Software Restriction Policies > Security Levels

Default Security Level Disallowed
Software Restriction Policies > Additional Rules > Path Rules

%HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Security Level = Unrestricted
NT\CurrentVersion\SystemRoot%

%HKEY_LOCAL _ Security Level = Unrestricted
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ProgramFilesDir%

C:\Program Files Security Level = Unrestricted

(x86)\Lieberman\Roulette\RemoteAppLauncher\LiebsoftLauncher.exe

User Configuration | Policies | Administrative Templates

Control Panel

Prohibit access to Control Panel and PC settings Enabled
Control Panel > Display

Disable the Display Control Panel Enabled
Control Panel > Printers

Browse a common web site to find printers Disabled
Browse the network to find printers Disabled
Prevent addition of printers Enabled
Prevent deletion of printers Enabled

Control Panel > Programs

Hide "Get Programs" page Enabled
Hide "Installed Updates" page Enabled
Hide "Programs and Features" page Enabled
Hide "Set Program Access and Computer Defaults" page Enabled
Hide "Windows Features" Enabled
Hide the Programs Control Panel Enabled

Control Panel > Regional and Language Options

Hide Regional and Language Options Enabled

Hide the geographic location option Enabled
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Policy Setting
Hide the select language group options Enabled
Hide user locale selection and customization options Enabled
Don't save settings at exit Enabled
Hide and disable all items on the desktop Enabled
Hide Internet Explorer icon on desktop Enabled
Hide Network Locations icon on desktop Enabled
Prevent adding, dragging, dropping and closing the Taskbar's toolbars Enabled
Prohibit adjusting desktop toolbars Enabled
Prohibit User from manually redirecting Profile Folders Enabled
Remove Computer icon on the desktop Enabled
Remove Properties from the Computer icon context menu Enabled
Remove Properties from the Recycle Bin context menu Enabled
Remove Recycle Bin icon from desktop Enabled
Turn off Aero Shake window minimizing mouse gesture Enabled

Network > Network Connections

Ability to change properties of an all user remote access connection Disabled
Prohibit access to properties of a LAN connection Enabled

Prohibit access to the Remote Access Preferences item on the Advanced menu  Enabled

Prohibit changing properties of a private remote access connection Enabled
Prohibit connecting and disconnecting a remote access connection Enabled
Prohibit renaming private remote access connections Enabled
Remove "Make Available Offline" command Enabled
Remove "Work offline" command Enabled

Network > Windows Connect Now

Prohibit access to the Windows Connect Now wizards Enabled

Add Search Internet link to Start Menu Disabled

Add the Run command to the Start Menu Disabled

Clear history of recently opened documents on exit Enabled

Clear history of tile notifications on exit Enabled

Clear the recent programs list for new users Enabled

Do not allow pinning items in Jump Lists Enabled

Do not allow pinning programs to the Taskbar Enabled

Do not display any custom toolbars in the taskbar Enabled

Do not display or track items in Jump Lists from remote locations Enabled
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Policy Setting

Do not keep history of recently opened documents Enabled
Do not search communications Enabled
Do not search for files Enabled
Do not search Internet Enabled
Do not search programs and Control Panel items Enabled
Do not use the search-based method when resolving shell shortcuts Enabled
Do not use the tracking-based method when resolving shell shortcuts Enabled
Hide the notification area Enabled
Lock all taskbar settings Enabled
Lock the Taskbar Enabled
Prevent changes to Taskbar and Start Menu Settings Enabled
Prevent users from adding or removing toolbars Enabled
Prevent users from moving taskbar to another screen dock location Enabled
Prevent users from rearranging toolbars Enabled
Prevent users from uninstalling applications from Start Enabled
Remove access to the context menus for the taskbar Enabled
Remove All Programs list from the Start menu Enabled
Remove and prevent access to the Shut Down, Restart, Sleep, and Hibernate Enabled
commands

Remove Clock from the system notification area Enabled
Remove common program groups from Start Menu Enabled
Remove Default Programs link from the Start menu. Enabled
Remove Documents icon from Start Menu Enabled
Remove Downloads link from Start Menu Enabled
Remove drag-and-drop and context menus on the Start Menu Enabled
Remove Favorites menu from Start Menu Enabled
Remove frequent programs list from the Start Menu Enabled
Remove Games link from Start Menu Enabled
Remove Help menu from Start Menu Enabled
Remove Homegroup link from Start Menu Enabled
Remove links and access to Windows Update Enabled
Remove Logoff on the Start Menu Disabled
Remove Music icon from Start Menu Enabled
Remove Network Connections from Start Menu Enabled
Remove Network icon from Start Menu Enabled
Remove Pictures icon from Start Menu Enabled
Remove pinned programs from the Taskbar Enabled
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Policy Setting
Remove pinned programs list from the Start Menu Enabled
Remove programs on Settings menu Enabled
Remove Recent Items menu from Start Menu Enabled
Remove Recorded TV link from Start Menu Enabled
Remove Run menu from Start Menu Enabled
Remove See More Results / Search Everywhere link Enabled
Remove the Action Center icon Enabled
Remove the battery meter Enabled
Remove the networking icon Enabled
Remove the volume control icon Enabled
Remove user folder link from Start Menu Enabled
Remove user's folders from the Start Menu Enabled
Remove Videos link from Start Menu Enabled
Show "Run as different user" command on Start Disabled
Turn off all balloon notifications Enabled
Turn off automatic promotion of notification icons to the taskbar Enabled
Turn off feature advertisement balloon notifications Enabled
Turn off notification area cleanup Enabled
Turn off user tracking Enabled

Start Menu and Taskbar > Notifications

Turn off notifications network usage Enabled
Remove Change Password Enabled
Remove Task Manager Enabled

System > Internet Communication Management > Internet Communication settings

Turn off access to the Store Enabled
Turn off downloading of print drivers over HTTP Enabled
Turn off handwriting recognition error reporting Enabled
Turn off Help Experience Improvement Program Enabled
Turn off Help Ratings Enabled
Turn off Internet download for Web publishing and online ordering wizards Enabled
Turn off Internet File Association service Enabled
Turn off printing over HTTP Enabled
Turn off the "Order Prints" picture task Enabled
Turn off the "Publish to Web" task for files and folders Enabled

Turn off the Windows Messenger Customer Experience Improvement Program  Enabled
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Policy ‘ Setting

Turn off Windows Online Enabled

System > Removable Storage Access

All Removable Storage classes: Deny all access Enabled
CD and DVD: Deny read access Enabled
CD and DVD: Deny write access Enabled
Floppy Drives: Deny read access Enabled
Floppy Drives: Deny write access Enabled
Removable Disks: Deny read access Enabled
Removable Disks: Deny write access Enabled
Tape Drives: Deny read access Enabled
Tape Drives: Deny write access Enabled
WPD Devices: Deny read access Enabled
WPD Devices: Deny write access Enabled

System > Windows HotStart
Turn off Windows HotStart Enabled

Windows Components > Add features to Windows 8

Prevent the wizard from running. Enabled

Windows Components > App runtime
Block launching desktop apps associated with a file. Enabled
Block launching desktop apps associated with a protocol Enabled

Windows Components > Application Compatibility

Turn off Program Compatibility Assistant Enabled

Windows Components > Attachment Manager

Hide mechanisms to remove zone information Enabled

Windows Components > AutoPlay Policies

Disallow Autoplay for non-volume devices Enabled
Prevent AutoPlay from remembering user choices. Enabled
Set the default behavior for AutoRun Enabled
Turn off Autoplay Enabled
Turn off Autoplay on All drives

Windows Components > Credential User Interface

Do not display the password reveal button Enabled

Windows Components > Desktop Gadgets

Restrict unpacking and installation of gadgets that are not digitally signed. Enabled

Turn off desktop gadgets Enabled

Turn Off user-installed desktop gadgets Enabled
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Policy Setting

Windows Components > Digital Locker

Do not allow Digital Locker to run Enabled

Windows Components > Edge Ul
Turn off switching between recent apps Enabled

Turn off tracking of app usage Enabled

Windows Components > File Explorer

Display confirmation dialog when deleting files Enabled
Display the menu bar in File Explorer Enabled
Do not allow Folder Options to be opened from the Options button on the View Enabled
tab of the ribbon

Do not display the Welcome Center at user logon Enabled
Do not request alternate credentials Enabled
Hide these specified drives in My Computer Enabled

Restrict all drives

Hide the Manage item on the File Explorer context menu Enabled
No Entire Network in Network Locations Enabled
Prevent access to drives from My Computer Enabled

Restrict all drives

Prevent users from adding files to the root of their Users Files folder. Enabled
Remove "Map Network Drive" and "Disconnect Network Drive" Enabled
Remove CD Burning features Enabled
Remove File Explorer's default context menu Enabled
Remove File menu from File Explorer Enabled
Remove Hardware tab Enabled
Remove Security tab Enabled
Remove the Search the Internet "Search again" link Enabled
Turn off display of recent search entries in the File Explorer search box Enabled
Turn off Windows+X hotkeys Enabled
Hide the common dialog back button Enabled
Hide the common dialog places bar Enabled
Hide the dropdown list of recent files Enabled

Windows Components > File Explorer > Explorer Frame Pane

Turn off Preview Pane Enabled

Turn on or off details pane Enabled

Configure details pane Always hide
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Windows Components > File Explorer > Previous Versions
Prevent restoring previous versions from backups Enabled

Windows Components > IME
Turn off history-based predictive input Enabled
Turn off Internet search integration Enabled

Windows Components > Internet Explorer

Automatically activate newly installed add-ons Disabled

Configure Media Explorer Bar Enabled

Disable the Media Explorer Bar and auto-play feature Enabled

Auto-Play Media files in the Media bar when Enabled Disabled

Disable AutoComplete for forms Enabled

Disable changing accessibility settings Enabled

Disable changing Advanced page settings Enabled

Disable changing Automatic Configuration settings Enabled

Disable changing Calendar and Contact settings Enabled

Disable changing certificate settings Enabled

Disable changing connection settings Enabled

Disable changing home page settings Enabled

Home Page Define a home page if necessary

Disable changing language settings Enabled

Disable changing Messaging settings Enabled

Disable changing ratings settings Enabled

Disable changing Temporary Internet files settings Enabled

Disable Import/Export Settings wizard Enabled

Disable Internet Connection wizard Enabled

Do not allow users to enable or disable add-ons Enabled

Identity Manager: Prevent user from using Identities Enabled

Notify users if Internet Explorer is not the default web browser Disabled

Pop-up allow list Enabled

Enter the list of sites here. Define allowed sites list if applicable such as

*.microsoft.com

Prevent "Fix settings" functionality Enabled

Prevent access to Internet Explorer Help Enabled

Prevent bypassing SmartScreen Filter warnings Enabled

Prevent bypassing SmartScreen Filter warnings about files that are not Enabled

commonly downloaded from the Internet

Prevent changing pop-up filter level Enabled

Prevent changing proxy settings Enabled
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Prevent changing the default search provider Enabled
Prevent configuration of how windows open Enabled
Select where to open links Open in existing Internet Explorer window
Prevent Internet Explorer Search box from appearing Enabled
Prevent managing pop-up exception list Enabled
Prevent managing SmartScreen Filter Enabled
Select SmartScreen Filter mode On

Prevent participation in the Customer Experience Improvement Program Enabled
Prevent per-user installation of ActiveX controls Enabled
Prevent running First Run wizard Enabled
Select your choice Go directly to home page
Search: Disable Find Files via F3 within the browser Enabled
Search: Disable Search Customization Enabled
Specify default behavior for a new tab Enabled
New tab behavior Home page
Turn off ability to pin sites in Internet Explorer on the desktop Enabled
Turn off add-on performance notifications Enabled
Turn off browser geolocation Enabled
Turn off configuration of pop-up windows in tabbed browsing Enabled
Select tabbed browsing pop-up behavior Force pop-ups to open in a new tab
Turn off Crash Detection Enabled
Turn off Favorites bar Enabled
Turn off Managing SmartScreen Filter for Internet Explorer 8 Enabled
Select SmartScreen Filter mode for Internet Explorer 8 On

Turn off pop-up management Enabled
Turn off Quick Tabs functionality Enabled
Turn off Reopen Last Browsing Session Enabled
Turn off suggestions for all user-installed providers Enabled
Turn off tabbed browsing Enabled
Turn off the auto-complete feature for web addresses Enabled
Turn off the quick pick menu Enabled
Turn on Suggested Sites Disabled
Turn on the auto-complete feature for user names and passwords on forms Disabled

Windows Components > Internet Explorer > Accelerators

Turn off Accelerators Enabled
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Windows Components > Internet Explorer > Browser menus

Disable Open in New Window menu option Enabled
Disable Save this program to disk option Enabled
File menu: Disable closing the browser and Explorer windows Enabled
File menu: Disable New menu option Enabled
File menu: Disable Open menu option Enabled
File menu: Disable Save As Web Page Complete Enabled
File menu: Disable Save As... menu option Enabled
Help menu: Remove 'Send Feedback' menu option Enabled
Help menu: Remove 'Tour' menu option Enabled
Hide Favorites menu Enabled
Tools menu: Disable Internet Options... menu option Enabled
Turn off Print Menu Enabled
Turn off Shortcut Menu Enabled
View menu: Disable Full Screen menu option Enabled
View menu: Disable Source menu option Enabled

Windows Components > Internet Explorer > Delete Browsing History

Disable "Configuring History" Enabled
Days to keep pages in History 1

Disable the Advanced page Enabled
Disable the Connections page Enabled
Disable the Content page Enabled
Disable the General page Enabled
Disable the Privacy page Enabled
Disable the Programs page Enabled
Disable the Security page Enabled
Allow active content from CDs to run on user machines Disabled
Allow software to run or install even if the signature is invalid Disabled
Do not allow resetting Internet Explorer settings Enabled
Empty Temporary Internet Files folder when browser is closed Enabled

Windows Components > Internet Explorer > Internet Control Panel > General Page
Start Internet Explorer with tabs from last browsing session Disabled

Windows Components > Internet Explorer > Internet Control Panel > General Page > Browsing History

Allow web sites to store application caches on client computers Disabled
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Policy ‘ Setting

Windows Components > Internet Explorer > Internet Settings > Advanced Settings > Browsing
Turn off details in messages about Internet connection problems Enabled

Turn on script debugging Disabled

Windows Components > Internet Explorer > Internet Settings > Advanced Settings > Multimedia
Allow Internet Explorer to play media files that use alternative codecs Disabled

Windows Components > Internet Explorer > Internet Settings > Advanced Settings > Searching

Prevent configuration of search on Address bar Enabled

When searching from the address bar Do not search from the address bar
Prevent configuration of top-result search on Address bar Enabled

When searching from the Address bar Disable top result search

Windows Components > Internet Explorer > Internet Settings > Advanced settings > Signup Settings

Turn on automatic signup Disabled

Windows Components > Internet Explorer > Internet Settings > AutoComplete

Turn off URL Suggestions Enabled
Turn off Windows Search AutoComplete Enabled
Turn oninline AutoComplete Disabled

Windows Components > Internet Explorer > Security Features > Restrict File Download
All Processes Enabled

Internet Explorer Processes Enabled

Windows Components > Internet Explorer > Toolbars

Configure Toolbar Buttons Enabled

Show Back button Enabled

Show Forward button Enabled

Show Stop button Enabled

Show Refresh button Enabled

Show Home button Enabled

Show Search button Disabled

Show Favorites button Disabled

Show History button Disabled

Show Folders button Disabled

Show Fullscreen button Disabled

Show Tools button Disabled

Show Mail button Disabled

Show Font size button Disabled

Show Print button Disabled

Show Edit button Disabled

Show Discussions button Disabled
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Setting
Show Cut button Disabled
Show Copy button Disabled
Show Paste button Disabled
Show Encoding button Disabled
Disable customizing browser toolbar buttons Enabled
Disable customizing browser toolbars Enabled
Display tabs on a separate row Enabled
Hide the Command bar Enabled
Hide the status bar Enabled
Lock all toolbars Enabled
Lock location of Stop and Refresh buttons Enabled
Turn off Developer Tools Enabled
Turn off toolbar upgrade tool Enabled

Windows Components > Location and Sensors

Turn off location Enabled

Windows Components > Microsoft Management Console
Restrict the user from entering author mode Enabled

Windows Components > Network Sharing

Prevent users from sharing files within their profile. Enabled

Windows Components > Presentation Settings

Turn off Windows presentation settings Enabled

Windows Components > Sound Recorder

Do not allow Sound Recorder to run Enabled

Windows Components > Tablet PC > Accessories

Do not allow printing to Journal Note Writer Enabled
Do not allow Snipping Tool to run Enabled
Do not allow Windows Journal to run Enabled

Windows Components > Tablet PC > Hardware Buttons

Prevent Back-ESC mapping Enabled
Prevent launch an application Enabled
Prevent press and hold Enabled
Turn off hardware buttons Enabled

Windows Components > Windows Error Reporting

Disable Windows Error Reporting Enabled

Prevent removable media source for any installation Enabled

Prohibit rollback Enabled
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Windows Components > Windows Logon Options
Set action to take when logon hours expire Enabled

Set action to take when logon hours expire Logoff

Windows Components > Windows Mail
Turn off the communities features Enabled

Turn off Windows Mail application Enabled

Windows Components > Windows Media Center
Do not allow Windows Media Center to run Enabled
Windows Components > Windows Media Player
Prevent CD and DVD Media Information Retrieval Enabled

Prevent Music File Media Information Retrieval Enabled

Windows Components > Windows Media Player > Networking
Hide Network Tab Enabled

Windows Components > Windows Media Player > Playback

Prevent Codec Download Enabled

Windows Components > Windows Messenger
Do not allow Windows Messenger to be run Enabled

Do not automatically start Windows Messenger initially Enabled

Windows Components > Windows Mobility Center
Turn off Windows Mobility Center Enabled

Windows Components > Windows Update

Do not adjust default option to 'Install Updates and Shut Down' in Shut Down Enabled
Windows dialog box

Do not display 'Install Updates and Shut Down' option in Shut Down Windows Enabled

dialog box
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Configure the Web Launcher Settings

1. To configure the web launcher settings for the web application, open the management console.
Go to Settings > Manage Web Application > Application Launch in the management console.
The Launch Application with Credentials Settings dialogopens. [0 Ginch Application with Credentiais Settngs. |

The Global tab identifies the URL for the web service and other
related settings used when launching applications.

4. Enter the web service URL.

Launcher Related Web App Optons
[ Enable stored passords in

+ Web service URL: The URL of the application launcher
web service. When the web service is installed, a web
service is created at [site]/lerpmwebservice. The web

Remote Launch

[¥] Enable launching appiications on a remote server
service is called WebLauncherBackendService.svc. S TR S ST 7
Enter the full URL in the Web service URL field, including lus;;mwmmm.mmmmmm.

the protocol and port if applicable. The typical URL is: ‘

Lo J[ el [ oo ]

https://lerpmwebservername.example.com/erpmwebser
vice/weblauncherbackendservice.svc.

« Click Test Connection to verify the web service URL is correct and the web service is properly responding to requests.

5. Check the Enable launching applications using stored passwords in the web application box. This option enables remote
launching. If this option is not selected, the Launch Application option is unavailable in the website.

6. Check the Enable launching applications on a remote server box. This option enables configured applications to launch via
the jump server rather than launching locally on the client. When the option is enabled and an application is configured to use the
jump server, the applications launch from the jump server and use RemoteApp to display the program's user interface to the user's
desktop.

7. Enter the path where the script automation files will be copied to in the [Script Launch] Path to script files on client systems
field . This path is used when locally launching web-based applications.. If local launching will not be used, you do not need to
configure a path. The default location where these scripts are found is C:\Program Files
(x86)\Lieberman\Roulette\LaunchApp\WebAutomation.

8. When RDP files are generated, they are signed with the identified certificate. This helps avoid unknown/untrusted RDP connection
warnings and errors. For the Sign generated RDP files with certificate identified by thumbprint option to function, the
following must be true:

« The certificate must be on the client workstation to generate RDP files and connect to the jump server.

« If RDP connections are configured to go through the jump server, the certificate also must be on the jump server.

« The certificate must be accessible to the user running the process of creating and launching the RDP file.

« The security policy of the machine must be configured to require signed RDP files for this setting to have any effect.
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Configure the Jump Server Settings

1. From the management console, go to Settings > Manage Web Application > Application Launch in the management console.
2. Select Remote Servers.

Configuring Remote Servers

The Remote Servers tab identifies the available jump servers and other T .|

related settings used for launching applications. The option Enable o | vt | ‘ ]
launching applications on a remote server must also be selected on the e e
Global tab to make use of these servers. The first time this dialog is opened

no remote servers will be available for application launching.

To add a new server, click Add.

Server configuration dentffer | LauncherGu - Defaul] |

Remote server systemnome | launchergn |

The fo”OW|ng flelds are mandatory [w]Use RemoteApp to launch the liebsoft launcher on the server

Launcher path on jump server | ]

[ Use RemoteApp connection broker (RDS 2012+ only)

« Server configuration identifier: The friendly name of the server.

Connection broker

Load balancer info [ ]

+ Remote server system name: The actual name of the jump
. . []use integrated Windows credentials to login to the jump server
server. This should be the name (FQDN, simple name, or IP) that Clpronst oo skl o st e
can be reached from the client systems initiating the sessions. e — |

Login credentialaccount name | erpmlauncher |

« Use RemoteApp to launch the liebsoft launcher on the server: S s |

[+ Load saved password for connection from password store.

This option must be selected to remotely launch applications from Remotesever logon passverd | |
th e ju mp serveru Si n g R em Ot e App [Script Launch] Path to script files ‘C:\“vogvam Fies (x86) Lieberman'Roulette\. aunchApp WebAutomation |

["]Update OIT agent data for agent running on the server

o Launcher path on jump server: The path to the launcher
on the jump server. If the option Use RemoteApp to
launch the liebsoft launcher on the server is enabled, = |
this option is unavailable.

o Use RemoteApp connection broker (RDS 2012+ only)

= Connection broker: The fully qualified domain name (FQDN) of the connection broker, such as 2k12r2-
3.demo.msft.

= | oad balancer info: The loadbalanceinfo value from the .rdp file, such as tsv://MS Terminal Services
Plugin.1.Isc.example.
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IMPORTANT!

Make sure your RDS collection name does not exceed 16 characters. Microsoft truncates names exceeding 16 characters
when storing the name in the registry. If the truncated name does not match the configured load balancer info value, the
following error message is returned "Your computer can't connect to the remote computer because the connection broker
couldn't validate the settings in your RDP file."

« Use integrated Windows credentials to login to the jump server: This feature connects to the jump server using user
credentials rather than a specific jump server login. This occurs when the following requirements are met:
o The jump server is properly configured for web single-server sign-on
o The web application is also configured for use with integrated authentication
o The userlogs in using integrated authentication
o The login user has permissions to launch the application and RDP to the server

« Prompt for login credentials to application server: This prevents credentials from being automatically provided when
connecting to the jump server. The user performing the application launch must provide credentials for the jump server.

o Login credential system name: Enter the name of the system as it appears in BeyondTrust Privileged Identity. If the
application launcher is using stored (managed) credentials to log into the jump server, this field must be completed. It is
recommended to use a domain credential for this purpose.

o Login credential account name: Enter the name of the account used to log in to the jump server. It is recommended to
use a domain credential for this purpose.

o Login credential domain name: Enter the domain the account belongs to.

o Load saved password for connection from password store: Select this option to pull managed passwords from the
password store. To use a hard-coded password, enter the actual password in the remote server logon password field.

o [Script Launch] Path to script files on client systems: Enter the path to the script automation files. This path is used
when launching web-based applications. The default location for these scripts is C:\Program Files
(x86)\Lieberman\Roulette\LaunchApp\WebAutomation.

« Update OIT agent data for agent running on the server: Select this option to change certain metadata attributes to reflect
which user account is performing certain actions. This functionality works with ObservelT only and affects auditing information
stored within ObservelT.

IMPORTANT!

If using the built-in session recording from BeyondTrust instead of the Observel T session recorder, refrain from checking the
Update OIT agent data for agent running on the server option. Checking this option prevents the built-in session recorder

from operating.
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Gl [ appicatons | | ]

Once the entries are validated, click OK.

Remote appication servers:

Note: If the option to Load saved password for connection
from password store is selected and a stored password for the
target account doesn't exist, a warning appears.

All of these settings can be changed at any time without having to make any
changes to IIS, performing IISReset, or other administrative actions.

I T
S == |
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Configure the Jump Server Host

This section lists two configuration updates to implement for the jump server host.

Configure the Jump Server for Multiple Application Launcher Sessions

The following configuration change is needed to allow multiple application launcher sessions to run concurrently.

Log into the jump server.
Open the Run dialog using the Win+R keyboard shortcut.
Type gpedit.msc and press OK. The Local Group Policy Editor window opens.

> n o=

Choose Computer Configuration > Administrative Templates > Windows Components > Remote Desktop Services >
Remote Desktop Session Host > Connections : Restrict Remote Desktop Services users to a single Remote Desktop
Services session.

Right-click Restrict Remote Desktop Services users to a single Remote Desktop Services session.
Choose Edit, and a dialog opens to configure the policy.

Select Disabled.

Click OK.

© N o o

Prevent Transcoder Issues

The following configuration change is needed to prevent an issue resulting in your session recordings failing to be processed by the
transcoder.

Open the Run dialog on the jump server using the Win+R keyboard shortcut.

n

Type gpedit.msc and press OK. The Local Group Policy Editor window opens.

Choose Computer Configuration > Administrative Templates > System > User Profiles: Do not forcefully unload the
user registry at logoff.

Right-click Do not forcefully unload the user registry at logoff.
Choose Edit, and a dialog opens to configure the policy.

Select Enabled.

Click OK.

N o o~
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Configure Session Recording Settings

1. From the management console, go to Settings > Manage Web [ GucApictonwmCedentssSerngs 5|

Application > Application Launch. e EaE

Session recording modes

Identfier Path to Assembly

2. Select Session Recorders. The Session Recorders tab displays
configured session recording servers. There is a one-to-one
relationship with the servers configured on the Remote Servers
tab.

3. Toadd anew server, click Add.... The following fields are
mandatory:

« Configuration label: Friendly name of the server to appear
in the Application Launcher configuration.

« Basic configuration: Check this option if the session
recording host will perform both recording and transcoding

duties. Recorder options include Expressions 4, VLC, and
Windows Problem Steps Recorder. It is recommended to e | =

choose the Expressions 4 recorder option.

« Basic configuration: Check this option if the session recording host will perform both recording and transcoding duties.
Recorder options include Expressions 4, VLC, and Windows Problem Steps Recorder. It is recommended to choose
the Expressions 4 recorder option.

« Advanced configuration: Check this option to put _

recordings in a custom location or if video transcoding will e e |
occur on a separate host. We do not recommended W
changing the Assembly path or Type in Assembly values. Recorder | |
« Abort application launch if session recording fails: O@f:tm:dmmlh l
Check this option if you prefer remote sessions to log off and sty [ Program Fies (86 Veberman Fodetis | airchApp Sessorfecard rresorana 5 [ |
not launch the remote app when session recording fails. T e e e e R ey R e e e e
which implements the requisite interface. The appropriate type will be discovered at runtime.
o Output path: Enter the path for the system where raw Typein assembly: | SemiorRecordng Expresoond_CLl Sexsorfiecarder <]
session recording files will be stored. If using the jump [ Aot appicaton aunchif session recordin fais
server for both session recording and video transcoding, Outputpath: [ Wranscodr_ postiource |
specify a local path. The default location is c:\ProgramFiles i e e e e e e S e e
File name template: | SessionRecording-§(SessionID) |
Cox ]

(x86)\Lieberman\Roulette\LaunchApp\Transcoders\So
urce. If the transcoder is on a separate host, specify the universal naming convention (UNC) path to the Source share on
that server (\\server\source).

x Note: Do not place a back slash after the last directory name.

« File name template: The default value is SessionRecording-$(SessionlID). SessionRecording- is the filename prefix,
and $(SessionlD) is the variable for the remote app launch session's session ID. You can change the names, but you
should not remove the $(SessionlD) value from the name. Also, an extension should not be listed for the file name.

« Configuration label: Friendly name of the server to appear in the Application Launcher configuration.
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« Advanced configuration: Check this option to put _

recordings in a custom location or if video transcoding will e |
occur on a separate host. We do not recommended O Basic configuration
changing the Assembly path or Type in Assembly values. Recrders | |
« Abort application launch if session recording fails: Z,f:m:mﬁgln |
Check this option if you prefer remote sessions to log off and Assenblypath: [ Pragram Fies (26 Vb mar R etz aunchagps =i
not launch the remote app when session recording fails. ote: s possble and recommende t leave the type fikd ampty, f he assembly only contains one type
which implements the requisite interface. The appropriate type will be discovered at runtime.
o Output path: Enter the path for the system where raw Typeincssemblys | SessonRecording_Expressions_CLL SessionRecordar ‘]
session recording files will be stored. If using the jump [ bort pplication launch i session recording fals
server for both session recording and video transcoding, Outputpatts [ Woanscoder fostource -]
specify a local path. The default location is ¢c:\ProgramFiles S i e e e S
Fie neme template: | SessionRecording-$(5essionD) |
o ]

(x86)\Lieberman\Roulette\LaunchApp\Transcoders\So
urce. If the transcoder is on a separate host, specify the universal naming convention (UNC) path to the Source share on
that server (\\server\source).

x Note: Do not place a back slash after the last directory name.

« File name template: The default value is SessionRecording-$(SessionlID). SessionRecording- is the filename prefix,
and $(SessionlID) is the variable for the remote app launch session's session ID. You can change the names, but you
should not remove the $(SessionlID) value from the name. Also, an extension should not be listed for the file name.

Global | Appcations | Remote Servers | Session Recorders |

Once the entries are validated, click OK to add the session recorder host

object. Any of these settings can be changed at any time without having to sessen recdngmosics
make any changes to IIS or performing lISReset or other administrative B Crromren T—
actions.

Co e |m ]

Configure the Transcoder to Record Multiple Videos Simultaneously

By default, the session recording transcoder is set to record a maximum of one video at a time. To configure the transcoder to record
multiple concurrent videos, complete the following steps.

Go to the system where the Application Launcher and Session Recorder components are installed.

Choose Start > BeyondTrust > Settings.

If necessary, expand the File Watcher Transcoder Service Settings section and locate Setting: Maximum Concurrent

Encoders.
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4. Enter the maximum number of simultaneous recordings the transcoder should allow. Click Push.
5. Close Session Recording Configuration.
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Configure the Web Application Settings for Session Playback

To playback recorded sessions, the web application must have the video playback URL where the final recorded sessions are stored.

Under the default root website, the media server configures 11S with a virtual directory called SessionRecording. This URL should be
provided on the User/Session Management dialog. The SessionRecording URL may be presented with or without SSL but should use
anonymous authentication.

Configure the Session Playback URL
Open the management console. Click Manage Web App.

2. Double-click an existing web application to edit. Or, change the default options by opening Options > Configure default web
application options.

3. Click User/Session Management. [ veorletonsemnes ieprodsieen. )
. . [ apopiors | PaswordAcems | Dreciivks | Fiesweseting | [ e |
4. Locate the Session playback URL field and enter the URL for the |ttt 00| Umesbreney | ' [ bwtatbors
. . . [m}
media server. If using HTTPS, make sure to enter the valid name of i st moregementatevayservr

the server matching the assigned name on the certificate to avoid “.1

certificate errors. A typical URL is similar to ‘ ‘

Response configuration fie location for PUM aperations

https://server.example/sessionrecording/. Be aware that the \ \

system is expecting a trailing forward slash at the end of the URL. [

[JEnable session recording intearation

essionrecordng/ |

Session address

Click OK. [ ]

If updating an existing website with this new information, click OK.
The new settings are pushed to the web instance and its COM
application is restarted. If changing the default web application
settings, right-click on the website instance and select Replace
instance options with default web application options. After
making this change, there is no need to restart any systems.

[ ] rep
Once the URL is added and sessions have been recorded, users with
access to the Auditing section of the web application are able to play back
recorded sessions.
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Configure Applications for Launching

This section describes how to configure applications for Application Launcher use.

Add Application Launching Scripts

Privileged Identity includes a number of application launching scripts. Most scripts require additional configuration before they can be
used to launch applications.

In the management console, choose Settings > Manage Web Application > Application Launch.

Click Applications. I

L nh =

. [[Globa | Appicatons | Remote Servers | Session Recorders |
Click Add Defaults. i
Name Launch Type Config Location Verification [A]
To add new applications, click the Add button. Duplicate or edit R e o e s e "
v . . . . . . . . ‘Azure Biling Saipted Login_Azuresiling.vbs flocal] Ny
existing items by clicking Copy or Edit. After adding an application, = S el ey e
you must configure the application. et oo o Bobrecaties = ik
Dell - DRAC4 Saipted s ocall N/A
S e i
Dell - DRACE Seripted Docall N/A H
iepin e 7y
EMC Portal Seripted llocal] N/A
bk s ) s
FreeNAS Seripted Login_freeNAS.vbs: llocal] N/A
Google Adwords Scripted focal] NA
HP -ILO100 Seripted llocal] N/A
i "in i
hp 41084l switch Seripted Jocall N/A
i e S Y
Linked-In Seripted Login_LinkedIn.vbs: Jocall N/A 1
Motorola DOCSIS Seripted Login_Motorola_DOCSIS.vbs Pocall N/A
e i 5 s
NetApp Portal Seripted Login_NetApp.vbs Jocall N/A
oii g e s
Pinterest Seripted Login_Pinterest.vbs llocal] N/A ~
< i [ >
addefoults | [ add... | [ copy.. | [ Eit. | [ Delete. |
[ ]
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Configuring Privileged Identity to Launch Applications

Configure Privileged Identity to Launch Specific Applications

Open the management console.
Choose Settings > Manage Web Application > Application Launch.

Click Applications. The Applications tab displays applications that can be launched from the web application and other related
settings.

Select an Application Launch Type item.
Click Edit.

Complete the form.

Edit the Remote Application Configuration

+ Remote application label: (Required) Friendly name of the application as it will appear in the web application.
+ Remote application description: (Optional) Enter a description for the application.

+ Remote application icon path: (Optional) To set a custom icon for the application, identify the location of the physical web
application installation files, %inetpub%\wwwroot\PWCWeb. All file paths defined for the icons are relative to this path. Itis
recommended to create a custom folder and add your icons to this folder to persist through website upgrades. Then, for the icon
path, add the path using the following convention, FolderName\lconName.gif. All GIF files should be 32x32 pixels.

+ Remote launch type:(Required) Select from the available launch types:

o Launch application with command line parameters: Select if this application can be launched with command line
options, such as SQL Management Studio, PUuTTY, VMware vCenter, etc.

o Open web application with form post: Select if the website requires a basic form post and does not make use of JSON,
YAML, or other technologies for passing username and password information. When selected, fill out the Web Page and
Name-Value pair fields. The webpage is the name of the login page, including the protocol, such as
http://server.example/pwcweb/login.asp, and the name-value pair should consist of the variables for the username and
password.

o Launch terminal services client: Select if launching the Microsoft Terminal Services client.

o Launch app through .NET assembly: Select if an external .NET assembly will be used to connect and pass credentials.
Enter the Assembly Path and Type Name values. The Assembly Path is the full physical file path to the .NET assembly,
and the Type Name is the name of the .NET interface.

o Launch app through script automation: Select if launching MMCs or websites not passing username and password
information from a basic form post, thick clients not using command line parameters, etc. Enter the Script Path and
Automation URL. Script Path is the script name, including the extension. For example, login_azuremgmt.vbs. This
script must be found in the pre-defined script automation directory on the global options or Application Launch Server
configuration dialogs for the app launcher. Automation URL is the target URL. For example,
http://manage.windowsazure.com or for a device, https://$(RemoteAccessTarget_TargetName)/login.html.

« Run on the jump server: (Optional) Select if launching the target application from the jump server or from the user's workstation.
If this option is not selected, the application attempts to launch from the user's local workstation. If selected, the application
launches from the jump server. The application must be installed on the jump server. This is a per-application setting.

o Use the targeted account to connect to the jump server: Select if a connection needs to be established with a domain
account or a local jump server account. If a jump server is used and the account being targeted to launch the application is
a domain account or a valid local account, this option will establish a connection with those credentials rather than the pre-
configured jump server connection credentials. Do not use this option for non-Windows systems.
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o Application supports multi-tab: Select to enable a special set of configurations and launch scripts for applications with
multi-branch or multi-tab capabilities.

o Load user profile when starting application (Configure RDP connection parameters): Select if you wish to load the
connecting user's user profile on the jump server, which enables additional items, such as color depth, mapped drives,
clipboard capability, etc.

« Enable session recording: (Optional) If session recording is configured, this option is available. Select if launching this
application on a jump server should initiate session recording, and record only this application being run. This is a per-application
setting.

« Application: (Required) Enter the application name, which is the name of the executable without the path.

o Command line: (Required) Enter the command line parameters to launch the executable with. Parameters are specific to the
program being launched and not Privileged Identity. Specific replacement variables are provided by Privileged Identity, which can
be used in place of otherwise static values.

« Application location: (Optional) Define the application location. It can be a full physical path, or set up to search for and even
download a ready-to-run executable from a predefined network path . A physical path MUST be defined when launching the
application from a jump server. If a physical path is not defined in the application location field, the option to Search for
application on local system should be enabled. Sub-options for application search include searching for the application on the
system root or Program Files directories. In addition, subsequent include and exclude directories may be defined. Multiple values
should be separated by a semicolon. There are no variable replacements, such as %systemroot% or %inetpub%. Full physical
locations must be used.

« Search for application on local system: (Optional) Select if the [ RemocipicatonConfiguaton B

application launcher should search the jump server or the calling T — S oot
workstation's file system for the executable being launched, and | Bow ortgre e
launch the first valid application it comes across. If this option is S e ——— [

deselected, the Application location field becomes active, and a ;;‘;j"::;:::;jj:jm -
static path can be defined. Using search adds time needed to e e e i .
launch the application. The locations that can be searched are the o ' o

Program Files directories or the system root directory. Searching is P— | i

Command lne: 5 S(RemoteAccessTarget_Targethiame) - ¢| Hamespace:

controlled by the subsequent options.

[ search for applcation on local sys

[sear m root

o Search for application on local system root directs

[sear er the program fles directory [ignore run-as settngs for this applcaton

searches to the %systemroot% location on the jump server e Ble s et
or th.e cglling workstation's file system when launching an ot e Dxfd ey =
application.

o Search for application under the program files directory directs searches to %ProgramFiles% and %ProgramFiles
(x86)% on the jump server or the calling workstation's file system when launching an application.

o Subdirectory restriction indicates the directories to not search when searching the Program Files directory structure.

o Additional search directories are the additional directories to search if there are any other directories on the system to
search. The list is semicolon delimited.

o Working Directory is the default search starting point.

« Only run signed executables: (Optional) Select to ensure the program has a digital signature on it. If the option is enabled, an
additional verification can be configured to validate specific fields of the digital signature, such as the certificate serial number,
certificate issuer, etc.

o Verify certificate fields of signing certificate: This option becomes available if Only run signed executables is
selected. The resulting dialog allows definition around which fields to verify in the signing certificate.

« Only run executables with expected hashes: (Optional) Select if admins should be allowed to define hashes of a target
application. This is useful to ensure a malicious executable is not renamed or a specific patched version has run. From this dialog,
multiple hashes can be calculated and defined.
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o At launch, download the file from path: (Optional) Define a network path or URL to download the application from if not already
present on the host system.

« Settings apply to client system configuration: (Optional) Select if applications are launched from the user's workstation. This
has no effect on applications launched using the jump server.

o A 32-bit application running on a 32-bit Windows host installs to c:\ProgramFiles\application. Yet, the same 32-bit
application running on a 64-bit Windows host installs to c:\ProgramFiles (x86)\application. This setting permits
configuration of only one application to launch with multiple possible settings. When these settings are configured, the
launcher determines which host it is running and retrieves the appropriate settings.

« Application uses stored private key: (Optional) Select this option to allow programs using certificates to define which certificate
to use when connecting. These certificates must be pre-imported and assigned via the management console by choosing
Settings > User Keys > Import Keys.

« Application uses gateway server: (Optional) If an SSH proxy/gateway is defined in the management console, this option is
available. Select this option if a client should first connect to an SSH proxy before connecting to the final SSH target. This process
uses plink.exe. The plink.exe download location must also be specified with the path on the jump server where the plink.exe
executable is located. Plink.exe is installed in the launch app folder on the jump server if the PuTTy files are also installed.
Plink.exe can also be downloaded from https://www.putty.org.

« Configure Allowable Types: (Required) Select which account types in the application are available. One account type, at
minimum, must be selected. This option makes applications available to MySQL or Windows but not Linux, SQL Server, or Oracle.

« Always use the specified account when starting this application: (Optional) Select this option to pull a predefined credential
from the account store and always use this account to launch the application. The application will not be available in the Launch
App section of the web application. It will instead be made available in the Applications section of the website. Applications is
always available regardless of managed passwords. When this option is NOT selected, the application is available for the selected
account types. Potentially any account could be used to launch this application.
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Variables for App Launching

Privileged Identity provides variables to pass the username, password, target server, etc., when launching an application from the
command line or web automation scripts.

Scenario:

DEMO\Broberts logs into the web application.

2. DEMO\Broberts clicks on launch app, causing a secondary account, DEMO\AppLaunchLogin, to connect to the jump server.
This action initiates and launches the liebsoftlauncher.exe program.

3. Liebsoftlauncher connects back to the web service and retrieves program settings, including target system, target user name,
and target password. This connects him to a server called DB2012 as SA with the SA password.
The following elements are defined using the following variables:

« DEMO\Broberts = $(SourceAppLogin) or $(UserEnteredLoginUsername)
« DEMO\AppLaunchLogin = NOT EXPOSED

o DB2012 = $(RemoteAccessTarget_TargetName)

« SA = $(Username) or $(AccountName_FullyQualified)

o SA Password = $(Password) or $(Password_Raw)
Following is a list of all possible variables:

« $(UserEnteredLoginUsername): Same as $(SourceAppLogin), the account used to log in to the web application.

¢ $(UserEnteredLoginUsername:RemoveNTStyleNamespace): This element prunes the domain name from the user name.
From the example above, DEMO\Broberts becomes simply Broberts.

« $(UserEnteredLoginUsername:ReplaceBackslashWithDot): This element retains the domain name with the username but
replaces the slash with a dot. From the example above, DEMO\Broberts becomes DEMO.Broberts. Use this variable when a
name is required that will not be interpreted as a path for creating directories.

o $(SourceAppLogin) - Same as $(UserEnteredLoginUsername), the account used to log into the app triggering the launcher.
« $(Username): This is the name of the target account. From the example above, SA.

o $(AccountName_FullyQualified): Building on the $(Username) variable, this will pre-pend the domain prefix to the account
name, if applicable.

« $(Password): The regex-escaped password (for example, pass\"word ).
o $(Password_Raw): The raw, un-escaped password.
« $(RemoteAccessTarget_TargetName): The target host which the application connects to.
o $(LauncherPath): The path to the application launcher.
¢ $(SessionlD): The GUID for the launcher link.
« $(PrivateKey): The file path for the DER encoded private key (if available).
« $(PrivateKeyPassphrase): The pass phrase, if present for $(PrivateKey).
o $(PuttyKey): The file path for the PuTTY-encoded private key (if available).
These variables are used in line and are replaced by Privileged Identity when the application is launched. For example, if the user goes to

the SQL Server database instance on a server called DB2012 and connects with the built-in (and managed) SA account from the website,
the command line syntax would be:
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-S $ (RemoteAccessTarget TargetName) -U $ (Username) -P $(Password) - nosplash

The switches ( -S, -U, and -P ) are part of the SMSS.EXE executable. The subsequent values of $(RemoteAccessTarget_TargetName),
$(Username), and $(Password) would be replaced by the name of the server (DB2012), the name of the account (SA), and the password
for SA respectively.
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Maintain Application Launching Scripts

As a courtesy to our customers, updated scripts that support common online business applications are periodically made available. This
section describes how to download and install those files, and keep the script directory in sync across multiple launchers if script updates
are required.

Install New Application Launching Scripts

1. Updated scripts area available with the installer at %ProgramFiles(x86)%\Lieberman\Roulette\LaunchApp\WebAutomation.
Customize the scripts as needed and test. Scripts are generic and may need to be customized to work in your environment.

Copy updated and customized automation scripts to the WebAutomation location. Be sure to also copy scripts to any secondary
launchers.

x Note: Third- party entities such as Facebook and Twitter change their variable requirements often and without warning.
Scripts referencing third-party applications may need to be updated frequently.

The following table lists the default file installation locations.

Application Launcher File(s) | Default installation location

Application launcher files to be installed on a bastion host,
LiebSoftLauncher.exe

%ProgramFiles(x86)%\Lieberman\Roulette\LaunchApp

The automation scripts %ProgramFile

(x86)%\Lieberman\Roulette\LaunchApp\WebAutomation

Note: If you add your own compiled scripts to the WebAutomation folder, the defined login account must be able to read and
execute the scripts.

Verify the Script Launch Path Configured on Your Remote Application Server

Remote Application Server Configuration -

1. Inthe management console, choose Settings > Manage Web

Application > Application Launch.
Click Remote Servers.

Select the remote application server. Click Edit.

Refer to the [Script Launch] Path to script files field to view the

path.

Server configuratin identfer | LauncherGu) - Defauit

systemnome [ launchergn

APD to launch the liebsoft launcher on the server

[ Use RemoteApp connection broker (RDS 2012+ only)
Connection broker
Lozd balancer info
[TJuse integrated Windows credentias to login to the jump server
[1Prompt for login credentials to application server

Login name [ lsc.ent

Login credentialaccount name | erpmlauncher

o] [ ]
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Multi-Tab Support

From one window, several administrative tools support connections to target systems. You can view multiple connections in separate tabs
(like in SecureCRT) or like branches in tree-view navigation pane (like in Microsoft SQL Management Studio).

[F192.168.10.20 - not connected - SecureCRT M=l B3
Fie Edt View Options Transfer Seript Tools Window  Help

49 5 [0 29380 enter host <Al anhBEs FEtelF b Connect~ 33 3 m “F [£] .4
@ 1921531010 | & 192.168.1020 x | TP = [_3 db2012-Ischost (SOL Server 11.0.2100 - DEMO\Iscadmin)
= [ Databases
[C3 Security
[ Server Objects
[ Replication
[ AlwaysOn High Availability
4 Management
3 Integration Services Catalogs
[ SOL Server Agent
= B db2012-apphost (50L Server 11.0.2100 - DEMO\lscadmin)
3 Databases
[ Security
3 Server Objects
[ Replication
3 AlwaysOn High Availability
[ Management
[ Integration Services Catalogs
[T SOL Server Agent

Object Explorer

Connection timed out

Ready |4, 1 |17 Rows, 69 cals [ymioo || [car]mom]

These applications can use different credentials for each target system connection. However, some applications have limitations when
using multiple tabs or branches. For example, it is possible to use Integrated Windows Authentication to connect SQL Management
Studio to some MS SQL servers, while others require an explicit SQL account using SQL authentication. In the case of SQL Management
Studio, when the tool is launched and integrated, Windows authentication is used, and it is not possible to reuse the existing instantiation
of the tool. However, if one connection uses integrated authentication and the secondary connections use SQL authentication, or if all
connections use SQL authentication, you can reuse the currently running instance.

Privileged Identity supports this functionality via the Multi-tab Configuration window in Remote Application Configuration.

If multi-tab is not used, when a user launches a tool like SecureCRT or SQL Management Studio, it establishes one session on the jump
server and one instance of the application in that session. This is a more secure scenario because it segregates the data and session
information so it cannot be shared within the tool or within any systems the user may be accessing.

The trade-off is that a secondary launch of the same tool, just to a new system, will cause a second session to be created, and it can be
slow and consume more resources.

If multi-tab is used, when a user launches a tool such as SecureCRT or SQL Management Studio, it establishes one session on the jump
server and one instance of the application in that session. Then, when a user launches the same tool again to connect to another system,
it reuses the existing session and adds a tab or another tree to the tool. This reduces resource consumption on the jump server and can
speed up the use of the tool. The trade-off is that the application can share information from all servers with anything it is connected to.

Configure Multi-Tab Support

To configure multi-tab support, make sure the jump server and basic application settings have been set up.

x Note: Mutli-tab is supported for application launching from a jump server only.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 70

©2003-2022 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 11/1/2022
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED IDENTITY 7.3

lEI BeyondTrUSt APP LAUNCHER AND SESSION RECORDING

1. From Remote Application Configuration, enable the Application [ Remote Application Coniguration 1)

H 1 i Remote appication label: SQL Server Management Studo [Jonly run signed executables

su p po rts mu Itl -ta b 0 ptlon : C I I Ck th €.. bUtton . Remote appication description: A]  Dverify certficate fieds of sgning certifcate
o | Oonly [ confowerbses ]
of [Jatlaunch, download fie fiom path 1]
Remote aunch type: ] settngs apply [senericGientsystems ————v]
[]1oad user profie when starting appication
anmvesrpe Do —
[] Use the targeted account to connect to the jump server |:|
| &2 sopication supports mt-tab | anrioad pink.exe from locaton: 1

[ViEnable SessionRecording [ LauncherGW - Default | [JAways use the specified account when starting this application

Applcation: SsMS.exe System ame:

Command e fiamespace:

[ltgnore run-as sttings for this sppicaton

[ignore stdOut redrection for gathering application output

‘Additonal search drectories:

Default working drectory

[
2. Click Add. I T —
Multi-tab Configuration Multi-tab Executable Multi-tab Arguments
IIEIIhEﬂIIIEEI o]

3. Complete all the information on the Multi-tab Configuration dialog.

« Multi-tab configuration label is a label shown in the Multi-tab Configuration selection in the Remote Application
Configuration window.

« Multi-tab automation local executable path is a path to a compiled AutolT script, which is able to open a new tab or
establish a connection to new target system.

« Automation executable arguments are specific to new-tab-executables. The ProcessID is used to find the handle of the
application window, and the target system is transferred to the application for a new connection. Username and password
are not needed.

« Allow this multi-tab automation for existing application launches by EXE name controls how launched applications
are detected. If it is unchecked, the applications selected from the multi-tab configuration are assumed to be previously
launched.

In the example, we are using SQL Management Studio. There are two different application configurations: one for Integrated Windows
Authentication and another one for SQL server authentication. Both scenarios use the same executable, ssms.exe. For Integrated
Windows Authentication where different Windows accounts are being used to connect to target database servers, the option to Allow this
multi-tab automation for existing application launches by EXE name should be unchecked. While using integrated Windows
authentication and the SSMS process was launched from another user, it is impossible to connect to a secondary instance of MS SQL
using the existing instance of smss.exe. The automation executable arguments should be similar to:

$ (RemoteAccessTarget TargetName) nouser nopasswords $ (ProcessID)

ProcessID is the ID utilized to reuse the currently running executable.
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For SQL Management Studio where SQL Authentication is being used, the option to Allow this multi-tab automation for existing
application launches by EXE name can be selected. The automation executable arguments should be similar to...

=S $(RemoteAccessTarget_TargetName) -U $(Username) - P $(Password Raw)

In the commands above, $(RemoteAccessTargget_TargetName), $(Username), and $(Password_Raw) are standard variables.
$(ProcesslD) is a variable that returns the PID of the initial launched application. The nouser and nopasswwords values are for
username and passwords arguments. Because we use Integrated Windows Authentication, we do not need user name and password
arguments.

SSMSNewTablwa.exe and SSMSNewTabSql.exe are compiled AutolT
scripts that we use to interact with Microsoft SQL Server to open new
connections that use Integrated Windows Authentication or SQL Multi-tab configuration label
authentication. [ ssMs_NewTab_1wa

Multi-tab automation local executable path
| C:'\Applications\SSMSMNewTabIW A, exe

Automation executable arguments

| ${RemoteAccessTarget_Targethame) nouser nopasswords $(ProcessID)|

[ Allow this multi-tab automation for existing application launches by EXE name

Click OK. Select the appropriate multi-tab configuration settings for the

ta rget app"cation_ Remote applcation descrpton: - DDVEHW certfcate fedsof sgring certicate [ Centicaterieds |
| Dontyrn executabis it expecteaashes
. . . . R o [Tt unch, dovrid fie fom [
Multi-tab scripts have been compiled for the following applications: O R [eeamseme. 9]
. . _ . e = S [ o e
+ RunAs and wait until process finishes = RunAsWait e i s .,
o I
o DHCP Manager = RunDHCP [ Enable Session Recordng 4 = ] CJaways use the speafied account when starting this appication
cen e
» DHCP Manager = RunDHCPNewTab e e o
m ‘Account Nae:
» DNS Manager = RunDNS et e
[ Search for application under the program files directory [Cignore run-as settings for this applicaton
« DNS Manager = RunDNSNewTab e S
Additional search directories:
» File Server Resource Manager = RunFSRM ) = =

e Hyper-V Manager = RunHyperV

+ Hyper-V Manager = RunHyperVNewTab

e MS Terminal Services = RunMstsc

+ Network File Services Management = RunNFSMGMT
o Performance Monitor = RunPERFMON

o Server Manager = RunServerManager

« Storage Explorer = RunStorageExplorer

« Storage Manager = RunStorageMgmt

o Task Scheduler = RunTaskScheduler

¢ Run process and wait until finished = RunWait
« WBAdmin (Backup) = RunWBADMIN

« WINS Manager = RunWINS
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« WINS Manager = RunWINSNewTab

e SecureCRT = ARM_SCRTStart

o SecureCRT = SCRTNewTabSSH2

o SecureCRT = SCRTNewTabTELNET

o SecureCRT = SCRTStart

o SQL Mgmt Studio = SSMSNewTablwa

* SQL Mgmt Studio = SSMSNewTabSq|

+ A simple test script = TestParams

+ Remote Desktop = UnlockMstsc

 Remote Desktop for ARM = UnlockMstscARM

Multi-Tab AutolT Script Examples

SSMSNewTablwa.au3

#include <MsgBoxConstants.au3>
local $paramCount = $CmdLine[0]
local $systemName = S$CmdLine[1]
local $domainUserName = S$CmdLine[2]
local $password = SCmdLine[3]
local $ssmsPid = $CmdLine[4]
if $paramCount = 4 Then
openNewTab ($ssmsPid, $systemName, S$SdomainUserName, S$password)
EndIf
Func openNewTab (Sp_ ssmsPid, $p systemName, $p domainUserName, $p password)
Opt ("WinTitleMatchMode", 2)
local $ssmsWindows = WinList ("Microsoft SQL Server Management Studio")
for $i=1 To S$ssmsWindows[0] [0]
If $ssmsPid=WinGetProcess (SssmsWindows[$1i][1]) Then
local $delay = 5
WinActivate ($SssmsWindows [$1][1])
WinWaitActive (SssmsWindows [S$i] [1])
Send('!'f")
Sleep ($delay)
Send('e')
Sleep ($delay)
Send ('+{TAB}")
Sleep ($delay)
Send ('+d")
Sleep ($delay)
Send ('{TAB}")
Sleep ($delay)
Send ($systemName)
Sleep ($delay)
Send (' {TAB}")
Sleep ($delay)
Send ('"+w')
Sleep ($delay)
Send (' {ENTER} ")
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EndIf
Next
EndFunc

SSMSNewTabSql.au3

#include <MsgBoxConstants.au3>
local $paramCount = $CmdLine[0]
local $systemName = S$CmdLine[1]
local $domainUserName = SCmdLine[2]
local $password = $CmdLine[3]
local $ssmsPid = S$CmdLine([4]
if $paramCount = 4 Then
openNewTab ($ssmsPid, $systemName, S$domainUserName, S$password)
EndIf
Func openNewTab (Sp ssmsPid, $p systemName, S$Sp domainUserName, $p password)
Opt ("WinTitleMatchMode", 2)
local $ssmsWindows = WinList ("Microsoft SQL Server Management Studio")
for $i=1 To S$ssmsWindows[0] [0]
If $ssmsPid=WinGetProcess ($SssmsWindows[$1][1]) Then
local $delay = 5
WinActivate ($SssmsWindows [$1][1])
WinWaitActive (SssmsWindows [$1][11])
Send('!f")
Sleep ($delay)
Send('e'")
Sleep ($delay)
Send ('+{TAB}")
Sleep ($delay)
Send ('+d")
Sleep ($delay)
Send (' {TAB}")
Sleep ($delay)
Send ($systemName)
Sleep ($delay)
Send (' {TAB}")
Sleep ($delay)
Send('+s"')
Sleep ($delay)
Send (' {TAB}")
Sleep ($delay)
Send (SdomainUserName)
Sleep ($delay)
Send (' {TAB}")
Sleep ($delay)
Send ($password)
Sleep ($delay)
Send (' {ENTER} ")

EndIf
Next
EndFunc
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Configure Application Sets

Application sets are pre-defined collections of applications to launch.
Create an Application Set

Open the management console.
Go to Settings > Manage Web Application > Application Launch.
Click App Sets > Applications.

Click Add Set. [

Enter a name and click OK. T A

s Remote Terminal Tools 0

o bk N =

T

6. To add applications to the application set, right-click the application set. [ RemotcApplications B4

Appicaton Label ~

7. Select Add applications to set. oron

8. Select all the desired applications and click OK. o ing

[]
2
39
2
8
W
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9. Toview the applications added to an application set, expand the [ remowapplicaionses [

application set. L — —
P e
Once application sets are defined, users who do not have All Access must e oo
have application set permissions and application permissions set. 1'5‘.331:2&23
- Eputty
[l Terminal Services
o ]

Define Application Permissions

When a user does not have All Access privileges, additional permissions are required to launch a specific application. Use the
management console to define these permissions.

Open the management console. T emmemirenses B

2. Choose Delegation > Web Application Remote Application Ferbymensy[* ] Fieroysepicton[ | Crehmn |
PermISSIons' p:tenm ‘Sﬁd::::gnementsmdmznlﬂ |
3. Click Add.

Select an available identity and click OK. Select one or more
applications the user can launch.

Rt [ ]

Define Application Set Permissions

1. Open the management console.

2. Choose Delegation > Web application Remote Application Set Permissions.

3. Click the Add.

4. Click OK.

5. Select from the available application sets and click OK.

6. IfaShadow Account is used, click Yes. Enter the required information. Otherwise, click No.
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7. Ifthere are system restrictions, click Yes. Enter the required [ WebApplicationRemote Application SetPermissions |
information. Otherwise, click No. rebydey[* | ceebyedesnse[r | Refresh

Identity Application Set Shadow Account Management Set

1. Recovery User Database Management Tools None Any System

1. Recovery User Remote Terminal Tools Nore Any System
< M >
]

Applications - Launch Application
Seftings ~

Accounts ~  Operations ~
App

8. Select the applications users are able to launch from the website.
Passwords ~  Systems ~

Q.Fitters | [ Hide applications that launch with shadow accounts

uﬁ » As| Lscuscsveaet Database Management
Tools

B Terminal Services
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Set Up Shadow Accounts

Shadow accounts allow users to connect to a system with a specific application and choose which account to connect with. The normal
paradigm requires users to go the Managed Passwords section and find the target system and local account for the application. While
this works for many scenarios, it is not very flexible, and it does not address the need to be able to connect domain or directory accounts to
other systems or applications.

With a shadow account, users can go to the system or application in the Systems View of the web application and launch an application.
A list of applications is presented, and users can determine which account, local or central (domain or directory), to connect with.

To use shadow accounts, the View Systems and Allow Remote Sessions global delegation permissions must be assigned. Once
permissions are granted, additional configuration to map shadow accounts must be performed.

Even when users have All Access privileges, shadow accounts are first mapped and associated with application permissions. To use
shadow accounts, a per-application rule must be established for the target user. Follow the steps below to add a new shadow account

mapping.

1. Open the management console.
2. Goto Delegation > Web Application Identity to Shadow Account Mappings.

3. Click Add Mapping. L s B9
Idenity Fier |~ [ A |
Ident... Identity Name Identity Type (]
1 [Recovery User Delegation Role
2 [Request User [Delegation Role
3 [Auditor User [Delegation Role
3 [Administrator User [Delegation Role
5 [WebApplicationManager] Expiicit
§ [DefaultauthenticatedUser] Explict
3 [demo\can request passwords [Domain Group
@ [demo\can recover passwards [Domain Group
10 |demo\iscappsveacct [Domain User =
) [RADILS \demo yadiususer [FADILS User
7 lepo Expiicit
E lepoman Expiict
= [Demo\QualysGuard [Domain User
1033 |demo\damain admins [Domain Group
03 |frank Expiicit
1040 [paul Expiicit
1041 |demo\test-1 [Domain Group L
1042 |demolpraadmingroup [Domain User
1043 |demalscadmin [Domain User
naa . [or— b
Add Identity

4. Select the target identity from the list of available identities. Click [ seedsoedpeswod =

OK. System Flter: B | AccountFiter: [* |
Namespace Fiter: = v temumit: Refresh
System Nemespace Account T
DB20124SCHOST [5QL Server] sa
IT2KBR2-5COM12 |IT2K8R2-5COM12 | Administrator
HD2GER2-5C5M [HD2¢ER25CsM Administrator =
LSCTOOLS-2K€BR2 LSCTOOLS-2K8R2 | Administrator
IT2KBR2-5CCMO7 |TT2K8R2-5CCMO7 Administrator I
DB2K332-MYSQL [DB2K332-MYSQL Administrator
DB2KBR2-5YBASE | Administr ator

Administrater
LDAP2K332-EDIR LDAP2K332-EDIR Administr ator
AAER2SOK a2@R2s0K
HD2K8R2-HPSM IHD2KER 2-HPSM Administrator
DBO11G-APPHOST IDBO11G-APPHOST Administr ator
DB201245CHOST IDB2012- SCHOST Administrator
|Dap2GzT o v
< w i >
Showing 100 0f 278 passwerds | 0K |
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5. Select from the available managed and stored identities and click | DelegationldentitytoShadow Account Mappings [l
OK. The new mappings are now visible in the list of available wewnrter [T ] sabwsconmrte [ e e

. Identity Shadew Account
mappings. i —— e
deme\domain admins DEMOVscadmin2
. demo\can recover passwords DEMO\ERPMDefProc
6. Click OK. P ey kit
Recovery User IT2012-RDPGW Administrator
Recovery User LSCRPM-2012\Administrator
Recovery User DB2KBR2-5QLOB\Administrator
Recovery User DB2KBR2-ORA 11G\Administrator
Recovery User LSCRPM-2K8R2\Administrator
Recovery User 2K8R 2-3\Administrator
Recovery User LSCTOOLS-2012\Administrator
Recovery User AKBR2-EPO\Administrator

Remove Mapping Showing 120f 2 otalitems | 0K |

7. Goto Delegation > Web Application Remote Application Permissions and click Add.

8. Select the identity and click OK. C secoedieniies B

Idenity Fiter | * J[ A |
Ident... Identity Name Identity Type [~
i [Recavery User [pelegation Role

2 [Request User Delegation Role

3 [Auditor Uiser [Delegation Role

4 |Administrator User [Delegation Role

5 ] Expiict

6 [DefaultAuthenticatedUser] Expiicit

8 |demo'\can request passwerds [Domain Group

3 [demo\can recover passwords [Domain Group

0 t [pomain User =
11 [RADILS \demo yadiususer [RADILS User

27 = Expiicit

% lepoman Expiicit

2 [DemolQualysGuard [Domain User

1038 |demoldomain admins [Domain Group

1039 |frank Explicit

04 |paul Expiict

1041 |demoltest-1 [Domain Group L
1042 |demo\oraadmingroup [Domain User

1043 |demolscadmin [Domain User

9. Alist of remote applications is presented. Select the target application to make
available. Click OK.

Application Label ~

[ ]
2
g
2
&
W
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10. A Shadow Account Restriction prompt appears. Click Yes to assign one or more
shadow accounts the user can use when launching the specified application.

@ Shadow Account Restriction

Restrict this application configuration to specific
shadow accounts associated with the delegation
identity?

11. Based on the selected user, a list of available corresponding  DelgsonldentitytoShadow AccountMappings [

mappings is presented. Select the mapping configured for the target ity Fier shodom pecomerter [0 | et
H . : Identity Shadow Account
user and selected applications. Click OK. e i —
Recovery User LSCRPM-20 12\Administrator
Recovery User DB2XER2-5QLOS\Administrator
Recovery User DB2K8R2-ORA 11G\Administrator
Recovery User LSCRPM-2KBR2\Administrator
Recovery User 2KBR2-3\Administrator
Recovery User LSCTOOLS-2012\Administrator
Recovery User A2KBR2-EPO\Administrator
showngsorsouiens [ o |

12. A System Target Restriction prompt appears. If you want to restrict the applications
and or shadow account mappings to a specific list of systems, click Yes. Otherwise,
click No.

@ System Target Restriction

Restrict this application configuration to specific
systems within management sets?

13. Ifyouclick Yes, a list of management sets is presented. - cooseMomgememse =

Management Set Name -
65k-test

Demo Domain
Demo Domain Domain Controllers
Domain

Externallest

ML

IPML M5

Loap

Linux

Iscerpm-2012

LSCServer

McAfee €PO

OptionFiterTest

os3%0

Pat

PropTest

DK

SharePoint

SQUTest

System Center Operations Manager
Test

The Demo Domain with FQDHs
Weblogic & Websphere

Windows 2003
Windows Servers
Windows Systems v
[ ]
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14. Select the desired management set and click OK. .
. . . . . Filter by Identity| * Filter by Application | = -
15. The new mapping is presented in the Web Application Remote ‘ | ' '
Identity Appiication Shadow Account Management Set [A]
H H H H H H [ Recovery User Terminal Services IT2012-RDPGW/\Administrator Database
Application Permissions dialog. You can delete any mappings By e S mrovams v
. BB Recovery User Terminal Services DB2KBR2-SQLOS \Administrator Database
you want to excluse. Reports can be generated from this page. ey o Termwalsenices ORI RALIGWITETatr Daabase
BB Recovery User Terminal Services LSCRPM-2BR2\Administrator Database
BB Recovery User Terminal Services 2KBR2-3\Administrator Database
8 Recovery User Terminal Services LSCTOOLS-20 12 Administrator Database
8 Recovery User Terminal Services AZBR2-EPO\Admiistrator Database
B8 demo \can recover passwords Del-DRACS Nene Any System
B8 demo \can recover passwords Del - DRACG Nene Any System
&8 demo \can recover passwords DellDRACT None Any System
B8 demo \can recover passwords EMC Portal None Any System =
8 demo \can recover passwords Facebook Hone Any System
B8 demo \can recover passwords. FreeNAS MNone Any System
BB demo \can recover passwords Google Adwords MNone Any System
[ demo \can recover passwords. HP - LO100 MNone Any System
[ demo \can recover passwords. HP -iL02 MNone Any System
[ demo \c2n recover passwords. hp 4108g| switch MNone Any System
I demo \can recover passwords Lexmark M¥ Nene Any System
B demo \can recover passwords LinkecHIn Nene Any System
B demo \can recover passwords MMC certmar Hone Any System
|8 demo \can recover passwords Motorola DOCSIS Nene Any System
&8 demo \can recover passwords MySpace Hone Any System =
&8 demo \can recover passwords 5QL Management Studio 2012 Via Bas... None Any System
B8 demo \can recover passwords 5QL Management Studio via Bation 1 None Any System
B8 demo'\can recover passwords QL Management Studio 2012 Via Bas... DEMO\ERPMDefProc Any System =
Il i [ >
o ]

16. To use the mappings, log in to the web application and locate the system that has the application you wish to launch. Click the
ellipsis button for the application, and then select Launch.

x Note: If the Launch option is not available, the user does not have the Allow Remote Sessions permission, or a Shadow
Account Mapping is not present.

17. Select the shadow account, and then click Launch.

Select Shadow Account

Use Shagow Account

oot )

[ cowen I

IMPORTANT!

A change was introduced in the 7.1.0 release for shadow account information used and presented to client applications. This change
is important and relevant only to client application configurations that use credentials input as replaceable command line arguments.

For 7.1.0 and later releases, shadow account information is presented as command line input arguments and can be used with
replacement arguments in the same way that stored credentials passed to client applications could be configured in earlier versions.

In releases earlier than 7.1.0, shadow account credentials were used to run the client applications, but the account and password
information was not provided to the client application as command line input arguments.

The implication of this change is that the shadow account is exposed to the client application’s context if the client application’s
configuration specifies the shadow account credential as a command line input argument. Previously, shadow account credentials
could not be exposed to the client application’s context because the client application was launched with the credential, but the
credential was not available to the application.
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Set User Permissions to Launch Applications and Use the
Application Launcher

To launch an application a user must have one of the following sets of permissions:

o All Access
« OrView Accounts, Allow Remote Sessions, and permissions for the specific application being launched

Set Permission to Launch Applications

To define the additional permissions required to launch a specific application, follow the steps below.

Open the management console. O emmemtenses B

2. Choose Delegation > Web application remote application Fterbylientty[~ | Ferby Aspicaton [~ | [Crefresn |
permissions. entty ST |

3. Click Add.
Click OK.

Select one or more applications the user can launch.

o ]
Use the Application Launcher
There are two types of application launching in Privileged Identity:
o Launching with a variable account and system information
e Launching with a predefined account and system information
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If the Always use the specified account option is selected, the
Remote application label: SQL Server Management Studio| [ only run signed executables

application appears in the Applications section of the website. If the option Rerotsscstan st G TS S —
is not selected, the user must go to the Launch App section to connect. B

Remote launch type: v settings apely v

Dliondes ofe when st opcaton Cony et ol et cobpratirs

lRun on the ump server

[ use the targeted account to connect to the jump server

Ot ererttn, ] ot ——
[VAEnable Session Recordng [l Aways use the specfied account when starting ths applcaton

Applcation: SsMS.exe System ame:

Command e fiamespace:

[]search for applicati

[ Search for applcati the program fles drectary [Jtgrore run-as settings for ths applcaton

Subdirectory restricton: [CJignore stdOut redirection for gathering application output

‘Additonal search drectories:

Default working drectory

|
Launch an App as a Pre-Configured Application
To launch an application pre-configured for a specific account and target, click Operations > —
Applications and select the application to launch. Only applications that are pre-configured to Appicatons m
always launch as a specific user are displayed. If an application is not shown, it is a sign of at .
. | | [
least one of two possible causes: m - &f:t
Facebook Office 365 Terminal Server to MSDB
o The user does not have permission to launch an application. -
« There are no apps configured to always run as a specific user. Tl
Launch an App Using Variable Target and Account Information
Once the the target system and account are located in the Passwords > e Account Name
Managed Password section of the website, click the Play button.
CENTOST G root = >
All applications available to the user for the specific account type are ot C root N Iy N
shown. Use the filter options at the top of the page to search for —— i N TS S

applications, show only a set of applications, or change the layout of
application launcher page. If the RDP icon appears, the application is
configured to launch via the jump server. If the camera icon appears, the session will be recorded.

To launch the application, click Launch. The order of events will vary
depending on whether the application is configured to launch locally or from
a jump server and whether the user has previously performed this process FEsrh T Sk Ao 7 eesie i e AR S Qe SR
or not. If connecting via a jump server, the system initiates a series of calls el

to the jump server and the LiebsoftLauncher on that host. This will be
visible to the user. If the user has not previously launched an app from the
machine/profile that they are currently logged into, they receive a couple of security prompts

Applications - Launch Application

B® puty [» E3E putty_exe With target CENTOS? and account [Linux]iroot

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 83
©2003-2022 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 11/1/2022
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED IDENTITY 7.3

I BeyondTrUSt APP LAUNCHER AND SESSION RECORDING

Each application also has an Advanced launch configuration. Click the ear

icon to allow the user to specify alternate credentials to connect to the

target system. These could be static credentials or other stored credentials Remote Application Label —
in Privileged Identity.

System Target CENTOS7
Stored Account Namespace [Linux]

Stored Account Name root

Application putty.exe

Arguments $(RemoteAccessTarget_TargetName) - (U

[ Launch Application As Explicit User @

Launch Application Close
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Audit Recorded Sessions

Once sessions have been recorded, users with access to the Auditing section of the web application are able to play back any recorded
sessions. Recorded sessions will have camera icons next to their audit entries.

Click on the camera icon to playback the recorded sessions.

User Application Jump Server Target Stored Account
System

H | LSCuscadmin  putty LAUNCHERGW centosssh  (centosssh)[Linux]iroot

H | LSCllscadmin  putty LAUNCHERGW centosssh  (centosssh)[Linux]iroot

H LSCuscadmin putty LAUNCHERGW CENTOS7 (CENTOST)[Linux]iroot

The session properties page displays the Logged On User, IP Address,

Timestamp, and Event Description. To play back the recording, choose

Logged On ~
User LSCliscadmin
the desired recording and click Play.
IP Address 1280::9124:0686.e8e4:8e%12
S 7/28/2015 1:16:21 PM
Timestamp &
Event ‘Create Remote Application ID - Created remote application launch link for application SQL Server

Description Management Studio - Target System: MSDB - Jump server: LauncherGW - Default - With password for
account: (MSDB)[SQL Server]'sa’

State ing Type

wmv Duration: 00:00:22 Dimensions: 1536 X 864

The video will open on the system's preferred media player and begin
streaming automatically.

at Thursday,
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Upgrade the Application Launcher and the Session Recording
Software

Follow the steps below to upgrade the application launcher and session recording for Privileged Identity.

1. Upgrade Privileged Identity, the web application, and web service.
Make note of the web service URI. It is required for the application launcher and session recording to work properly.

Re-run the application launcher and session recording installer on all host servers. Most of your settings will be remembered.
However, during session recording installation, you must enter your service account credentials when prompted.

x Note: You will not need to restore previously configured applications or application settings.
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