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BeyondTrust Endpoint Privilege Management for Windows and Mac pairs powerful least privilege
management and pragmatic application control capabilities, delivering fast, unmatched preventative
endpoint security. Grant the right privilege to the right application — not user — only when needed and
create a single audit trail. Prebuilt policy templates stop attacks involving trusted apps, addressing bad
scripts and infected email attachments immediately. Application control, allow lists, and exception
handling provide granular control over what users can install or run, and what applications can execute.
Operationalize quickly with our QuickStart feature and simplified deployment models, for fast time-to-
value and streamlined compliance.

Please see the release notes for additional details on these important enhancements.

Release Highlights

Enhancement: Auto Update via Package Manager for Mac

In October of 2023 we introduced auto update via the Package Manager as a part of release 23.8,
enabling you to automatically update the Endpoint Privilege Management for Windows adapter and
agent software versions on the Windows endpoints in your estate. With release 24.3, we’re introducing
auto update via the Package Manager for Mac, so you can automatically update Endpoint Privilege
Management software seamlessly across all of your Windows and Mac endpoints.

Auto update empowers you to automatically update the Endpoint Privilege Management for Windows
and Mac adapter and agent software versions on the Windows and Mac endpoints in your estate while
maintaining the same level of control you’ve always had with updates. The ability to identify pilot and
testing computer groups for each new update, define specific update approaches for different operating
systems, and pause and resume updates for groups of endpoints ensure that you have all the tools you
need to maintain stability and troubleshoot if necessary. Auto update drastically reduces the amount of
manual work required from your IT and security teams, removes the need for ongoing use of third-party
tools like Microsoft Intune and Jamf, and eliminates resource-draining sources of complexity like
managing separate agent and adapter updates and dealing with differing operating system versions.

Auto update is powered by the Package Manager, a new component that enables both the initial install
and ongoing updates of the Endpoint Privilege Management for Windows and Mac adapter and agent to
be managed seamlessly from the Endpoint Privilege Management Console. The Package Manager can be


https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm

) BeyondTrust

downloaded from the Package Manager Installation tab within the Configurations module in the
Endpoint Privilege Management Console. Once installed, the Package Manager Settings tab allows you
to choose between two approaches for updating the endpoints in your estate. The first approach allows
you to set a computer group to always be automatically updated to the latest version of the Endpoint
Privilege Management for Windows and Mac agent and adapter. The second approach allows you to
define a specific version of the agent and adapter for a computer group to be updated to.

Auto update via the Package Manager removes the need for manual updates on Windows and Mac
endpoints, giving your perennially overstretched IT and security teams weeks’, or even months’, worth
of time back to focus on protecting your organization. We're to continuing to iterate auto update and
the Package Manager to bring you new features and enhancements that make updates even more
seamless and customizable.

Enhancement: Google Support for OpenlD Connect

In Release 24.3, we're excited to announce the addition of Google as a supported provider for OpenlD
Connect. This integration expands your authentication options, offering increased flexibility in managing
user access and authentication processes.

About BeyondTrust

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering
organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a
work-from-anywhere world. Our integrated products and platform offer the industry's most advanced
privileged access management (PAM) solution, enabling organizations to quickly shrink their attack
surface across traditional, cloud, and hybrid environments.

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from
security threats, while creating a superior user experience and operational efficiencies. With a heritage
of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy,
manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the
Fortune 100, and a global partner network. Learn more at.



