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BeyondTrust Password Safe Enterprise Integration with
ServiceNow

The BeyondTrust Password Safe Enterprise integration with ServiceNow provides organizations the ability to seamlessly request and
approve access to managed systems and accounts, all without having to change user interfaces whilst adhering to a company’s incident
and change management processes.

A ServiceNow user can request to check out credentials or sessions for privileged accounts managed by Password Safe, using any of the
ITSM access approval flows: Incident, Change Request, and Problem. The user only gains access to the asset and the privileged account
that was requested and approved. Once approved, the user can initiate an RDP or SSH session right from ServiceNow using their native
connectivity tools, such as Remote Desktop Connection or Putty.

Key Features

« Validate ticket before access.

« Auditing around who approved the request and to which privileged account and asset.

+ Request to check out credentials or sessions for privileged accounts managed by Password Safe.
« Opening a session checks approval status before allowing privileged user access.

« All actions now take place within ticket/incident, such as request, approve and open session, consistent with the RS and PRA
integration.

« Allows you to configure the ticket types, such as Incident, Change, Request, Problem, and Request.
+ Workspace views support (e.g. Service Operations Workspace).
« Simplified installation and configuration.

« Users cannot impersonate another account or launch a session logged in as a different requestor, which prevents unauthorized
access.

Requirements for the ServiceNow Integration with BeyondTrust
Password Safe

Outlined below are requirements for the BeyondTrust Password Safe and ServiceNow integration. If any of the integration requirements
are not yet met, they must be in place prior to starting the integration setup process unless the associated features of the integration are
not required.

« ServiceNow instance with:
o Version currently supported by ServiceNow.
o A working Service Desk and/or change management application.
o Administrative access to the ServiceNow portal.
« BeyondTrust Password Safe Cloud instance or BeyondInsight appliance with:
o Version 22.2 or higher.

o If using a BeyondInsight appliance, a ServiceNow MID Server might be required.
o Administrative access in the Password Safe console.
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« Network firewall rules to allow:

o If using BeyondInsight appliance and ServiceNow MID Server, TCP port 443 traffic for the appliance to the MID Server
must be allowed in both directions for the SOAP web service.

For more information on MID Servers, please see MID Server at https.//docs.servicenow.com/en-US/bundle/utah-servicenow-
platform/page/product/mid-server/concept/mid-server-landing.htmi.

Configure Password Safe

The following items must be configured in Password Safe to use the integration:

« API Registration.
« Managed Accounts must be APl enabled.
« A Password Safe group to assign the API registration to. This group must contain the requestor accounts.

« Managed Systems exist in Password Safe with the exact name as in ServiceNow Configuration Management database. The
naming convention for the system in ServiceNow must match how it appears in the Password Safe requestors WebUI page, i.e.,
short name or FQDN.

o Access Policy that allows the API group/user to request the managed account.

API Registration

In Password Safe, an API registration is required that will be used by ServiceNow directly (or via MID Server) to access the Password Safe
API, when requests are queued by the applications for calls.

1. Register a new API. Beyondinsight =~ Configuration
« Inthe web console, navigate to Configuration > API S | sesan
Registration and click Create New API Registration. API REGISTRATIONS < || ServiceNow Details
« Addaname. & | | feerr .
o Add the IP address of your ServiceNow instance as an IP E .o

authentication rule. Make note of the API key; it is required | © serveetow o
for the integration configuration in ServiceNow.

Acve @

Authentication Rule Options
O enforce multi-factor authentication @
O dlient certificate required @
(O user password required @
o

Authentication Rules (8) @

Search

a \

Add Authentication Rule @)

Showing all8 Authentication Rules

1P Rules
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2. The APl registration must be assigned to a group that contains any
Password Safe user that requests access. Creating a new API
Group is optional, because we are actually using the user
credentials instead of a generic service account, so the APl can be
registered to the Requestors Group, for example.

Beyondinsight | Configuration o

BeyondTrust > Role Based Access > User Management
eyor e

USER MANAGEMENT @

GROUPS USERS

B 0J

Filter by

Y -

© cosenencon - o e o

T

To assign the API to the Requestors group, navigate to
Configuration > Role Based Access > User Management. In the
list of groups, select the one you previously set up as Requestors

&* Add Users to Group...

@ view Group detais...

e &

and select View Group Details. O & © smmsmn T samss —— .
« R 3 #Piintegrations ’
Pl O & © moow s s approver B e Goup
P 0O & © Requestor 4 PS Requestor i@
Page |1 of1 25 v | items per page Showing Items 1-7 of 7
3. Assign the registered API to the group.
=l Beyondinsight ~ Configuration
lﬁl BeyondTrust > User Management > Group: Requestor
[}
GROUP: REQUESTOR
[}
=.= Has 2 users
¢ . @ Active
Group Details £ API Registrations @

Manage API Registrations...

Details & Attributes.

Y filter AP Registrations
Features
Showing 3 API Registrations (1 selected)
Smart Groups (2)
i ServiceNow

Users (2)

APl Registrations (1)

4. Managed accounts that display in ServiceNow require APl access. WANAGED ACCOUNTS
Toggle APl Enabled to yes. Repeat this step for any managed :
account that you want to use with the integration.

@ Direcory Querynstied

Page 1 o0 25 v kemsperpage Showing tems 125 of 452

x Note: If you don’t have a requestor type group set up yet, see the following to set one up: Create a Group and Assign Roles at
https.//www.beyondtrust.com/docs/beyondinsight-password-safe/ps/cloud/admin/role-based-access/create-group-assign-

roles.htm
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Prepare and Set Up Application in ServiceNow

Install Password Safe integration from the ServiceNow App Store

For a production ServiceNow instance, you can download the application from the ServiceNow Application Store.

For details on how to install an application from the ServiceNow store, please see Install a ServiceNow Store application at
https.//docs.servicenow.com/bundle/tokyo-application-development/page/build/applications/task/t _InstallApplications.html.

Users and Role Assignment in ServiceNow

ServiceNow user account names must match the corresponding user account name in Password Safe. In a production environment, it is
likely that users already exist in both ServiceNow and Password Safe, leveraging account information from the same centralized directory
service.

For example, user nina.bergin must exist in both ServiceNow and
Password Safe.

For each account, add the following roles:

* x_bets_pwdsafe.app_admin: Users can view and edit
configuration for the application.

o Xx_bets_pwdsafe.session_user: Users can see and use the Start
Session Ul Action to initiate a session using the selected managed
account.

« x_bets_pwdsafe.credential_user: Users can see and use the View Managed Account Ul action to retrieve the password for
the selected managed account.

Configure the Application in ServiceNow

1. Inthe ServiceNow portal, search for BeyondTrust Password Safe
Integration in main menu.

2. Click Default. If it doesn’t exist, then click New at the top right.
3. Fill out the following:

o Configuration Name: Use Default.
« Enable Integration: Check the box.

« Enable Start a Session: Check the box to allow users to
request a session.

« Enable View Managed Account: Check the box to allow
users to view the password of a managed account.

o MID Server: Select the appropriate MID Server with access
to your BeyondInsight Appliance.

« Password Safe Site Hostname: The hostname only. Do not include https:// or any other URL components.
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x Note: If using a BeyondInsight appliance, then enter a DNS name that can resolve to the main appliance.

« API Registration Key: See earlier in the guide.
+ Release Duration: The length of time the request is valid and active. The default value is 2 hours.

+ Username Prefix: The value to prepend to the ServiceNow account usernames that would be expected by Password Safe
to successfully identify a user. This is typically a domain prefix such as example.com\.

o Custom Username Field: To be used when a user's ServiceNow User ID does not match their username in Password
Safe. Simply select the appropriate field from the dropdown list. The list contains all string type fields in the User table (sys_
user) with the default being User ID.

« Applicable Ticket Types: Select the types of tickets the enabled features apply to. For example, Change Request or
Incident. Any task type ticket are available to choose.

4. Click Submit.

Configure the Configuration Management Database

The CMDB in ServiceNow must be populated with records for assets that have the same name as the managed systems in Password
Safe.

Password Safe Cloud and BeyondInsight allow you to export asset data to your ServiceNow instance using connectors.

3 For more information on how to set up the connector, please see Configure ServiceNow Export Connector at

https.//www.beyondtrust.com/docs/beyondinsight-password-safe/bi/integrations/servicenow/export-connector.htm

Configure the Approval Option for Incidents

If using incident management as a workflow, you might need to add the Approval menu setting to the incident form. The ticket must be
approved before you can start a session or view a managed account.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 5

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 4/10/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.


https://www.beyondtrust.com/docs/beyondinsight-password-safe/bi/integrations/servicenow/export-connector.htm
https://www.beyondtrust.com/docs/beyondinsight-password-safe/bi/integrations/servicenow/export-connector.htm

BEYONDTRUST PASSWORD SAFE ENTERPRISE INTEGRATION WITH SERVICENOW

I BeyondTrUSt INSTALLATION AND CONFIGURATION GUIDE

1. Go to any Incident, right-click the hamburger button at the top left,
and navigate to Configure > Form Layout.

—| Incident
Save
Add to Visual Task Board
) Number | INCD010001
Copy Incident .
Create Outage * Caller | Nina Bergin
Create Problem
Create Request Categery | Inquiry /Help

Create Child Incident
reatethiidinciden Subcategory | --Mone--

Create Mormal Change
Create Standard Change Service
Create Emergency Change

Refresh Impacted Services rvice offering

Metrics Timeline guration item | LabAppl
Follow on Live Feed —

1

S —

Export > Form Layout, e
View > e

Create Favorite All

Copy URL Table

Copy sys_id Security Rules

Show XML Business Rules

History 2| ClientScripts L:n m
Reload form Ul Policies l

I Data Policies [  ved

Ul Actions

Motifications

Update || Resolve || Sta| Dictionary anaged AJI

2. Inthe Form View and Section area, click New and name the Avaibie Selected
H --None--
section Approval. hctve
Activity due
Actual end
Additional assignee list
Additional comments
Affected Cls @ B
Affected Cost Centers B j}
Affected Groups
Affected Locations
Appointment->Task
Approval
Approval history
Approval set
ki
=
Create newsectiol ®
i i Section caption:
Form view and section OK
View name | Defaultview —————————~1————————vamm ‘
" Related Records V|
R | e et E] Trpe | Strine |

E] Field length | Small (40) -

Add
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3. Make sure Approval is selected in the Section list.

In the Available column, select Approval and click Add to move it e
to the Selected column. R
Additional assignee list
5. Click Save. e
Aot
(e D
Formview and section Create new field
Viwrome [oesutvew ¥ we [
Type | String v
Fild length | small(40) B

Test the Integration

1. In ServiceNow, log in as the user that will request a session or view managed account password (for example nina.bergin) and
create an incident or change request.

2. On adifferent browser, log in as a ServiceNow user that has the role Rl P = e o e e
to approve an incident or change request. Assign the incident or 3 O
task (if change request) to the requestor user from the previous step
and approve it.

RebtedSearch Resats >

3. lIftesting a change request, then it will have to do the change = G ¢ v = - v
approval steps, and the status must be in the Implement state and R
approved. v [croooz | —-—

Requested by | ninabergin [a] State | implement -
Category | Other v onhold [
Business service | Y Conflictstatus  Not Run.
servieaffering | Q] Confic lastrun
Configurationitem labb2 (2)B)=) 5 Assgnment | Integrations Q]
] = L N Y
mk (voee
Impact | 3-Low ~

Approval history

[ ]

2023-05-0919:38:42- Approver
Group approval for CAB  Adwrewilhistory
Approval approved by user Howard
Johnson (CAB approval).

2023-05-0919:38:31 - Approver
Group approval for provalitory

Integrations approved by user
nina.bergin (Technical approvals).

{ [aa
Description [ Restat Server
4. Inthe browser that is logged in as the requestor, refresh the incident/change request page.
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5 . TeSt a SeSSion: BeyondTrust Password Safe - Start Session With Managed Account X
. . Use t ion type and then d i youi afe. You can
a. Click Start Session. asessiontathe s ; ot

Create asession for system: labapp1

b. Select the type of session and privileged account.

A downloadable RDP file initiates a session using your default ‘Step 1-Choosea SemionTive
. RDP !
remote connection tool.

Step 2 - choose an Account (RDP)

[ ninabergin-adm v

L3
Step 3 -startaSession (RDP-nina.bergin-adm)
[ labapp1_RDP_2023-05-17T20:17:30.149Zrdp
. . . BeyondTrust Password Safe - Start Session With Managed Account x
For an SSH session. you are presented with a command or link to
. . . Use the form below to select a session type and then a managed account from i you
use with your SSH tool, or you can click Launch Session. asessionto the argeted endpint using e credet by the slecedmanaged sccount.
Create a session for system: LabLX2
Step 1-choose aSession Type
[ssm v
Step 2 - choose an Account (S5H)
nina.bergin-adm J
Step 3-start asession (SSH - nina.bergin-adm)
lssh-pMZZSﬁac7esd7:h1 le61ea5f010d 17d@LabApp1.sokhal.net
( 7d@LabApp1 1

You may either copy the session link to your cli d run elsewhere, or y ptto ion di from
your browser. N

c. Therequestor has now initiated a session via Password Safe to that managed asset.

f Note: To get the Launch Session button to work from a Windows Desktop requires an update to tell the browser which native
SSH tool to use. Generally, this is something BeyondTrust Professional Services team can help configure. Initially, the copy
command might be the easiest to test for now from a shell tool that allows SSH.

6. Check out a password for a managed account:

o Click View Managed Account.
« From the menu, select the managed account, and then click Get Password.
o Click Copy to Clipboard.

« If checking out a Windows account, test an RDP session to a managed asset that uses that managed account. Similarly, if
checking out an account that is for SSH, test a session to that asset using the SSH tool of preference.

o The requestor has now initiated a session via Password Safe to that managed asset.
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ServiceNow Password Safe Integration Architecture Diagrams
Password Safe Cloud & ServiceNow

servicenow. lbl BeyondTrust

.................

PasswordSafe Cloud . aws .
. —"

o A\ Azure

T Google Cloud Platfarm

API (HTTPS | 443)

BeyondTrust PasswordSafe
Application

Cloud
Resouree Brokers

Approved
Open RDP | 55H Session
—_—

End User

ServiceNow Request Portal

BeyondInsight and ServiceNow

aws \
-1 ~—7 .
O I& Azure

Google CloudPlatform.

servicenow i,

{Elw)

API(HTTPS | 443)

BeyondTrust PasswordSafe .
Application

— :
-

Gpen (ROPA389|
S5H2Z) Session
: i

Mid Server

e Ohooer :

Approved : T :

Open RDP| SSH Session "— Crodential Mgmt @

_‘_ Open (RDP:3389 | @ ADILDAP

e End User : Beyondinsight. :
‘ #eierce Q) BeyondTrust

ServiceNow Request Portal
|— Open (RDP:4489 | SSH:4422) Sessior
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